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iFHK: https://www.ichungiu.com/competition
XCTF#[X: https:/ftime.xctf.org.cn

CTFwiki (ATT%FEwik) :
https://ctf-wiki.github.io/ctf-wiki/#/introduction
CTFrank: https://ctfrank.org/

CTFtime (FEAHZESM) : hitps://ctftime.org
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https://blog.csdn.net/Appleteachers
https://blog.csdn.net/appleteachers/category_10996735.html
https://blog.csdn.net/appleteachers/category_10982004.html
https://blog.csdn.net/appleteachers/category_11062471.html
https://so.csdn.net/so/search/s.do?q=unctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%25B8%2597%25E9%2580%258F%25E6%25B5%258B%25E8%25AF%2595&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/Appleteachers/article/details/117079022
https://blog.csdn.net/appleteachers/category_10996735.html
https://blog.csdn.net/appleteachers/category_10982004.html
https://blog.csdn.net/appleteachers/category_11062471.html

1. BugkuCTF (ZHuitly, MEEF, EENITRE, EEX

https://ctf.bugku.com/
2. JEEBAERFEBUUCTF (Hiitly, sEEH b, #ETRS KEREE
https://buuoj.cn/

3. CTFSHOW: Crtly, BER, RERFELNFHED)
https://ctf.show/challenges
4. XCTFHit 5 : hitps://adworld.xctf.org.cn/task

FE4AANRIS R R 210, BugkuCTFIR A LLBT#ERI T —i8, BUUCTFRI T H70%, CTFSHOWEIE—EFER|, XCTFIR, th 5t A
BB AMBIELY, WEFEE EERICTF.

5. SEIGNE:

http://mww.shiyanbar.com (20174 Rlid—i#E, HEiw—EEH)
6. ZEAES%: https:/www.linkedbyx.com/home

7. XSSE%: hitps://xss.haozi.me/tools/xss-encode/

8. F I HRE R CTFM LI YIZRF & http://ctf.nuptzj.cn/

9. M%(E B LELK T4 http:/hackinglab.cn/index.php
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DVWA (IAZ5) : WebZ& AT LRI, B& T &% Rweblwid, FHAESZH, EdREAFRKMERE, "ELFH
L IR D SRR 2 of L ) AR B 3

http:/Amww.dvwa.co.uk

Sqli-Labs CAZR) : —ANEIERMEF R 5 AREIsqiE AR —MNFREFE, HET65K, mMRIBHEEN.
https://github.com/Audi-1/sqli-labs

Upload-labs (i#4%%) : —ANFisqli-labsZ{ ARG &, L 1153 304 EAEK, HRr21%.
https://github.com/cOny1/upload-labs

BWVS CEfRAbugkuffI B L&) -
https://github.com/bugku/BWVS

BWAPP:
https://sourceforge.net/projects/bwapp

WAVSEP:
https://github.com/sectooladdict/wavsep

VulnStack:
http://vulnstack.qiyuanxuetang.net/vuin

Webug 3.0:
https://pan.baidu.com/s/1eRIB3Se

Metasploitable:
https://github.com/rapid7/metasploitable3

DVWA-WooYun:
https://sourceforge.net/projects/dvwa-wooyun

OWASP Mutillidae:
https://sourceforge.net/projects/mutillidae

Web for Pentester:
https://www.pentesterlab.com/exercises/web_for_pentester

0x04 BB

1. Vulhub: (FMIRFEFRES, —RBRFENRELT
https:/ivulhub.org/ (FE£RHR)
https://github.com/vulhub/vulhub (B £ %)

2. wulnhub:  (EAFSEAEES, EAEANITRED
https://mww.vulnhub.com/

3. wulnstack(ZLRASE i #EIg, 3. BEIBE. £EMS, @R, Bardt7 g, W bwiteupsF4)
http://vulnstack.qiyuanxuetang.net/vuln/#



4. WebGoat: (WEBYRIAMIAMZE)

https://github.com/WebGoat/WebGoat

5. Web For Pentester (webyEiAMMIFA. )
https://www.pentesterlab.com

6. VulApps (HRIEFEEE MRS 22T RS

http://vulapps.evalbug.com/

7 bWAPP (EERR T & H LI A 55 37 I i 1 FF YR We b N2 A F25)
http://www.itsecgames.com/

8. btslab (A [FIKAHIWeb FIFEF HiRD
https://github.com/CSPF-Founder/btslab/

9. pikachu (—AMFIEfIWebZ 4 - J§THIHRF &)
https://github.com/zhuifengshaonianhanlu/pikachu
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