15 B ZAEBN =T FE--B5 i FEwriteup

weixin 30639719 o F 2018-03-17 16:53:00 KA o 330 ﬁ Wi 5
MERZE: php

JRSCHERE:  hitp//www.cnblogs.com/blackay03/p/8590877.html
RRAR

[ B X]

o T H
e Burp Suite
e stegsolve.jar

o N iR AR

o W

1- T H:
1.1- Burp Suite

— K] LA#EAT WEB M A 7 R BB AP &
HHEThEE: e, BB, B

=K: (81)Burp Suite + Firefox

A48 Burp Suitefd FN4H

REFREHEFEAN: Firefox+Burpsuited i & (7T M Ehttps)
R 7

o Burpsuite 38 % F ThReff i ik R 4

e Burpsuite J1 R85 T 56 13 F 2

o Burpsuite##2 575 2 HTTP brute # 711 f#
o FHBurpsuitef fift M vk % 5Y

1.2- stegsolve.jar
TE&MEH

1.3- + Bk % 5 8%
H o kMR
ACIRE RS


https://blog.csdn.net/weixin_30639719
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
http://www.cnblogs.com/blackay03/p/8590877.html
http://www.cnblogs.com/nieliangcai/p/6692296.html
https://www.cnblogs.com/slpawn/p/7235105.html
https://www.cnblogs.com/nieliangcai/p/6689915.html
http://www.kali.org.cn/forum.php?mod=viewthread&tid=27213&page=1
http://www.freebuf.com/articles/web/7457.html
http://www.cnblogs.com/nieliangcai/p/6692520.html
http://www.jb51.net/softs/592468.html

2- %
21 %—-ﬁ_!li Lﬁ{%%ﬂﬁ g ?

BLH 8. http://ctf4.shiyanbar.com/web/root/index.php
i RE D IR
1. HARBERFEMRLY, EHKFEZpassword.txt, ZiR 17 [l password.txt:

http://ctf4.shiyanbar.com/web/root/password.txt
H T

— (&l () ctid.shivanbar.com/web/root/password.txt

ii A E3Tools E5code E3academic [E3program 5 gam

584521
nohack
45189946
hacksb
hackersb
heixiaczi
360
yushiwuzheng
wuzheng
aspider
angel
dngel
YYSWEWS
lex
nc
hackgingshu
gingshu
gingshu$
sz
sunzi
shunzi
123184
1@#123
123654
123654789
1236547891
123654789,
aspadmin
phpadmin

2. i FBurp Suitefg&a :
BHhRILRTFH, MEEMCERRT, EZEEBERERER;
$TIFBurp Suite, HHEWH, )ﬁﬂiProxy—-lntercept"FEEl‘JInterceB_t_is off}‘ﬁ%_ﬂ_i_:_ ik &2 HiIntercept is on:

& [ ] Burp Suite Free Edition v1.7.16

Burp Intruder Repeater Window Help

Target | Proxy ISpider IScanner T Intruder I Repeater TSequencer I Decoder ICDmpar

_[ Intercept T HTTP histary T WebhSockets history TGptions ]

Forwarc Drop | Intercept is on | \ctio

Raw Params Headers Hex

HkiiHindexphp, RHEE—HEFEAN, HHELHBurp Suitedf, rdiforward, iLREMER LK, BEEHA LA
¥, ARERX, WHEHFE (BEME) , XK EFBurp Suite, EIMEAE (ERrawEHSHIELS
Busername=adminspassword=123) s ifaction#4l, i%E#FSend to Intruder:


http://ctf4.shiyanbar.com/web/root/index.php
http://ctf4.shiyanbar.com/web/root/password.txt

[ @ @ Burp Suite Free Edition v1.7.16 - Temporary Project
| Burp Intruder Repeater Window Help

Target TSpider IScanner I Intruder T Repeater ISequencer T Decoder TComparer I Extender T Project options T User

_[ T HTTP history T WebSockets history T Options ]

; Lﬂ Request to http:f fctf4 shiyanbar.com:80 [106.2.25.8]

I[ Forward J [ Drop J [ Intercept is an Action

J Raw T Params T Headers I Hex ]

|FosT fwab/rootfindsx. php HTTRSL. 1

Hozt: ctfd.zhiyanbar.com

Uasr-Agent: Mozilla/S5.0 [Hacintosh; Intel Hac 085 ¥ l0.L1l3; rw:S9.0) Gecko/20l00L0L1 Firefox/59.0
Aocapt: textSheml,application/zheml+xzml,application,/xml;g=0.9,*,/*;3=0.%

|Aocept-Language: zh-CHW,zh;g=0.8,zh-TwW;g=0.T,zh-HH;gQ=0.5,en-usS;g=0.3,an;g=0.2

Refarar: http://ctfd.ahivanbar.com/wsb/rootiindex.php

Content-Type: applicationfx-www-form-orlencodsd

|{Content-Length: 27

connection: cloas

Upgrade-Inaacura-Reguaatas: L

nasrname=adminkpasaword=123 l

ﬁfﬁ%iﬁ%iﬁﬁ‘]Intruderiiﬁ(@Eﬁ)ﬂ%ﬁ@B‘J), AdTiZ R E T Bpositionit i, %t ricleariEEE (EABPRiIASYE
o Zusernamefl & iGpassword WL &, B EBHSBIE, F Aindexd i P £ 2B Eiadmin, TR FIBK
FREF T ) BiktpasswordZRE (BERESK123) Adiadd, XS kIM1238Ms123%, HHBBHETEEZ

W :
@

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload

positions - see help for full details.

Attack type: | Sniper

M|

POST fweb/root/index.php HTTR/1l.1

Hoet: ctfd.ahivanbar.com

Uzgr-hgent: Mozilla,5.0 [Macintosh; Intel Mac OS5 ¥ 10.13; rw:S50.0) Cecko/20L00L0L Firefox/S50.0
mocept: text/heml,application/zheml+xml,application/xml;g=0.9,*/*;9=0.8

Bocept-Language: s=h-CwW, shj;g=0.8,sh-TW;g=0.7,sh-HK;3=0.5,en-U5;3=0.39,an;g=0.2

Raferer: http:/ octfd.shivanbar.comfweb/root/indax.php

Content-Type: application/x-www-form-orlencoded

Content-Length: 27
Connection: cloas
upgrade_Tnaecura_Redquoata: 1

vasrname=adminkpasaword=8123%

'y
r

Start attack

Add §
Clear §
Auto §
Refresh

R B dipayload#4l (& B H) , fEpayload optionsiX—Herr, ¥ E A K7 8 5 BB, A5 Hpaste, REH

RN AT:



Burp Intruder Repeater Window Help

[ Target T Proxy TSpidEr T Scanner Tlntruder T Repeater T Sequencer T Decoder T_C

:

4 x| ..

[ Target T Positions T Payloads T{]ptinns ]

@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on th
available for each payload set, and each payload type can be customized in different

Payload set: [1 |'] Payload count: 198

Payload type: [Simplalist |v] Request count: 198

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strinfjs that are used as payload:

Paste 584521 i
— | nohack
Load ... 45189946
hacksh
B hackersh [
heixiaozi
360
Clear
;J yushiwuzheng
wuzheng
cnidar -1

Add Enter a new item

Add from list ... [Pro version only]

BNJEHE AT A L fistart attackizil, S,
%%%ﬁiﬂ%ﬂ: NsfOcuS (—KEHE 1192488245 R BB, A —AN2063MZBHET ...... )
| IOl Intruder attack 1

Attack Save Columns

_[Ruulu ITirget [ Positions ] Payloads IDptions ]

| Filter: Showing all items w
Request & Payload Status | Error Timeaut | Length Comment
L L —EwT : = B = TETCE - Tl
74 54321 200 g o] 1924 :
75 YUEMG 200 [l O 1924
76 521 200 9] o 1924
7 e 200 ] (] 1924
78 dlert 200 g o] 1924
79 miaek 200 ol o 1924
80 dreamh 200 9] o 1924
81 Shell 200 ] a 1924
82 Nsflcus 200 g o] 2063
83 shell 200 o =] 1924
84 10011C120105101 200 () O 1924
85 felshark 200 (] (] 1924 )
86 19880118 200 g o] 1924
87 376186027 200 8] (] 1924 ¥l

Paused [ ———

3. RBFEYE, RAILHEIA: Interceptis offEl# B # FiForward,
BAVE L R A password T TH, KA BMALLE! ? BFRAIT, RAVEGHBuUrp SuiteRERT, BRIFHINE
Intercept is on(W1 3R Z 7 miforward i A T, Intercepte—EARFF), WAIPEMEMAN— B0k %, RBEER, THERM
®, BRIIMBEEE BlrawF KT B K E GRS



[ Forward J [ Drop J | Intercept is on Action

L[ Raw T Params T Headers T Hex ]

|posT fwab/rootfindex.php HTTE 1.1

Hoat: ctfd.shivanbar.com

Umer-Agent: Hozilla/S5.0 [Macintozah; Intel Hac OS5 ¥ 1l0.13; rw:59.0) Secko/201
|Bccept: taxt/html,application/zhetml+xzml,application/xml;g=0.9,+/*;9=0.8
bocaept-Langoags: =h-C0W, =hig=0.8,=h-TW;g=0.7,sh-HK;g=0.5,an-us5;g=0.3,an;g=0.2
Referer: http:,/fctfd.shiyanbar.com/web/root/indax.php

Content-Type: application/x-www—form-orlencodead

jContent-Length: 249

connection: cloas]

Upgrade-Inaascnrae—-Regquaata: 1

nasrname=adminkpasaword =H=flc

|

BATE K mactiont%4ll, ¥ Send to Repeatertifll (EifIEE) , TERequestt H¥ipasswordei ANsfOcuS, mdigo
%4, ResponseFHIER, KIset-
Cookie:newpage=MjkwYmNhNzBjN2RhZTkzZGI2NjQO0ZmEWMGI5ZDgzYjkucGhw;

bingo! {HREREH K Flflag!

[ ] & Burp Suite Free Edition v1.7.16 - Temporary Project

Burp Intruder Repeater Window Help

[Target T Pro TSpider TScanner T Intruder T Repeater TSequencer T Decoder TCDmparer T Extender T Project options T User options TAIerts ]

1 = 3 x 5 o= B o= | ..

Go Cancel < | > Target: http:/ /ctfd.shiyanbar.com w t

Reguest Response

Raw | Params | Headers | Hex Raw | Headers | Hex HTMLTR&nder]

POST fwaeb/root/index.php HTTE,S1.1 HTTESL.1 200 OK
Homt: ckfd.shiyanbar.com Server: nginx
Uasr-Agant: Mozilla/S.0 [Macintosh; Intsl Mac 05 X L0.13; Date: Sat, 17 Har 2012 02:34:13 SHT
rwi58.0) Secko /20100101 Pirefox,/58.0 Content-Type: text/html
Boocept: connection: cloze
textShtml, application/xhtml+xml, application/zml;g=0.9,+/*;3=0.% Vary: Acoept-Encoding
Bocept-Language: =. = = FAP O O35
zh-CW, zh;g=0.8,zh-THW;g=0.7,zh-HK;g=0.5, en-u5;g=0.3, &n;Q=0.2 Set-Cookis:
Referer: http:/ ctfd.ahivanbar.com/web/root/indax.php newpage=H jkwIMMhHEE NZRhETKaEEIEN JQ0EMEXHSISEDgSY JkuoGhy;
Content-Type: application/x-www-form-orlancodad i sl " i
Content-Length: 31 Ccontent-Length: 1756
Connection: cloae
_ _ : “<html=
<head=
agrname=adminkpassword=Haflcus <title=password. txt</ticlax
“meta http-sguiv="Content-Type" content="text/ heml;
charast=utf-5" /=

T

“{head>
=body alink="gold" bgoolor="#000000" link="gold" text="#00S000"
v1link="#00c000" charaet="utf-53" =
“oenter>
=div atyle="LEFT: S50%; MARGIW: -170px Opx Opx -370px; WIDTH:
T80px; POSITION: abaolote; TOF: 40%; HEISHT: 330p=x"=
<table width="E68" border="0" cellpadding="3" cellaspacing="3"
claaa="main"=

=tr>

= tr=

=trE<tde
<2 anterx<h I>WELOOME<h L>< o an tar>
=br>
=div atyle="align:left;margin-left:z0px;font-aiza:
15px;font-family: 'Coorier Hew'"=
<form method="PosT" action=""=
<input typ text" name="vzsrnams"
valoe="admin"=</inpots<bre<hrx
<input type="pasaword" name="pazaword" maxlength="5" wvaloe=
=finputs
<input type="suobmit" walve="#iL"=</inputx

Lo

br>

font color="red" =REEHEflaglf | </fontx
L L

4. BATHIMI kwYmNhNzBIN2RhZTkzZ2GI2N5Q0ZmEWMGI52DgzY jkucGhw; B Tbaseb4fi#hil,
Z 8%, 290bca70c7dae93db6644fa00b9d83b9.php
KEHAE: Interceptis off
FEE VR http:/ctf4.shiyanbar.com/web/root/290bca70c7dae93db6644fa00b9d83b9.php
BN R—ANFFE, EERER! MG, BEEHANSRAE:


http://www1.tc711.com/tool/BASE64.htm
http://ctf4.shiyanbar.com/web/root/290bca70c7dae93db6644fa00b9d83b9.php

(@ ctfd.shiyanbar.com/web/root/290bca70c7dae93db6644fa00b8d83bY.php?act=add & b ﬂ‘

@ iy Oxame D) =REs

IR

=R

R

TER, THEES!

i}

Ein

ERIERIZ SphoflE T8 SEILAFEM U2 THEHRTER, SEHARNTUBZEEFRENSHES

FEAN, IRATEEN T IE?

i

l[3

RE

PMEIERI T A5 ! £ %Send to Repeater, & Cookie: IsLogin=1Hluserlevel=root, gogogo~

[ ] [ ] Burp Suite Free Edition v1.7.16 - Temporary Project

Burp Intruder Repeater Window Help

[Target T Proxy TSpider TScanner T Intruder T Repeater TSequencer T Decoder TComparer T Extender T Project options T User options TAIerts ]

1 = | 3 = ..

Co Cancel < |* >
Request

Raw | Params | Headers | Hex

Target: http: / fctf4.shiyanbar.com E‘J EJ

Response

Raw | Headers | Hex HTMLTR&nder]

POST fweb/root/200bcaTlcTdas93dbEEdd fal0ba9d 83k, php?act=add

HTTE/L.1 200 oK

'y 'y
HTTF/ 1.1 - Serwver: nginx ™
Hoat: ctfd.ahiyanbar.com Dates Sat, LT Har 2018 05:58:53 GHT
Umer-Agent: Mozilla/S.0 [(Macintosh; Intesl Mac O3 ¥ 10.13; Content-Type: taxt/html
rwi59.0) Gecko/20l00101 Firefox/58.0 connaction: cloas
hocapti Vary: Rooaept-Encoding
text/heml, application/xhtml+xml, application/xml;g=0.9,+/+:g=0.8 ¥-Powared-By: PHE/S5.5.36
Accept-Language: Set-Cookis: Flag=flag®TBCcOngratulatildn®To; expires=sat,
=h-CH,zh;g=0.82,sh-TW;g=0.7,zh-HK;g=0.5,an-us;g=0.3,an;g=0.2 LT-Mar-201l8 05:59:53 CHMT; MHax-hge=c0
Refarsr: Content-Length: 1985
http: /foctfd.ahiyanbar.comfweb/root/290bcaTlc TdaedidbEEdd £a00badE
ab3.php
content-Type: applicationfu-www-form-urlencodead <html=
Contesnt-Langkh: &7
Cookie: IaLogin=1 <hegad=
connection: cloas “meta http-eguiv="Content-Type" content="text/html;
upgrade-Insecure-Reduests: 1 charaat=utf-g" /=
<title>Walcoma To DERTR</titlex
content=%E4 3ED%A0%ESSAS5%EDEUaarleval =rootESubmit=3%ET%95%99%E8%A5 </ head>
®E0 “<hodys
<P align=centsr><font color="rad" aize=l0=\EREIR</font=<,/P>
<F align=center=<font color=#£f0000 atyle="FONT-SISE:
9pt"=<STRONG=
</ fon=<BR>
“H R v
</ STRONS>
<P>
<centar=<font color="red"=%H, MIAT! < font></cantsr>=
<form action="7?act=add" method="post" name="add"=
<table bordercolor=#ccococce cellspacing=0 cellradding=Ll
width="30%" align=centsr bglolor=#ffffff border=1>
=tr>
“td=><TEXTAREZL style="WIDTH: 397px; HEIGHT: l43px"
name="contant" rowa=2 cola=d =< /TEXTAREA>/td>
< erm
=Er>
“<td=
=F align=centar>
=Input type="hidden" wvalue="gueat" name="ueserlevel"=
=Input atyle="WIDTH: TOpx; HEIGHT: 20px" type=auobmit
aize=44 valuoe=EE nams=Submit=
=Input atyle="WIDTH: TOpx; HEIGHT: 20px" type=raast
valoe=Hil name=sobmit=</Fa</td=
- < tr= -
v <ftable= v

5. flag& T HI! HRE! EFERXMEX! TANEUNEEBA LEKBATLT ! 4!




[EEB] : flagl}

flag{flag%7BCOngratulatiOn%7D}

EA%TBM%TDAR (M}, B LA SRS B AT urlfghd !

Mative/Unicode Mative/UTF-8 Mative/ASCII URLIR

Url: REEER
flag{COngratulatiOn} o encodeUR| flag%7BCOngratulation% 7D
7 encodelRIComponent
URLIRE >

iR [\ B 3%

fRBEER:: http://ctf4.shiyanbar.com/web/IOS/index.php

1. IS E G, ij)ugéﬁﬂﬁ%OSgQ?# EAT DAHEH, T E S User-Agent, T burpsuite, #EATFEIETF
‘ Burp

Burp Intruder Repeater Window Help

W

uite Free Edition v1.7.03 - Temporary Project - | X

[Target I Proxy T Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options T User options TAIer‘LS ]

[ Intercept T HTTP history IWehSt}ckets histary I Options ]

2 | Proxy Listeners

s+ | Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its
LJ proxy server.

[ Add J | Running | Interface | Invisible | Redirect | Certificate

] 127.0.0.1:8080 L] Per-host
— _/
Remaove \
\ S AL
2. FRUXE 1IEIX

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connections. You can import or expaort this
certificate for use in other tools or another installation of Burp.

[ Import / export CA certificate J [ Regenerate CA certificate J

@ Intercept Client Requests

E Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.

[¥] Intercept requests based on the following rules:

[ Add J Enabled | Operator | Match type | Relationship | Condition
— 4 File extension Does not match ("gif5|"jpgBl"pngh| css|tsEirticos)
&J 0 Cr Request Contains parameters
D O Or HTTP method Does not match (get|post) >
OJ And URL Is in target scope
Up
— -
= ¥



http://ctf4.shiyanbar.com/web/IOS/index.php

L

x
m

E  Edit proxy listener

=3

J Biﬂd.ingI Request handling I Certificate }

u
[1e]

; These settings control how Burp binds the proxy listener.

u Bind to port: 8[]82| b__ EE%{%I@% EI‘J ﬁﬁL%
Bind to address: (® Loopback only % ; gﬁ—&ﬁzgogz

() All interfaces

N Mo e
() Specific address: [12?_0_0.‘1 Hj_ J I'J

" WIF 2 e mIX

-

[

[ oK J l Cancel J

2. RERBENEHHAEIZE, KipHihb M 05 3B A LB —H BT,
3. JFJEd B A HOARER, Rl R, EIHE LT B 5L :

Bl Burp Suite Free Edition v1.7.03 - Temporary Project - a pet
Burp Intruder Repeater Window Help

[Target I Proxy T Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options T User options Tf-\lerts ]

J Intercept T HTTP history IWehSockets history I Options ]

@ Request to http:/ictfd shiyanbar.com:80 [106.2.25.8]

[ Forward J l Drop J [ Intercept is on ] Actian Comment this item E ?

J Raw T Params I Headers | Hex

GET /web/I0S/index.php HTTP/L.1
Host: ctf4.shivanbar.com
User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; =x£4; rv:58.0) G o/201l00101 Firefox/58.0
Accept: text/html,application/xhtml4xml, application/=xml;q=0.9,*/ " %0.8

Accept-Language: zh-CN, zh;q=0.5, zh-TW; q=0.7, zh-HE;q=0.5,en-TU3; =0.3 ,%gn;q=0.Z2
Aocept-Encoding: gzip, deflate

Cookie: Hm lpvt_ 34def£7353ab0515a4c582e4516dithe3=15085936072
Connection: close

: : 5\ A\ F " d
Upgrade-Insecure-Recquests: 1 (\\\m I I AR A" (\\\ Sen

Cache-Control: max-age=0

to repeater”

LS

e
¥

0 matches



4. V¥ Zrepeaterit i<, ¥ T B Fuser-agentii 7 AT &2

‘ Burp Suite Free Edition v1.7.03 - Temporary Project - O

Burp Intruder Repeater Window Help

pet

[Target I Proxy I Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options T User options TA'EHS ]

Request Response

Raw | Params | Headers | Hex Raw
[ Raw | Params |

GET /web/ 105/ index.php HTTF/1.1

Host: ctfd4.shivanbar.com

User—Agent: Mozilla/5.0 (Windows NT 10.0; Wingd4; x£4; rwv:58.0)
Gecko/20100101 Firefox/58.0

Accept:

text/html, application/xhtml+xml, application/xml;gq=0.9, */*;q=0.8
Accept-Language:

zh-CH, zh;q=0.8, zh-TW;q=0.7, zh-HE; q=0.5,en-US;q=0.3,en; q=0.2
Accept-Encoding: gzip, deflate

Cookie: Hm_ lpvt_34déf7353ab05915a4c582e4516dffhe3=150893 072
Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

e

-
v
EJ EJ EJ EJ Type a search term 0 matches [ZJ T T T Type a search

r| Ready

@

5. BHETEXNMABERHETZ)E, Rgo, HFE0 KR5S flag:

Go Cancel < |v > | Target: http://ctfd.shiyanbar.com

w0z

L

=
v

0 matches




E’| Burp Suite Free Edition v1.7.03 - Temporary Project — | ped
Burp Intruder Repeater Window Help

[Target I I Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options T User options TAIerts ]
1]
| Go | Target: http:/ictf4.shiyanbar.com |‘/|| ’ |
J Raw I Params I Headers I Hex ] J Raw I Headers I Hex T HTML T Render ]
GET /web/I03/index.php HTTR/1.1 " HTTF/1l.1 200 OHE "
Host: ctf4.shivanbar.com r Server: nginx r
User—Agent: Mozilla/5.0 (iPhone; CPU iPhone OS5 99 like Mac 03 Date: Sat, 17 Mar Z0L18 0E:57:53 GHT
¥) AppleWebKit/604.1.38 (EHTML, like Gecko) [Mobile/15A40Z2 Content-Type: text/html
Safari/e04.1 nection: close
Accept: Vary: Accept-Encoding
text/html, application/xhtml+xml, application/xml;q=0.9, */*;q=0.8 ¥-Powered-By: PHP/5.5.3E
Accept-Language: flag{LMvEiSwISsmlTrgkd) :
zh-CHN, zh;g=0.8, sh-TW;q=0.7, zh-HE; q=0.5,en-US;q=0.3,en; g=0.2 Content-Length: ZEE
Accept-Encoding: gzip, deflate
i=: Hm lpvt_34def7353ab0915a4c582e4518dffbe3=150893E072 ! 'PE I
Connection: close <html>
Upgrade-Insecure-Requests: 1 <head>
Cache-Control: max-age=0 < a charset="utf-8"></metax
<title>Welcome to CTF</title:
</ heads>
<div align="center" >
<p>
<1i-000000i0s99 </1li>
</p>

b ke

| v
L2 = || *]||=||Tvpeasearch term 0 matches [ 2| < ||+ || = || Twe a search term 0 matches
Done 477 bytes | 6 millis

23 =1, BHMEE
fR B -
1. BRI T A

Lucky Visitor

The 1234567890th visitor, the prize awarded. You're 2699th Visitor

yone who has visited our site is the 123456789 cial prizes are awa

2. WIEE THEH—HRERR, AT, EHRE1234567890M A F A FTLAVH, =ik Mburpsuitedli e


http://ctf4.shiyanbar.com/web/copy/index.php

E’| Burp Suite Free Edition v1.7.03 - Temporary Project
Burp Intruder Repeater Window Help
[Target I I Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options T User options TAIerts ]

tercept T HTTP history IWebSDckets histary I Options ]

@J Request to http://ctfd shiyanbar.com:80 [106.2.25.8]

[ Forward J [ Drap J ( Intercept is on | Action Gomment this item [EJ w
Raw I Params I Headers | Hex

[}

GET fweb/copy/index.php HTTP/1.1 "
Host: ctf4.shiyvanbar.com -
User—-Agent: Mozillas5.0 (iPhone:; CPU iPhone OS S8 like Mac 03 X)) AppleWebKit/604.1.38 (EHTML, like Gecko)
Mobile/15A402 Safari/e04.1
Accept: text/html,application/xhtml4xml, application/xml:q=0.9, */*:q=0.8
Accept-Language: zh-CMN, zh;q=0.8, zh-TW;gq=0.7, zh-HE; q=0.5,en-U5; q=0.3,en; gq=0.2
Aecept-Encoding: gzip, deflate
Cookie: Visitor=MjTS5OTowlDE INzQwEZWFhNGOSZGVITM4 ZGEWNDFRENI ZRODALZg%3D%3D;
Hm lpwt_34dEf7353ab08915a4c582e4518dffhe3=1508593¢6072
Connection: close
Upgrade-Insecure-Fequests: 1
Cache-Control: max-age=0
=
v

L2ji<jis 2|l 0 matches

3. W LARIFECookie B—+2 BN
Visitor=MjY50TowNDEINzQwZWEhNGQ5ZGVjYmM4ZGEWMDFkM2Zk0DA1Zg%$3D%3D;
FR%3D%3D#F ¥ 2 5 /&==, WA LAFERIVisitor=/5 T FriR (2 L idbaseb4 N FE K ZR/F &, ST ER/RFE#FITHEY, 753
2699:0415740eaad4d9%decbc8da001d3£fd805f
HKEAN32, RIEFR2699M13241/NEmd54%hY

URLIDE Ishn/E= JSiEEm g ESCAPENI/EEE BASES4 Ereilli=s ME, RE, WEFRURLIFEE

Fe}

NFINEREE

0415740eaa4d9dechc8dall1d3fd805f

.

=y
[
b
1

4. MEHEEHHEIPFIYou' ' re 2699th Visitor ] fEcookie d Visitor/a HFRF & # AN baseb4 (A F:md5(A %)), ¥
12345678903 173261 /NE FImd5 N, 52:
e807f1fcf82d132f9bb018ca6738al9f
EZFRFRRITHEM E1234567890: #IER
1234567890: e807f1£fcf82d132f9bb018ca6738al9f
B iTbase644iiy, 53):
MTIzNDU2Nzg5MDplODA3Z)FmY2Y4MmQxMz JmOWJiMDE4Y2E2NzM4YTESZg==
B=8# N%3DJ5 ki Erepeater FCookie B I AL E . migo, BFflag:



% E Burp Suite Free Edition v1.7.03 - Temporary Project — | ped
Burp Intruder Repeater Window Help
’ [Target I Prascy I Spider I Scanner I Intruder IRepeatef T Sequencer I Decoder I Comparer I Extender I Project options T User options TAIer‘LS ]
&
11 = [2 = [(Fasy ...
7 B
Go Cancel < |v > | Target: http:fictf4.shiyanbar.com | #|| 7
s Request Response
J Raw T Params I Headers | Hex J RawT Headers | Hex | HTML I Render ]
14 GET /web/copy/index.php HTTP/1.1 A Visitor=MNTIzNDUZNzgSMDplODAS Z9Fm¥2 Y4 M=M=z JmOWI iNDE4YZE |A r
Host: ctf4.shivanbar.com o ZHzM4YTESZg%3D%3D
User—Agent: Mozilla/5.0 (iPhone; CPU iPhone O3 98 like Content-Length: 449 =
Mac OS5 ¥) AppleWebKit/E04.1.38 (KHTML, like Gecko)
Mobile/ 154402 Safari/fe0g.1 <styles n
Accept: body{
text/html, application/xhtml+xml, application/xml;gq=0.9,* background :#000000 ; T
S*rq=0.8 color :HEEEEFF; c
Accept-Language: }
zh-CH, zh;q=0.8, sh-TW; q=0.7, sh-HE; q=0.5,en-U3; q=0.3,en; q s
=0.2 </styles>
Accept-Encoding: gzip, deflate <hody> il
Cookie: <centers
Visitor=MNTIzNDUZMNzgS5MDp l1ODAS ZiFmTZ T4Mn0xMzJmOWI iNDE4TZES <table style="margin-top:1l5%;" border="1"
NzH‘lYTESng:SD%SD; cellpadding="5" cellspacing="5">
Hm_ lpvt 34def7353ab05915a4c582e4516dEfhe3=1508536072 <LI> 1
Connection: close <td colspan="2"><hIZ>Lucky Visitor</hl></td> -
Upgrade-Insecure-Fequests: 1 </tr= L
Cache-Control: max-age=0 </tr>
<tr> I
<td =<h3>The 1234567890th visitor, the prize
¢ awarded.</h3></td>
n <td><hi>You're 1234567890th Visitor</hi></td>
i </tr>
<tr>
i <td colspan="2">wow, , flag{T4dmmL9GhpaKWunPE}</td>
</te>
</table>
</center>
- </body> 7
v L
l ? < + > Type a search term 0 matches ? < + > Type a search term 0 matches
32 Done 720 bytes | 7 millis
(=TT o P R———— R TI. REE I Tem  ELisr ot mr e el B . " s Az

iR [\ H 3%

24 DB : o) B AEIX

BH #iik: &R GPG key: GhairfAvvewvukDetolicDer-OcNayd#
fRRRSERE: http://ctf4.shiyanbar.com/ste/gpg/john.tar.gz.gpg

1. BEBEEES TR0, B4 Rgpg, 4 T Ehttps://gpgdwin.org/download.html B 4 N ke 25 H 314,
R J5 R — NG R 4 Npcap I EHE B30

2. F A wiresharkiT FF)a


http://ctf4.shiyanbar.com/ste/gpg/john.tar.gz.gpg

M john-in-the-middle.pcap - X
THE) BEE WEY HEEHG RO SWA) ste) mEY BRW IE0 EEH)
Am @ RE Qe=sEF 85 QAQaE
BATTIES ~ Cul-D 3 ] ®EL- +
To. Tine Source Destination Frotocel Length Info ~
71 8.331603 192.30.252.154 192.30.252.154 HTTP 393 GET /js/countdown.js HTTP/1.1
72 ©.331656 192.30.252.154 192.30.252.154 HTTP 390 GET /js/jquery.js HTTP/1.1
73 ©.331691 192.30.252.154 192.30.252.154 HTTP 397 GET /js/bootstrap.min.js HTTP/1.1
- 740.331736 192.36.252.154 192.30.252.154 HTTP 423 GET /images/logo.png HTTP/1.1 -
75 ©.331775 192.30.252.154 192.30.252.154 HTTP 435 GET /jmages/spansor/reply,cv.pW %ﬁgi
<} 76 0.331057 102.30.252.154 102.30.252.154 HTTP 48328 HTTP/1.1 200 OK__(PNG) | 1
770.331983 102.30.252. 154 192.30.252.154 1CP 66 30561 > 80 [ACK] Seq-1352 Ack-50458 Win-465536 Len-@ TSval-7461089 TSecr-7461089
78 ©.331996 192.30.252.154 192.30.252.154 HTTP 44957 HTTP/1.1 200 OK  (PNG)
79 8.332015 192.30.252.154 192.30.252.154 TCP 66 39565 > 80 [ACK] Seq=691 Ack-50148 Win=305664 Len-0 TSval-7461089 TSecr-7461089
|| 8018.332111192.30.252.154 192.30.252.154 HTTP 431 GET /images/sponsor/cini.png HTTP/1.1 v
Frame 76: 48328 bytes on wire (386624 bits), 48328 bytes captured (386624 bits) ~
Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:60:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)
Internet Protocol Version 4, Src: 192.30.252.154, Dst: 192.30.252.154
Transmission Control Protocol, Src Port: 88, Dst Port: 39561, Seq: 11196, Ack: 1352, Len: 48262
pertext Transfer Protocol
PG Signatur EA70d6ala0a
Inage Header (IHDR)
Background colour (bKGD)
Physical pixel dimensions (pHYs)
Image last-modification time (tIME) @Eg@ lEJZE
Image data chunk (IDAT) A
Image data chunk (IDAT)
Image data chunk (IDAT)
Image data chunk (IDAT) .
0160 ~
0170
0180
0190
0120
0160
01c0
01do
010
010
0200
0210
0220
0230

v

© 7 Portable Netvork Graphics (png), 47975 F

A4 128 - E8T: 126 (100.0%) - MEETE: 0:0.9 || BEXM: Default

AREE BREHFN

B

76, Porrable Netvork Graphics fpng). 47 875 FF.
BEA £ - BFh EE =
=ik

Fialo [ aw

ST —1m

TER k] Save as- Close Help

3. R NpngE i, FistegsolvedTH, —A—ANiREtaeSElflag T :




File Analyse Help

Random colour map 1

iR [B] H %

258 HB: REE~

& H 4 http://ctf4.shiyanbar.com/web/root/index.php
fR B IR

1. milrZJa R —1~123.exe 163 il 1 g8 5 (P _L BE R —AN)3T T

® @ J. 123.exe
2| pdol?el 3A096D061 676R2ZFTE GEGTIEGZ | (data:imagespng;h
16 | 61736630 342069660 424FR277 304B4767 | |aset4, iVBORwWAKGY
32 | 6F414141 414ER3ER 634BERGT 41414152 | | oAAAANSUREUQAAAR
48 | 67414141 4BR94341 49414941 41493748 | | QAAAEYCATAAAATTH
ol | 37624141 41466248 6L4BR1RG R2346E4F | | PThAAAFRE LEQYR4nO
B8 | 33645RE7 34624F 78 41415153 74343937 | | 3dUW4b0xAAQSES3T
96 | 2B7963TT 4D693447 TR4ERAZE 32713379 | | +vcwMi4GuNZG2q 3y
117 | 44796571 38478677 ROGERS3I9 2F6635331 | [DyeqAGPwYk X9/ f 31
128 | 2F412F2F BRGETATS 35416667 4D6SRIER | [ A4/ /Pnpx8ATfgMhQU
144 | 42494047 41034249 R14R41R5 46420145 | ([BIEBASEIQEASFEQE
168 | 67514542 494R2F0A TO353226 To31476E | [gQEBIES jw82+wiGn
176 | Th4F3347 45516660 69393576 453A35364 | (u03GHOfPi98vHAIT
197 | TR3IG6E2F 6A354136 AR356ARS BE4FG235 | (ude/j8AREEjSK00E
208 | 4F4B4241 4R65E1RE 424940842 41R34249 | |OKBAERQUBIEBASEI
224 | B14R41R3 40420145 67514542 494RR467 | (QEASFEQEQQEEBIETg
243 | BABAGTTY BE376169 63456645 V4263174 | (PZgwiTaicHfEL+1t
256 | I262TA47E 382BA63E 4BAECG3IG 4FTIR3I4Z | [ 2ZbzxB+f8KnTA0s5E
272 | 41514567 E34h4241 4R6EE1RE 42494842 | | AQEQSEBAERQUEBIEE
288 | 41534249 B14R41R3 46423445 49676636 | [ ASBEINEASFE4HIgeR
304 | 44R02F7A 61403669 BOR6342F 414F3779 | | DP/paMeiYf4/a07y
3208 | 61652BR4A 62626369 ZF34R26C 6DE24943 | [ah+ZbbSY /4R ImRIC
336 | 416B4341 674A416E 4B43674A 41674943 | | ARCAQJAKKCgJagIC
352 | 51494341 AE43E16F 44415035 4464623535 | |QICARCOoJAPSDAES
368 | 6D4RE439 40644748 6E2F72458 RORE4BT7E | (mEdOLAGHT ArHYPK x
384 | 494R6541 B1424985 46415342 41514567 | | [EhAQBIUFASEAQEQ
483 | 53454241 45635185 42494558 6A4R6TET | | SEBAERQUEIEPJEgQW
416 | 7E7REE6E VERTVEE4E aCT277eF 6F454153 | [ xuBhrWnk lrwooEAS

Signed Int little [select some data) =+

1784 out of 1898 bytes

2. Z~R A base64IE ), Ebase64 & f il



http://ctf4.shiyanbar.com/web/root/index.php
http://www.vgot.net/test/image2base64.php?

BUF 1Y Base6d (URETRIMHAERE F, A8 ATFARTEE R

3. B~ITHFHMER—T:

you're beautiful~

2.6 /M. shellcode

fR B -
1. I R A E RAEE LT E R BREANNE % —F B B shellcode:

\x6a\x0b\x58\x99\x52\x66\x68\x2d\x63\x89\xe7\x68\x2f\x73\x68\x00\x68\x2f\x62\x69\x6e\x89\xe3\x52\xe8\x34\x0

1. ~E#+ A HHREREEES:
[ NN | Untitled

@ | 6APEREI9 BZE6A820 B3A9ETEE 2ZFT368AA | |§ X.Rfh-c..h/szh
16 | 682F6269 BEBIE36Z EA34P9EEA ARGEE3AE | [h/bin. .R.4 ech
32 | 6FZBBAGD 78685A33 74545345 B6736247 | [0 ZmxhZ3LTSEVshG
48 | 4E755447 BE6AE366 4E6GB6332 39665132 | [MwZGWT SVYHNFcZ29r02
64 | 397662458 SB4ETCEZ E1736536 34282064 | | IvbHAK |basesd —d
B@ | BAE5Y5389 ELCDAA MScooo

Signed Int little [select some data)

87 out of B7 bytes

W, REH A
ZmxhZ3tTSEVSbGNVZGVESVNEC29£0Q29vbHOK

HAEB~
2. 4~


http://ctf4.shiyanbar.com/re/shellcode/shellcode.txt
http://www1.tc711.com/tool/BASE64.htm

BABLBASES4S NS, B

BaseB47E i EIDMEIDGB2312 BaseGATELMHEDREFIUTF-8 PHPINE /(R

WRARBTRIGEERNTE:

i3 BB ) R RbheHES TR
BaseB4iRISEE AR ¢

3. so~cool !
IR [A] H 3%

¥, F https://www.cnblogs.com/blackay03/p/8590877.html
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