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objcopy --only-keep-debug foo foo.debug

{BREAFEXA el ST Hdebug X AT AR ? XBES % hitps://sourceware.org/gdb/current/onlinedocs/gdb/Separate-
Debug-Files.html

WRIEIX B, elf ST i debug 30 7E.gnu_debuglink Bt LT « 23 B9 5E T SCHE 48 A1 S04 fcre.
BAITHT Lhdump i .gnu_debuglink Bt R & E

objcopy —dump-section .gnu_debuglink=mama2 hello

[ ] [ ] [Volumes/hdd-mac/Download/mamaZ2. - 010 Editor

E v B ad “hHE
hello2(1).debug

k4 Edit As: Hex Run Script Run Template
o1 2 3 4 3 6 7 8 9 A B C D E F
0000h: 68 65 6C 6C 6F 2E 64 65 62 75 67 00 94 31 F1 9E

0010h: hello2.debug
hello(1).debug
hello.debug
hello.debug
hello2.debug

A A Bldebug X4 S 14 R hello.debug, Hcrc32294 31 F19E, 1T R/MNiFFH, FrblercfER0x9EF13194.
SR 4B B Hedebug SO, BREMIER.gnu_debuglink BEAR 5 B TR N -

objcopy --remove-section=.gnu_debuglink hello
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objcopy --add-gnu-debuglink=foo.debug hello

BT RBATRE Xt —TERE -

functools
Sys
tempfile
shutil

os

subprocess

content sys.stdin. .read(0x1024)

print( (content))

with tempfile.TemporaryDirectory() as tempdir:
bin_path = os.path.join(tempdir, )
shutil.copyfile( , bin_path)
with (os.path.join(tempdir, )s

f.write(content)

os.chdir(tempdir)
os.chmod(bin_path, ©0755)
subprocess.run([ 5

2 ])
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int main(){

return 0;

}
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For help, type "help”.

Type "apropos word" to search for commands related to "word".
Reading symbols from e

(gdb) b main

Breakpoint 1 at -
(gdb) c

The program is not being run.

(gdb) r

Starting program: /home/ubuntu/Desktop/hello/mama

file , Line 1.

Breakpoint 1, main () at
1 int main(){
(gdb)
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AUE 2], gdbfEn L-gZ H i i el 1 % 2 B S0 3T EPWT R BT 7E B0IRAD . X R NAT AW, BRIougdb i b-giImS kg %, g%
HRBelf S fF =% — %8B, AT AdwarfB:

VI

BANVEF readelf -s elf AJLIEHXEEL,

PROGBITS 0000000000003fcO® 0O0BB2fcCO
0000000000000008 WA 0 0 8

PROGBITS 0000000000004000 00003000
0000000000000000 WA 0 0 8

[22] .got
0000000000000040
.data

0000000000000010

[23]

[24] .bss

0000000000000008
.comment
000000000000002a
.debug_aranges
0000000000000030
.debug_1info
0000000000000053
.debug_abbrev
0000000000000039
.debug_line
0000000000000040
.debug_str
00000000000000b4
.symtab
0000000000000648

[25]
[26]
[27]
[28]
[29]
[30]

[31]

NOBITS

SYMTAB

0000000000000000
PROGBITS
0000000000000001
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000001

0000000000000018

.strtab

STRTAB

0000000000004010
WA 0
0000000000000000
MS 0
0000000000000000
0
0000000000000000
0
0000000000000000
0
0000000000000000
0
0000000000000000
MS 0
0000000000000000
32 4
0000000000000000

0

0

0

0

0

0

0

9

00003010
1
00003010
1
00003034
1
0000306a
1
0000306bd
1
000030f6
1
00003136
1
000031f0
8
00003838

[32]
00000000000001T0
.shstrtab
000000000000014cC
Key to Flags:
W (write), A (alloc), X (execute), M (merge), S (strings), I (info),
L (link order), 0 (extra 0S processing required), G (group), T (TLS),

0000000000000000 0 0 1
STRTAB 0000000000000000 00003328
0000000000000000 0 0 1

[33]
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S rm test.c
S gdb mama

Copyright (C) 2020 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying” and "show warranty" for details.

This GDB was configured as "x86_64-1linux-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<http://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help”.

Type "apropos word"” to search for commands related to "word"...
Reading symbols from

(gdb) b main

Breakpoint 1 at : file , Line 1.

(gdb) r

Starting program: /home/ubuntu/Desktop/hello/mama

Breakpoint 1, main () at -l
1 test.c: No such file or directory.

(gdb)
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gdb & R IRA RSO, Xt Ut B gdb7E S BURE 3 YR AL ST T B AR 4 dwarfSC 4 19 45 B SRS BOC R (. X AR A
gdbHER R T TIRE.

BEARJE SO 2 PR 015 B R AFEdwarf X LY, IR A BATERXA XHZ BCA “Mag” 2EARNE? SR T & H Kiflagse
2

W2, wflEself 4 B dwarfE BB ? X BB TANDETG, MEFHHRER, A" Mag"XHE—NMHRERPCHLRERL
MR, IBARATWICFE R JE S 2 A RA F R TR " nep.c”, 28G9 ¥ T) G IR B H debug X, 4R J5 1 1633
Hl B 2K nep .’ B # A Mlag" = B AR ?
BHE—=6, BURILEE T flag:
warning: section .plt.got not found in /home/ubuntu/Desktop/hello/hello.debug
warning: section .fini not found in /home/ubuntu/Desktop/hello/hello.debug
warning: section .rodata not found in /home/ubuntu/Desktop/hello/hello.debug
warning: section .eh_frame hdr not found in /home/ubuntu/Desktop/hello/hello.debug
warning: section .init _array not found in /home/ubuntu/Desktop/hello/hello.debug
warning: section .fini_array not found in /home/ubuntu/Desktop/hello/hello.debug

warning: section .dynamic not found in /home/ubuntu/Desktop/hello/hello.debug
warning: section .got not found in /home/ubuntu/Desktop/hello/hello.debug

Breakpoint 1, main () at =5l
1 XCTF{dadadadadadadadadadadadadadada}
'a' has unknown type; cast it to its declared type
- S 1s
hello.debug.bak nep.c
hello.c

S cat nep https:/blog.csdn.netfjh1997
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BB
XA debug SR/ RER Tako BT BIE—AMRANIASHAR T K S T8 5 9 3 R B debug LA AR5, 6k, BT LAFRAT
ZnFelf S AT 5

S, BFEFIXANdebug XX AN, BT FERBEdebug XX HE R, WMEtRdwarfiRIE, BEEGFR 5 RMRH Bstrtab
shstrtab (FEAZERFmainiX NMREBFIF SR DK textFE .

0000000000000010
.text
0000000000000175
.finl
000000000000000d
.rodata
0000000000000004
.eh_frame_hdr
000000000000003cC
.eh_frame
00000OPOPOLOEOTO
.init_array
0000000000000008
.finil_array
0000000000000008
.dynamic
00000000000001cO
.got
0000000000000040
.data
0000000000000010
.bss
0000000000000008
.comment
ARARAAAAAAAAAA? A
.debug_aranges
0000000000000030
.debug_1info
0000000000000053

Anhiia ~akhhenas

00€ 0000000000010
PRCGBITS

00€ 0000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000004
PROGBITS
0000000000000000
PROGBITS
0000000000000000
INIT_ARRAY
0000000000000008
FINI_ARRAY
0000000000000008
DYNAMIC
0000000000000010
PROGBITS
0000000000000008
PROGBITS
0000000000000000
NOBITS
0000000000000000
PROGBITS
AOANOOO000000001
PROCBITS

000( 000000000000
PROCBITS

000 000000000000

NNNFDTTC

AX 0
0000000000001040
AX 0
00000000000011b8
AX 0
0000000000002000
AM 0
0000000000002004
A 0
0000000000002040
A 0
0000000000003df0
WA 0
0000000000003df8
WA 0
0000000000003e00
WA 7
0000000000003 fCO
WA 0
0000000000004000
WA 0
0000000000004010
WA 0
0000000000000000
MS 0
0000000000000000
0
0000000000000000
0

AT A A AT A A AT AT AT AT AT ATAYATAYAY

16
00001040
16
000011b8
4
00002000
4
00002004
4
00002040
8
00002df0
8
00002df8
8
0000200
8
00002fco
8
00003000
8
00003010
1
00003010
1
00003033
1
00003063
|
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objcopy --keep-symbol main --keep-symbol hello.c --strip-all hello.debug hello2.debug
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objcopy --keep-symbol main --keep-section .debug* --keep-section .strtab --keep-section .shstrtab --keep-sectig
n .text

--only-section .symtab

nep.debug haha.debug
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