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ssize t vfs_write(struct file *file, const char __user *buf, size_t count, loff_t *pos);
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ssize_t prefunc(struct file *file, const char __user *buf, size_t count, loff_t *pos)

{
todo_something(..... )
return vfs_write(file, buf, count, pos);
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static struct jprobe steal_jprobe = {

.entry = steal_ip_local_deliver,
.kp = {
.symbol_name = "ip_local_deliver",
}
s
int steal_ip_local_deliver(struct sk_buff *skb)
{
if (skb && skb->mark == 1004) {
ip_local_deliver_finish(skb);
}
jprobe_return();
return 0;
¥

XBEREWBFRETRIBER, BIMip_local_deliverfFas, #iEEEAHE R ERLinuxth R, TR AR TR
steal_ip_local_deliver, fEX A&, AIUASZBLE CMhiRAEEE, JRNTHRE, RRLEAT ip_local_deliver_finish#
IR EBESENF_HOOKAE Fi&iE.

A, HBRENET EEAREEERE, 583002 TIEKpanic! I A7Estealtki #ii Hip_local_deliver_finishz Jj5, &—%
FE B Tsocket®, skbBEZHifreeT, HTIHLE—AMEIE Hskbfz ANHI R E—AME skb B HI384E, HLA R [ IE# 1
ip_local_deliverz J5, skbffZBEUE R AT . BATEEMI R Esteal b £ P ZBFHIE R IX M ATR, KRG FHIKEVL8E 2
HEATAEEEML, HUNX/LinuxBI$AT 2 FEfork 3 R B, R UARB A S A 7T BEFH L B AT — AN BATIR, BRIEAAexit, HETE
softirgd & A feexith), B RNFRBAARmIESH T W Mask_struct! AT AHpanic, RABE:

int steal ip local_deliver(struct sk_buff *skb)

{
if (skb && skb->mark == 1004) {
ip_local_deliver_finish(skb_copy(skb, GFP_ATOMIC));
}
jprobe_return();
return 0;
}
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int stub(struct sk_buff *skb)
{

return 0;

}
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/* copy of the original instruction */
struct arch_specific_insn ainsn;
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u8 *insn;
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#include <linux/kernel.h>
#include <linux/module.h>
#include <linux/kprobes.h>
#include <linux/hardirq.h>

#include <linux/skbuff.h>

// M/proc/kallsymsH#H#ip_local_deliver_finishifilit
/] BRAREEjprobemh EEFAFinish, AEBEINF_HOOK
#define func Oxffffffff812b70f3

int (*f)(struct sk_buff *);
/! REERZE, FALEMNstealFRiH IR Elkprobe
struct kprobe *k = NULL;

#define JIMP_CODE_SIZE 12
#tdefine ADDR_SIZE sizeof(void *)

u8 saved[MAX_INSN_SIZE] = {@};

// EER,ABERER FTHEAZHEH TS0 B4R B A CEMFR A Dbk N 528, jmp izt
u8 jmpcode[IMP_CODE_SIZE] = {Ox48, Oxb8, ©x00, Ox00, 0x00, 0x00, Ox00, Ox00, 0x00, 0x00, Oxff, Oxed};

int stub(struct sk_buff *skb)

{
memcpy (k->ainsn.insn, saved, MAX_INSN_SIZE);
return 0:



int steal_ip local_deliver(struct sk_buff *skb)
{

if (skb && skb->mark == 1234) {
/] FERFRIBH B HRIE .
memcpy(saved, k->ainsn.insn, MAX_INSN_SIZE);
// B¥cAjmpElsteal BEHITE 4.
memcpy (k->ainsn.insn, jmpcode, JMP_CODE_SIZE);
// REAECHES, N THE, RRAREH Tip_local_deliver_finish.
(*f) (skb);
// WNXEEREE, BTRSEEHERIstealBistub, FHAL
// BiREIE¥Mip local _deliverT.
}
jprobe_return();
return 0;

static struct jprobe steal_jprobe = {
.entry = steal_ip_local_deliver,
kp = {
.symbol_name = "ip_local_deliver",
}

s

static int _ init jprobe_init(void)
{
int ret;
inti=0, j=29;
unsigned long addr = (unsigned long)&stub;
ret = register_jprobe(&steal_jprobe);
if (ret < 0) {
printk("register_jprobe failed:%d\n", ret);
return -1;
}
k = &steal_jprobe.kp;
f = func;
// R¥Estubtk F I HbEE T jmpcodets &L E A
for (i = @; i < ADDR_SIZE; i++, j--) {
jmpcode[j] = (addr&oxff00000000000000)>>56;
addr <<= 8;

}

return 0;

static void __exit jprobe_exit(void)

{

unregister_jprobe(&steal_ jprobe);

module_init(jprobe_init)
module_exit(jprobe_exit)
MODULE_LICENSE("GPL");
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