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Pixel Gg(1]1]o]1]1]ojo [2
B[1]o[2]ofe]1]0]0

Total: 24 Bits

Value: 255 !1 1[1]1]2]2 11

Mast Significant Least Significant
Bit(MS8) Bit(LSB)
255 1 111111 11112 ]1[1 [} 255
27 1111111 1(afafaa]a[2 [ 254
Change in bytes is 99.99999% Change in bytes is 0.000002%
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° #import all the required libraries

import cv2

import numpy as np

import types

from google.colab.patches import ev2_imshow #Google colab crashes if you try to display
#image vzing cv2.imshow() thus use this iqmrli
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[ ] def messageToBinary(message):

if type(message) == str:
return ''.join([ format(ord(i), "©8b") for i in message ])

elif type(message) == bytes or type(message) == np.ndarray:
return [ format(i, "@8b") for i in message ]

elif type(message) == int or type(message) == np.uint8:
return format(message, "©8b")

else:
raise TypeError(“"Input type not supported”)
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[ 1 # Function to hide the secret meszage inte the image
def hideData{image, secret_message):

# calculate the maximum bytes to encode
n_bytes = image.shape[@] * image.shape[1] * 3 // B
print("Maximum bytes to encode:™, n_bytes)

#Chack if the number of bytes to encode is less than the maximum bytes in the image
if len(secret_message) > n_bytes:
raise ValueError("Errer encountered insufficient bytes, need bigger image or less data !|")

SRCrAt_Mmessage += "sEEEs" # you can use any string as the delimeter

data_index = @
# convert input data to binary format using messageToBinary() fucntion
binary_secret_msg = massageToBinary(sacret_message)

data_len = len{binary_secret_msg) #Find the length of data that needs to be hidden
for values in image:

for values in image:
for pixel in values:

# convert RGB values to binary format

r, 8, b = messageToBinary(pixel)

# modify the least significant bit only if there is still data to store

if deta_index ¢ data_len:
# hide the data into least significant bit of red pixel
pixel[@] = int(r[:-1] + binary_secret_msg[data_index], 2)
data_index += 1

if data_index ¢ data_len:
# hide the data into least significant bit of green pixel
pixel[1l] = int(g[:-1] + binary_secret_msg[data_index], 2)
data_index += 1

if data_index < data_len:
# hide the data into least significant bit of blue pixel
pixel[2] = int(b[:-1] + binary_secret_msg[data_index], 2)
data_index += 1

# if data is encoded, just break out of the loop

if data_index >= data_len:
break

return image
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def showData(image):

binary_data = ""
for values in image:
for pixel in values:
r, £; b = messageTeBinary{pixel) #convert the red,green and blue values inte binary format
binary_data += r[-1] #extracting data from the least significant bit of red pixel
binary_data += g[-1] #extracting data frem the least significant bit of red pixel
binary_data += b[-1] #extracting data from the least significant bit of red pixel
# split by B-bits
all_bytes = [ binary_data[i: i+48] for i in range(®, len{binary_data), 2} ]
# convert from bits to characters
decoded_data = ""
for byte in all_bytes:
decoded_data 4= chr{int{byte, 2}}
if decoded_data[-5:] == "#wwwa": #check if we have reached the delimeter which iz =mmkie"
break
#print{decoded_data)
return decoded _datal:-5] #remove the delimeter to show the original hidden message
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[ 1 & Encode data into image

def encode_taxt(}:
Smage_rmwe = inputi"Enter irage nameiwith sxtenaion}: *)
inage = cyl, imreadiimage nave) # Read the imput imege weing DpenCV-PyEhon.
#It is a library of Python bindings designed to solve computer wision problewms.

sdutails of the image

Brint(“The ahape of the mage Se: °,inege.ahape) $check the shape of issge to calculate the qusber of bybes in it
print("The criginal image is as shown below: "}
resized_image = cvi.resize(image, (588, 588)) dresize the image as per your reguirement

evd_imshow(resized_image) #display the irags

data = input(“Enter data to be encoded : )
85 [lem{data) == @):
raiae ValusErrec] ‘Oata is empty')

filename = input{“Enter the name of new encoded image(with extension): ")
wnceded_irage = hideData(image, data) # call the hideData furction to hide the secret message inte the selected imags
#vd. imarite(filenans, ercoded_inage)
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° # Decode the data in the image

def decode_text(}:
# read the image that contains the hidden image
image_name = input(“Enter the name of the stegancgraphed image that you wart to decede (with extension) : )
inage = cvl.inresdiinage nane) Aresd the imsge using cvl.inresci) |

print{"Tha Stagancgraphed image is as shown Below: ")
resized_fmage = cvi, resize{image, (588, 588)) #resize the sriginal image as per your reguirement
evi_imshow(rasized_image) #display the Steganmographed image

text = showData(image)
raturn text

# Image Steganography
def Steganagraphy():

@ = input(“Image Steganegraphy ‘n 1. Encede the data ‘\n 2. Decede the data n Yeour input is: 7)
userinput = int(a}
if (userinput == 1):

print("\nEncoding....")

encode_taxt()

elif (userinput == 2):
print{"\nDecoding....")
print({"Decoded message is " + decode_text())
alse:
raise Exception{“Enter correct input")

Steganography() #encode image



Image Stegamography
1. Encode the data
2. Decode the data
vowr imput is: 1

Encoding. ...

Enter image name(with extension): test_1.png
The shape of the Image is (1254, 13%4, 1)
The original Image is as shewn bBelow:

Enter data 1O be encoded @ hakumamatata
Enter the name of new encoded lmage(with extension): test_|_sncoded.png
Maimum bytes to encode: 589693
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[1].https://towardsdatascience.com/steganography-hiding-an-image-inside-another-77ca66b2acb1
[2].https://www.edureka.co/blog/steganography-tutorial

[3].https://www.forbes.conmvsites/bernardmarr/2018/05/21/how-much-data-do-we-create-every-day-the-mind-
blowing-stats-everyone-should-read/#191d0b0160ba

[4].https://www.ukessays.com/essays/computer-science/steganography-uses-methods-tools-3250.php
[5].https://www.thepythoncode.conVarticle/hide-secret-data-in-images-using-steganography-python
[6].https://www.youtube.com/watch?v=xepNoHgN;0w&t=1922s
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https://github.com/rroy1212/Image_Steganography/blob/master/ImageSteganography.ipynb
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