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o VFS: MAFPREBEFHRANARLR, x EERESE—KED
o B R L (extdxfsF): T EEREE, [ X
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e pagecache: Y R&EEEL, ATINEELE L, Page cacheli WfEH ¥ Epaged ik, H A AN MR Eiblock.
e block layer: AhHRFTA SHHRBE&EHIER, Hstruct bio, EERio schedulerflblock mqwi KR
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DI IER T RBIREE, MR IHEETEERNIBEEER, SHRAE.
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cpulist=""
for ((i=1;i<10;i++))
do

list="cat /sys/block/your device/mq/*/cpu_list | awk '{if(i<=NF) print $i;}' i="¢$i" | tr -d ',' | tr '\n' '

if [ -z $1list ];then
break
fi
cpulist=${cpulist}${list}
done
spincpu="echo $cpulist | cut -d ',' -f 2-${nu}"
echo $spincpu
fio --ioengine=libaio --runtime=30s --numjobs=${numjobs} --iodepth=${iodepth} --bs=${bs} --rw=${rw} --filename=
${filename} --time_based=1 --direct=1 --name=test --group_reporting --cpus_allowed=$spincpu --cpus_allowed polic

y=split

cat /sys/block/{dev}/mq/*/cpu_list
8, 16, 20, 28, 36

9, 17, 21, 29, 37

lo0, 18, 22, 30, 38

11, 19, 23, 31, 39

12, 24, 32

13, 25, 33

14, 26, 34

15, 27, 35

# echo $spincpu
1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16

—. iEENL
fR] B4 F cpufll N 72 1 BE DML«

2.1 cpuE 4L

BIERARBIHEERSITEREF RS LK, FWENAZHANEN 2 5HTHEIEEM. x86 ZRMHR AR 5 4 Bk
RGMMAREFRY FEME, ARIng3ZIRIngOL A FAK KT #, (HAZHIMAERERZH R A E T Ring0OMRIng3.

o BIERA (W) J[EHBEVNEHMAR, HEENRBEEESTERRETSES Ring0 L, X BR LAMEHARNTES,
B E . BRER. RREEE.

o MHBEFHAETERKEZTSN ERIing3 L, FReMZiElE. mREM, WmEY Wi, 5304, BREBTHIT
RGHA (BB , PITRAREAHK R, CPUKIEITHMN < KEMNRING3FIRINGOMI VI, FFBkE: 2 & 418 FH XS M 1) N
RADLL B AT, XEENZR AR T W&V, R EBMRINg0RFIRING3. XA SR MFRAIEH - &M A ZSK )
e,
linux on x86 K& F T iX Wi/ ring, ring0Blkernel mode, ring3Eluser mode.

| eact Privileaed



Most Privileged

Device Drivers

Device Drivers

Applications

H 978 E#1E RS R LAEE Ring0 81, ZF#IERAMARMIE Ring0d T, HEEAMERX —, UETHITHAES, B
ERRPITH 2L, EREEITHRESHER. FUXNEEMNERERSF (VMM) FEB&XMFEERE. B
B4 VMM 23 Guest OS XHREAFIIVI I, HRIEHFEARH =M LA

LR

BYLSEMEEREE, B — 138448 d B L 34 (1B 3t 2 Hypervisorsl VMM)BHT AL B, guest osiA N B Bis 1T EE 1
E. VMMZ AGuestOSHHZEIMH BT R ERAFECPU. Bk, WE. MK, BEREMBEHRE.

Guest 0siZ21TfERINg1, vmmizf77ERIng0, Frllguest osTEPATHRIAIE 40T, <filkFHE (CPURIHLE], AR IITE 4t
RKAE) » VMM BEREXARE, E7% BHME#E, Eil, &/5ERERguestoshH.

XF T R R AR BT ST R T SR MR E RN SR, FUOEERE.

BEUEflguest os, BHIEAREEILINIES, BISBEEEA (hypercal) E#EHAEE K EIMLEhypervisorski@

W, hypervisor [F Bt 32 it T 88 4% A I 4 0 R R oA SCBE IARBRAE,  LLan g A B, R BTRIE (B fR%F . B EUE Iiguest os
HIZEEZITRINg0.

XMEFREETRAMBEDSE, HaBEHRIL, SR FEN N guest ositITIBE, guestoskliE B 22BN, M HZ
windowsiX P TG vE B VRS R B A S RF

T {448 B 1) K2 FUMAL

FEE T Intel IVTAAMDEJAMD-V, FERE/FZ I8 T EIMEEISCHRE . Bhintel VTSI, Jycputfin T Virtual machine
Extensions(BIVMX), FF/& T VMXJ& ficpuf root modeflnon-root mode i fiiH X, 4 #iE A7 ##Ring 0 ~ Ring 3 3t 4 4
BT . Guest OSia177EFEroot K AIRINg 0, vmmig {7 fErootiE IRINg0. FEFEINAT LAE AR #, Mroot 2k
roott& X FR AVM Entry(fg 2 i Aguest), K 2Z MIEroottE 3 Elrooti =M FR VM Exit(FH 24 T8 Hvm).
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VMX rootlE RAE A VTR cpull) EFEREFHAX A, REFEHFFERMOSHERE T, mVMX JErootB =N #A H & X
B, AbERAS AT A PR R B B M SE B Sk, BB A B E HEAE S5 VM Exit. BEIER T, Guest OS
B OIE AT L EE F AR ENRAEHHIT, MAFTELEVMM. HGuest OSHAT R RIE LS IR R, RASTIHE
VMM, iEVMMRALE R TR e 4 .

WA BIML T R, EMEE BRI, BEATFEBSE I guestos, RIMEFMN TR,

SR RML T R G0
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GVA -> GPA -> HVA -> HPA

GVA Guest virtual address

GPA - Guest physical address
HVA - Host virtual address
HPA - Host physical address

Guest OSTREMEH—MMOFFIEH) ELLM Y EHbE 25, (22 E LY E Hihk 2= [A) 2 #Host OSHTE # 1, [ IkGuest OSEA
RRESEYENSE LS. BTH, W—ATHER NGuest OSIREE— M ERKWE N FE I, EIGPA. Guest HI il LLE
2| i) P9 7722 Guest OS 1ML H FIGVA.

2R, GVA - GPA KI5 B Guest OSfi Ft 4k, T HVA - HPA HiHost OSfi St 4k3, MIEEIMLAIEZ O GPA - HVAF B

5, GPA-HVARIBLS EEAFRF T R:

1. M FRFESPT
i sLB, kvmAGuestF BN TTEBHIMEP —ANEFRE, GuestH [RAK TR ELFRB R T EIITAE. EGuestH [
BRAFEEH T, GuestfTHRENHIFRACRIFFER T, kvmeH Guest TR EFRE AR L, 2 Guest OS X Wk
ITAE U Bt £ fih &% Page Fault, VM-EXIT 2] kvm, kvmiR$EGVA X 55 T E W4T U7 M ARI 2, 45 & 48 R0 E4T HI 07 .

IR R Guest OS 5l#2H, MK ZREIEANEIZE, GuestOS KiEMH BH RIS ALEE K E, HiE—A Page, ¥ Page H
GPA A B EH TR T+

R R Guest OS KITURM SPT A—E5&E/H, NWFENM SPT, BRI Guest TWHEA mmap BETIRE] GPA 2] HVA KIS %
%, SAJE1E SPT H 340/ #H GVA-HPAR T

BHRBETFSPTH RN AR TR, kvmE 3K T Guestt KRB BERIEFF EH BISPT, 1 EIEZEAYEMMUKIZSPT;
GuestH GVAFIGPAZ [al i 85 ¥ S B B3R T GVAEHPAR ##:, TLBHEF 1 2GVAFHPA R BT .

SPTH KRB ST

o fRA: Guest 1y A BN IE B T4 .
o Bhii: HESPTHISI NGRS T Edouwble T, T H R ZHAGSPTHE S B H/A/DHE, HRA/NKHNET
8, mEEFMERvm exitizmtEgE .
2. intel EPT

TR AFEREIML, intel CPUSLIL T EPT(Extended Page Table, ¥ BH %), ¥GVARIHPAK##HH
R TERR, HAEFEHRREN:

1. 7£ Guest 0S &1TH, 4T IAErootiERKICPUMNE guest#FEHKIgCR3
. guest 1jHgCR3, HIfE4 K LIGVARIGPARIH #t

3. HiBEIEHEPTEMGPAZIHPAR &



EPTHZET, NEAguestR 4 —AEPT, RAcpuktFiEroottii X F A4S 5N FHbEKIH#:, guest osHIpage fault?E Py & &b
B, ALexitZElvmm, {HEWMEb miss, HEREHEMSIAKEITE.

BERE, EXWHEPTHAR, KiEMAD T WEREHH RNV exit, FREKIERD> T WEEMLKEE, BRUEGLZHAERE
WHTFH, ERARERAWE, RIENFEILKERT R,

» Guest's sight
Guest Process

--—» Hardware’'s sight
— EPT flow

Guest Kernel —— Existed entry

mmmm T0-be filled entry

1) Look up EPT TLB
PT Violation VM Exit
M Entry to Guest

2.3 gemu-kvm

EoEURR), AR B LB S R B Bguest osfRIFE TR G A M, XEBEEILIIERE, 2 26050 S8 i K 2
#, MEINWIFIET, gemu-kvmll Z24FRERHTR.

2.3.1 gemu

https://mwww.qemu.org/

What is QEMU?

QEMU is a generic and open source machine emulator and virtualizer.

gemu(Quick Emulator)& — MR B A, £ EN ERvmm, B3 SR ERRIEMCPU, HRHt— RF M4
B, ffiguestosi\hH CREMF EHEFTACE, HRFIQEMUB I RKBEMFITAE, QEMUR KX Lis & 8k R IEREMF31T
BRIk,

gemuH SR~ EEKEMMLT R, AREHMEMAMN, Hligemufirs REE KRR, FILFEMET R, cpu. WHFHIE
U A B A T NSEB,  WI4E . TR ROINERTE T S0 h 24323,

2.3.2 kvm



https:/mww linux-kvm.org/page/Main_Page

Kernel Virtual Machine

KVM (for Kernel-based Virtual Machine) is a full virtualization solution for Linux on x86 hardware containing virtualization extensions (Intel VT or AMD-V). It consists of a
loadable kernel module, kvm.ko, that provides the core virtualization infrastructure and a processor specific module, kvm-intel.ko or kvm-amd.ko.

Using KVM, one can run multiple virtual machines running unmodified Linux or Windows images. Each virtual machine has private virtualized hardware: a network card,
disk, graphics adapter, etc.

KVM is open source software. The kernel component of KVM is included in mainline Linux, as of 2.6.20. The userspace component of KVM is included in mainline QEMU,
as of 1.3.

Blogs from people active in KVM-related virtualization development are syndicated at http://planet.virt-tools.org/ P 4291
CSDN @jiang4357291

kvm(Kernel Virtual Machine)Linux on x86 b — & LA R TR, FEHFANAZEIRAR, kvm kofftiz.0 ML)
ft, kvm-intel. koEkkvm-amd. ko2 fitAE4E L EE J1. kvmBEBSiELinuxENL BN —Hypervisor, kvm R S2Elcpufi P 77 [ i #
t, (EREEcpulEfEA S TIFEILY B, ®Elntel VTAIAMD-V. &5 b, KVMRE BB R &R, ZIs01{EHF
i /idevikm (FEKVMA S EI7) fEEHEED, EEMFTVCPUREIRE, EBMNFNSE, vCPUFFRIES AR VCPUR
BT, (A RkvmPcpull LA i 72 i 4k & 7Egemu-kvmF A F . )

B—AkvmZB AL R —MinuxiE 2, BHARdE Linux JHERF T RE, 88— MCPURIZHE TH—NF&E, XFEH[kvmA] B
f# Alinux A = 1 E A Zh &g .

ki i B 1 4 Bh K L FT DLERIE WD BEML I MR, (BEAGHAR—ANTEIEMMN TR, ReEEM bcpufl NE.

2.3.3 gemu-kvm
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o MaemufifiEERE : qemuR EBHIEMMLT R, HHTHURSHEZEgemuiti®, SRR

o MkvmIf BERE : kvmi & BIBE(F 4G B 77 SR SEBLREAOML, PREEIR KRR, (EHRSLHT cpufM AR EIL, HILEZTHE
WIZZER, RAPLEERNMLTRE, FERBHASPSHEELA
" DU BlgemufIkvmRARFFEE EANK R, BULRBATA L T — X mE EAABRAMER 7% gemu-kvm, H I ZLEH N
TH:

o —ANMERMLT R —ANgemuit i

o vcpuZkfEH T 21T guestiiis

o B0 IE M T BB B %

o WAMNER HAt N4t ¥ event loop, offloaded tasks 252k 78

KVM guest

Applications }

€7 \!7 Hardware Only one thread can
s emulation | 77 97 code
guest’s
kemel BN (QEMU) (gemu_mutex)

Drivers .
\-\I? Vv A/47 Generates /0

requests to the host
on guest’s behalf

S 75 i and handles events

KVM (kvm.ko)

vcpuO  [.««] vcpuN iothread

File system and .
block devices Linux

Physical drivers kernel |

3

Hardware
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fEgemu-kvmBEH T, ERHLKEEMGIER, BB KBIL. BAHLZAT R 8/ 2 B AL B4R figemuse B, T
FEENZITRET, QEMU £l KVM BRI R A RN AR, B KVM 30 ENNLE T A8 R kiR
7. HEHLHEAT VO BfER, KVM &M ERARG A OALERE QEMU, B QEMU K4 53 @i AR ILIX 20 i 4 o
i — B A A R U B gemu-kvm 3 31 A1 TAE AR :



// F—F, FRWE KVM AJHE
kvmfd = open("/dev/kvm", O RDWR);
// FE, GIRERWL, KB BN
vmfd = ioctl(kvmfd, KVM_CREATE_VM, ©);
/] B=, NEUYES R, EFHME PCI, 55 4EMYIEL.
ioctl(kvmfd, KVM_SET USER_MEMORY_REGION, &mem);
// FNE, BEHDHREBRN BN, HSTYWEIE boot 72, EHREBWHBINTE.
// BHL, QIE vCPU, A vCPU SEEAFEZE .
ioctl(kvmfd, KVM_CREATE_VCPU, vcpuid);
vcpu->kvm_run_mmap_size = ioctl(kvm->dev_fd, KVM GET_VCPU_MMAP_SIZE, 9);
// FEFL, Bl vCPU NMEMLRIRIFIBIT I
ioctl(kvm->vcpus->vcpu_fd, KVM_RUN, 9);
/] FNE, SIEHNER, FRMIRERR L RE, SRR
for (55) {
ioctl(KVM_RUN)
switch (exit_reason) {
case KVM_EXIT _IO: /* ... */
case KVM_EXIT _HLT: /* ... */
¥

}
// BRI — R R R B,

// ERHIEBE T/0 BAE, VRBEAEE, SRITHISMSEHNIT,
// EHBSTACIERAY CPU AT EFIGEREE Qemu.

cpuE L
BHLE KVM IR, #E TFVMXHIIERBER FHAT #5134 . fEdErootli T, FiA BURI — it e & # CPUH 12
3|, CPULEMRAFNAZEEHAMVIHEIMENR, B KVM e anf b 38 (5 B £ HkvmAb B 8032 i A S gemuith 38

W RS

fEgemu-kvmBEH T, GPAR Hgemuit T HIE, HkvmiiTEEHK, BERE:

qemuii #Eguestit) 7 K /N BT mmap 2 4 1 F 7E A8 2E 2 ) R DL ik 2 1) o R 9 0 LR/ BB S W R (R RHVAESE), H
i@ itioctiffIKVM_SET_USER_MEMORY_RE GION#: [ 4 1% Py 72 bk v M Blkvme,  BrkvmiiAT 469 . 3 drioctifs A 535
FEHFBHA: guest_phys_addrAEHIGPAR ML, userspace_addrmmapf3 EIFIHVARR i L. kvmZEEIGPARIGVA
RidRdhhbl i, B 4RI EPT, SLBIGPA->HPAKIBS, R4 AVMMESIHVA->HPABS

Guest GPA

guest_‘phys_addr
memory_size

VMM HVA

userspace_addr

Y Y

Host .__IjIF_’A

S

ST 1557791



vm exitR AR, vmmEERBAEREE, HRvmmIKEKRGPA, FEAREHIIHPA, BT GPARNHVARIBUE X &RZgemu
#ey, HESRMES Tkvm, FrClkvmu] LB GPAZ H BN M HVA, FEBBIHPA. T EIEW BR T vmAlvmmir) A 77
MRS R R

CPU o MMU | ke
VMM
DRAM
gemu
GPA
GPA
GPA
GVA GPA HPA
VCPU |- »| MMU |€e—| EPT
VM
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gemuR AL &I TT R, EREMGIOR M T, qemuiliid A< #i K S B SO [AIguesti il B A B &, A guest ioXy
hostR i 5 A At B2 5 A SO — 4

The QEMU storage stack

*Application and guest kernel
work similar to bare metal.
*Guest talks to QEMU via
emulated hardware.

Hardware emulation *QEMU performs I/O to an
image file on behalf of the

guest.

*Host kernel treats guest I/O
like any userspace

Image format (optional)




“ viiverl

| application.

- Guest j QEMU Host CSDN @jiang4357291

HARRE T mBHiofifE:

QEMU 1/0 | |0 sharing page
Emulation

Code

l

Device Driver

Device Driver

\ p_——

Linux Kernel

Physical Hardware Device

CSDN @jiang4357291

. guest Kildio

. XPCIZNM LS RIFHIES, &fiikVM Exit, #ikvmili/o trap codeffi#k, kvm¥iiofs BiBlsharing page, FF@E1H A Kigemu
. gemu\FEETTHEHioER, XHBEEEMAIEELHE: ioFELiThost RS ->page cache->block devicelXZE5E8 M5

. gemusERbIRiofE, FRLEMEIEER, Fi@Eikvm

. kvmFii/o trap codeiHisharing page HIRIESER, H¥ 4 RiRERZ P HL+

. flRVM Entry, guestBEKIREXcputZEHIAL, HRHELioiR [H45 Rit1T b3

%4 Guest iEit DMA V5 i KR FRT, QEMU R A SEERIES BB VO FLEW A, TA2E NS h k4 RE#
B3| Guest FINAETE, REEET KVM & FGuest i DMA #:4E 5 5% .
EEMLKIo RETHEER, W LMERSMES L, EHEERE, BERERE:

1. ol g, BAFEL AbHE S

2. FEHMVMEntry. VMExit, %Wk T 3Cii#
HF A& B biofy DL sk, i H T EME T B BRI E N kio.

3.2 virtio



3.2.1 ¥R

Virtio
So-called "full virtualization" is a nice feature because it allows you to run any operatinq system virtualized. However, it's slow because the hypervisor has to emulate actual physical devices such as

RTL8139 network cards . This emulation is both complicated and inefficient.

Virtio is a virtualization standard for network and disk device drivers where just the guest's device driver "knows" it is running in a virtual environment, and cooperates with the hypervisor. This enables
guests to get high performance network and disk operations, and gives most of the performance benefits of paravirtualization.

Note that virtio is different, but architecturally similar to, Xen paravirtualized device drivers (such as the ones that you can install in a Windows guest to make it go faster under Xen). Also similar is VMWare's
Guest Tools. CSDN @jiang4357291

virtiofe — &8 I i £ B R LiofEZSE, R4E T fEhypervisorz LB AN IO SR, B Fhypervisors H — 4@ A KiofHE#l &
%, HET—HEHapif# B & UEBHLNER. Evitiof&itd, FFIEIREE CBTEREMLIFES, @idvirtio
Pt Shypervisori#TEC &, BT E 2 B L HIPERE

Guest f# A VirtlO devices & #8177 A2l it PCIUPCle i, PCIPCle & QEMU 1 Linux H s B2 #F R IF 1 R & il . 78
WHEFEF, PCIPCle B &M AR E YN A IETEE, B4 1IR30 7 AT LOE s Ui 1) 2% P 4798 BRI 5 N # %
K% 778, WAl DUBS R R B B8 i A R BB H AL B =18 (Configuration Space)  #ETXANEH, 7EEBHIMLIAE

H1, Hypevisor AT LA R %t 2% P 77 30 Bl (U 1 SE AT & B . Virtlo MIYEIEE LT PCIFR B2 M iAi /5, H Ik seBlAeskik
T

virtiof2 ] R &Rusty Russellét X} B S 7 RiguestiR i), 14 BE BN R IMGio F LirE. virtioE LA HA:

o NAZEINFESGIBMLET — MK —HiokR, KVM. XEN. VMWareZs 1 LAF Fvirtioid 1T io e #l4k
o MM FA&ENbioT R, = Tioths

3.22 81



virtio 2 Bl J5 it 284, Llgemu-kvm-+virtio AB, B G246 T guest osH kernel module, &t qemuh (IIRENRAS . BTG5
)38 id —AMring bufferi#E TR H., Hi%wRVO KK Fbufferd, JEimBUH 5 H#E T, B THREEBEbufferd, —RZEE
A PAF £4v0. HAkring bufferfiy 212477 Rt gt £ virtqueue »

vitio#R fltio &M% —Hh %, FrUATERTHE S A USE I &P Tvittioio i & K3, WM %virtio_net, @ #tvirtio blkFlvirtio_scsi.

virtio virtio virtio virtio
blk net ' SCSi console

Vilgdle)

transport (virtio-ring)

virtio backend

CSDN @jiang4357291

virtioZElinux kernel 1 () SZ 1 -

Sdriversfvirtiofvirtio-pol e
Jfdrivers/net/virtio-net,c Sfdriversfvirtiofvirtio-balloon.c

virtio-

virtio-blk virtio-net virtio-pel virtio-balloan
console

Sdrivers/block/vire io\

Lfdrivers feirtiofvirtio-consale, ©

virtio STimegddriversfvirtiofvirtio.c

Transp{)rt SHnuxddrivers/virtiof/virtio ring.c

virtio
back-end
drivers

. guest KiZio

. ioZlikguest os, Hkernel®jvirtiofiimikaht T3, ¥KioFlvirtio-ringH HfF@AIvirtio)s
. gemufEAvirtio/GigMvirtio-ring B ioiFE R HBATAAHE, WA —RMEEUH 24 10FF 402

5, BHERBEVirtio-ring, FFiBAIVirtionl s

. gemuSER IR
. BPHlvirtioniimIRENio4h I m &R EI 4 M




= promr s mamn waa oma—

. m——— Guest user-space
Host -> Guest : interrupt injection

Guest -> Host : hyper-call (instruction emulation) T 1 1 1 |
.-""

Fodf

QEMU // Guest kernel-space
system O emulated

emulato;f{,,i | | I I | )‘\ ~._~-._"f:ﬁ\\de\.fice
1

virtual-queue | virtual-queue
(backend) | | [ || || (front-end) Host

Y user-space

______ LJX_________%'___________
jloa)
|

Host
Native S — kernel-space
driver w

Host (Linux kernel + KVM maodiile)

et o ToT
.dJaHJJJiJl

X Fvirtio-ringfEgemu-kvmiz 5 T :

W BRI RRAGEE, guestIGPARN 12 18] 2 i gemuiBid mmap#k 47 BiE [, virtio-ring {8 & i 5l 5w 2K 3 7E GPAZS 8] | B i
7, BTl ZgemuZ: N ERiOTE KRBT, W] LLE 2K GPAR BN M HVA; fEiosE /e XA iKio L REE S RIGPA L, A
virtio-ring Az B T FEFE I .

B J i PO 388 AL A1) -

guestiB&igemuiiidioeventfd, gemuiiZnguesti@idirgfd, W& # & EiTeventfd LK .

e ioeventfd: ¥ —A eventfd4s & B — & P ALK AL Z 8], YguestE X B b AR, £ ZEPT MISCONFIGURATIONSE
WY, KVMALER R R IIX Bt % £ T Sy Kioeventfdihik X 8] B, &38id 5 < BteventfdiB &igemu

e irgfd: kvmAhostill HiguestiZEKIHLE], B — A eventfd 5 —ANERHP WIS BERER, HgemuFiZeventdrd, kvmiERH—M
PewemE, 5 irgfd_injects X B o e A BB L

GuestOS

e fE %
https://stackoverflow.com/questions/46418131/in-virtio-why-does-guest-notifier-and-host-notifier-use-ioeventfd-and-irgfd-res



Mg ETvitiof kB bioF R, —H B T VM ExitFfIVM Entry(EEMRAL, VM Exitif tEae s B K), — 7 3 T wtioth
W, —IRATCAHAT R £ Mo, 7EMRE LRz B tioB HERFA, HEERHIERSEHioHRE, ok HEELITgemulFhost
kernel.

5 A R E 2 R Ao F = Bl Lio ) X J -

Guest operating system Guest operating system
Para-dnivers
Traps Interfaces
Hypervisor : : Hypervisor ; _
(Full virtualization) | ~¢"'¢® emulation Rl e o= - DeVice emulation
Hardware Hardware
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3.2.3 virtqueue

virtqueue st 2 virtio-ring 1 LA H A, virtiof Bl J5 3 2 Fvirtqueuesk L BliofE 4, SR & W LAF 0B Z AMvirtqueue, A
virtqueue B = &84 2 i«

L e e e e R e T T T +

| Descriptor Table Available Ring (padding) | Used Ring |

L e e R e T T T +




HEARSMIT:

— AL ) N A DU
) addr, len, flags, next
Front-end Back-end QEMU
Linux kernel addr, len, flags, next
addr, len, flags, next .
E ) struct VRing
struct vring addr, len, flags, next
num
num
desc
*desc
addr, len, flags, next avail
struct vring_virtqueue *avail
g_ q _\ f Used
) *used flags
vring
idx
vq
free_head __uléring[] struct VirtQueue
num_added ) ]
struct virtqueue vring
last_used_idx flags .
last_avail _idx
num_free idx
struct vring_used_elem
ring(] CSON@jtargA357291

e Descriptor Table: FH#HIRFF, FAHIBRF I —Rbuffer

e Available Ring: guest driver&i2i&RE}, ¥ 7Edescriptor table ™ i1& 5| i Zlavail ring™, J&idevice N Wi A FFELH FH 17 7H
i

e Used Ring : J&¥idevice MavailF Bt fdescriptordf A BB B 5, ¥rdescZ 5l i Fused ring s
virtio 1.02Z BT ERIX = E—PELANF L, 1.02FNEHER, RTEELHELIT, virtio 1.12Z JEXHX =54 A 7K
W7, HBIN T packed virtqueue, EAAZFE RIS ..
https://www.dpdk.org/wp-content/uploads/sites/35/2018/09/virtio-1.1_v4.pdf

Each virtqueue can consist of up to 3 parts:

« Descriptor Area - used for describing buffers
» Driver Area - extra data supplied by driver to the device
» Device Area - extra data supplied by device to driver

Note: Note that previous versions of this spec used different names for these parts (following 2.6):

« Descriptor Table - for the Descriptor Area
» Available Ring - for the Driver Area
+ Used Ring - for the Device Area . .

CSDN @jiang4357291

T A A E B 1 .0R A K split virtqueue:

1. Descriptor Table




struct virtq_desc {
/* Address (guest-physical). */
le64 addr;
/* Length. */
le32 len;

marks a buffer as continuing via the next field. */

VIRTQ DESC_F_NEXT 1

marks a buffer as device write-only (otherwise device read-only). */
VIRTQ DESC_F_WRITE 2

means the buffer contains a list of buffer descriptors. */

VIRTQ DESC_F_INDIRECT 4

/* The flags as indicated above. */
lel6 flags;

/* Next field if flags & NEXT */
lel6 next;




e addr: f4-desc, #axtR—buffer, addri ytkdeschtBibufferftibil, Hudhk AHGPA
o len: bufferffy KB
e flags:

e VIRTQ_DESC_F_WRITEZ R~bufferwrite-onlyf], 7l Zread-onlyf; write-onlyfibufferZ s virtio i i 8 5 bm3E 78
K, MdescHrAinkR, &2 read-onlyfibufferll] 2% ¥ /5 5 itBU, R AoutsR

o —RAEA—5xE REF—/descriptor, 7 LLHZ A descd i—4descriptor chain, J&im7E B descHIm %, MRA
VIRTQ_DESC_F_NEXTHiflag, MR/ HER descriptor, FELEEEE, M nextylif2 T —A descriptor; 7 M 245
deschli £ descriptor chain¥ & J5 —A4>

o JH¥EE M FaddrAbuffer page, XFhdescriptorfRiddirect desc; HWHEAVIRTQ DESC_F_INDIRECTHIflagli%
descriptorsi B fbuffers& —# descriptor list, I Aindirect desc

e next: Fi&flagdbiTEH, EERKIEZnext3F RNRGPA, 1 T —“4 descriptorfEdescriptor table )& 5l

Direct desc

Indirect dese

2. Available Ring
Guest driveri@iidavail ring[aldevicei fitbuffer, k¥ io requesti #: y—2Hdescriptor chain, 3 [Aavail ringH & In—4N 76
%, Blavail ring) % — A entry#g 1] — 2l descriptor chainf) sk #(Decriptor TableZ® 5|), avail ring R &#driverlE 5, deviceiE
i 8
2 Guest Driver[a) VringH ¥ buffert, 7 BL— k@ II— N8 E A buffer, BT bufferéd i —4~Descriptor chain, Guest
Driver# finbuffersi M f5, & Z# Descriptor chainsk# it il ic 3% 2| Avail Ring®, ikHostif £ % %03 %7 i 7] F fibuffers@ A
VRing RN H# J5 FF 46 1 . HostZ R Descriptor chainsk #5#ts ik, 752403 B 1k &K 5| Buffer Adress = Descriptor Table[Avail
Ring[last_avail_idx]], last_avail_idx/Host¥iic 3% [ Guest b — 3 i i bufferfEAvail RingH 1. B . Guest Driver& i in—
Wbuffer, A Avail Ringfidxin1, LLERHE S I/EEAvail RingF FIBRANMLE . 2hosti@ &1 H B i desc/E, AT
[last_avail_idx,avial->idx)[X [a] U & 22 &b 28 3% 3K o



struct virtqg_avail {

itdefine VIRTQ AVAIL_F_NO_INTERRUPT
lel6e flags;
lel6 idx;
lel6 ring[ /* Queue Size */ ];
lel6 used_event; /* Only if VIRTIO F_EVENT_IDX */

o flags: FRH#IR T HguestiE A\ i
e idx: Fndriver F—/ descriptori& Eift#Eavail ringfIf B, BRIAMNOTFLE(CRIEEIE, & E %descriptor table K &)

e ring: —ANERIIHA, F—ARAN R Edescriptor tabledF RITK THx, RFE— bufferfiihead.

3. Used Ring

struct virtqg used {
Htdefine VIRTQ USED_F_NO_NOTIFY 1
lel6 flags;
lel6 idx;
struct virtg_used_elem ring[ /* Queue Size */];
lel6 avail_event; /* Only if VIRTIO_F_EVENT_IDX */
¥

/* 1le32 is used here for ids for padding reasons. */
struct virtq_used_elem {
/* Index of start of used descriptor chain. */
le32 id;

/* Total length of the descriptor chain which was used (written to) */
le32 len;

Host deviceiiiZused ringJditbuffer, H R & tkdevicetE, diverizil. used ringl & B E—AHH, EARFFavailringR &
Eidx &5, used ring FRABAEGHER, IUERELIKERIMEEKE.

flags: FT-BR %1% P L2 51 fnbuffer/s /& 75 i &l host

e idx: device F#&kffused ringT NI K T A5

e id: #HZ%Favail ring¥ FIring i 7 fvalue, FT7x—Nused descriptor chainff Sk T #x
e len: E3#iZdescriptor chainX & [ buffert 48 1) K fE

3.2.4 virtio-blk/virtio-scsi

FTFvirtio ST R # & WX E PR, virtio-blkFvirtio-scsi :

e virtio-blk R 1EHN pci B AL gemu BT, Ll % RAEH 163 virtio-blk #; virtio-scsi 1E N scsi T &%, HTE scsi B4k
E, $E& EAD£EBE
e virtio-scsi SLIL T scsi I, X HFscsifnd, BRERER &

o virtio-blkiJiol% 2B, AL AE_ER&IF T virtio-scsi, FiEiolgaxtEL:



[virtio-blk]
guest: app -> Block Layer -> virtio-blk
host: QEMU -> Block Layer -> Block Device Driver -> Hardware

[virtio-scsil
guest: app -> Block Layer -> SCSI Layer -> scsi_mod
host: QEMU -> Block Layer -> SCSI Layer -> Block Device Driver -> Hardware

T — T virtio-bIk K B L 485 :
—Avirtio-bKHIiE RGN T, FERREEE EWERR, LR EFARF —virtio_blk_reqiIgEa4E e o

struct virtio blk req {
// out header
le32 type;
1le32 reserved;
le64 sector;
// buffer
u8 data[][512];
// in header

u8 status;

—virtio_blk_reqsEFr 43 A3 R4

e virtio_blk_outhdr
BIRIERET 16475 — 2~ — A virtio_blk_outhdr, F#id Tiof)KR, e, offsetF(EE; ' H—4read-onlyf

descriptoritii,

struct virtio_blk_outhdr
{

__u32 type; // iofJKAY

__u32 ioprio; // iofft%k%

__ub4 sector; // io offset, LA512 bytesHisectorA®fr, % f&imiKEl G << 9% 3| Llbyte A AL
)

type ) H FIRAE .

enum {
/* These two define direction. */
VIRTIO BLK T IN = 0, // i%
VIRTIO BLK_ T OUT =1, // B

/* This bit says it's a scsi command, not an actual read or write. */
VIRTIO BLK_T_SCSI_CMD = 2,

/* Cache flush command */
VIRTIO BLK_T_FLUSH = 4,

/* Get device ID command */
VIRTIO BLK T _GET_ID = 8,

/* Discard command */
VIRTIO_BLK_T_DISCARD = 11




buffer
R A R — AN Z A buffer, X Eebufferm] B & read-onlyf t 7] § R write-onlyi], ‘B 1i1H1descriptor chain ] i descii

i’

virtio_blk_inhdr
BRI B G — T 2virtio_blk_inhdr, FFRmio4 R, B H—write-onlyffidescriptori#ii®, Hdeviceit{TEE.

struct virtio blk_inhdr {

unsigned char status;

)5

T AP 5K B RE — Rioid 72 Hvirtqueue BT B AR A HE 3

host device#IitiE kK
struct virtio_blk_outhdr struct iovec struct virtio_blk_inhdr
Avail
Used
dx | Flags “.mx Flags
1 |l#—Ilast_avail_idx
- avail-=idx

?Imct virtio_blk_outhdr Data

__virtio32 type,

__virtio32 ioprio;

__VvirtioB4 sector;
¥
struct virtio_blk_inhdr

unsigned char status; \
}
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host device 52 iR i& 3K
struct virtio_blk_outhdr struct iovec struct virtio_blk_inhdr
Awail
Used Desc _
y
ldx | Flags I ld Y Addr | Len/{ Fiags | Next Flags |
1

last_used_idx | > 1 \\ / R




A

used->idx ———» 2 \ / //;:
3 \/ w
s\
s |\ \
o |\ \
A
o |\

3.3 spdk vhost-user

<«—avail-=idx == |ast_avail_idx
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virtio K AkioTs RAR R T B Evm exitil] 8, (ERVIRGIiokkE, ARt —Smi, Kk LRI EZEAH A

o guestiRZTiE R Bvirqueue/s, BFHEEIEHgemu

o gemult BliolF R IF AL B IE T E L —Khost L) 5 &iotk, HAEFAER P SBINESHE (AL F)

FRNT #H—PMAibiotkfE, spdk vhost T RHILT .

3.3.1 spdk

57291



https://spdk.io/doc/about.html

SPDKZ HIntel R #2KI, FT IENVMe SSDAE & b 47 ik 5 F I SLA A I . AN ERZORAFS. RE. BT
RMINVMeIEZh. HHELIEZKINVMeIR), SPDKHS LAKIEFENVMe commandfER, R HCPUKIOps, Fl—EREN
EERIRR T R

MERIRP, SPDKIHAR—EAKEEMRTR. TARERIBBIAIS, SBREAEAFSLE—BETH A SRMR3)
HITEEIOKR. XHRABTEARKE P —NEENIEE, BMHNAKK RS, Wextd. BrfsEHMAREEFEHT . BRARH
BT SPDKHR A T ] B (¥ S R Ziblobfs/blostore, {HR A X Krposix#k 1, LA RAK AT ER K EETBE
SPDKMIH P& RS L, Fi 7 EM— SRR BEN T/E, WA HposixB: M, 1iKHEBIAION F 5 1/5 7 .

What is SPDK

The Storage Performance Development Kit (SPDK) provides a set of tools and libraries for writing high performance, scalable, user-mode storage applications. It
achieves high performance through the use of a number of key techniques:

+ Moving all of the necessary drivers into userspace, which avoids syscalls and enables zero-copy access from the application.
s Polling hardware for completions instead of relying on interrupts, which lowers both total latency and latency variance.
« Avoiding all locks in the I/O path, instead relying on message passing.

The bedrock of SPDK is a user space, polled—-mode, asynchronous, lockless NVMe driver. This provides zero—copy, highly parallel access directly to an SSD from
a user space application. The driver is written as a C library with a single public header. See NVMe Driver for more details.

SPDK further provides a full block stack as a user space library that performs many of the same operations as a block stack in an operating system. This includes
unifying the interface between disparate storage devices, queueing to handle conditions such as out of memory or |/O hangs, and logical volume management.
See Block Device User Guide for more information.

Finally, SPDK provides NVIMe—oF, iSCSI, and vhost servers built on top of these components that are capable of serving disks over the network or to other
processes. The standard Linux kernel initiators for NVMe—oF and iSCSI interoperate with these targets, as well as QEMU with vhost. These servers can be up to
an order of magnitude more CPU efficient than other implementations. These targets can be used as examples of how to implement a high performance storage

target, or used as the basis for production deployments. ) B R
C5DN @jiang4357291

spdk B 81 EE LT LR &

o RMEIEHXBEOMNERAMMNA, WiSCSITarget. NVMe-oF Target.

o XTRERMMLF VORI INE, FERIBELNUXRSZ T QEMUKVMIE AHypervisor & B EMINLEI% =, (FHvhostBZ B MY, SLIE
F I N FEIE E 1 B Akvhost P & Target.  fiivhost SCSIblk/NVMe Target, M T bniE g2 #UHL Hrvirtio SCSIblk & Kernel
Native NVMe th i FIVOIRSN . H 3 Z R 2 b TVMH WS4 K% E (Winterrupt. VM_EXIT) , 3F H4E% T host OSH
IOk

o SPDKImEEEEFME 5%, Bid LI RocksDBH HIH %R 3L 2%, SPDKHiblobfs/blobstore H #i 7] LAfIRocksDB&E Kk, FF
HniEZENVMe SSD _E1# FIRocksDB 3| %, H:5zJ5 R bypass kermel 3t R %, 52418 3 TSPDKI A P &IOKR. ok, &
JESPDKXtRocksDB )32 #F, 75w] L SPDKblobfs/blobstore B4 H A it B dE FE 774k 51 2 .



spdk ¥ FHEZE

Core 0 : Core 1 : : Core N
| | |
Events : ! Events
|
¥ ! 4
Reactor O Reactor N
1/O Device I/O Device Al 1/O Device
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1. XTCPU core LR i & #
SPDK ) J& ) 2 i F Bt /b ICPURE R R AR SR SE IR 2 HIAE S5 - NI SPDKTERI AL TE 7 ) Atk BR 52 16 FH 48 2 C P U i
o B CPURZSRE RBKISEAIE, ATCARHINCPURISEM, J BAE® M EZE1T—Mhread, X/ Mthread7ESPDKHIY
fEReactor.
IeAh, SPDK#4E T —APollertlil. FriBPoller, HSzuiR R & X ki3 . SPDKIfIReactor threadXf B ) $i#E &5 14
EHAH B [ 51 2 R4 47 PollerfI L, 3 HiRHEPollerfyvE M K 445k R #. 7EReactorfiwhilefEHF 1, AT Hik 2 X Poller
FPRAS, FHBTHMNAEA. B TFRANCPUZL, RHE—/Reactorthread, FiLLF—/ Reactor thread H 4~ 75 B — L
FIMLER RS BIR . JRMLFAFCPUR L HithreadiB R A MBS LB . Ak, SPDKHEE T RENR RS EEHE
(Async Messaging Passing) HIZh#g.

2. LR EBEE
SPDK#R Mt T HA4 WA (Event) MIHLEIHTRBEFITERS, XAHUHIK AR RS Reactorst B IR L4y T —14
EventZHM-HIFF, XAMHRELAEFZEFEAWHE (Multiple Producer Single Consumer, MPSC) K%, ZEBEREA
Reactor thread AT LAk B E T H At Reactor thread (.35 24 fIReactor thread) KIZE i B HE T ALH,
H AT SPDKH X ANEvent (7 BRA LB T DPDKIIHLE], XANFRRLZA Lt RSP, B2 AR EL A T SRAR M R 81
PLRIBEAT RS, ERMBE . Z2LEERKE, XAEventF H Lt 7EReactorfI i #i_spdk_reactor_run 47403 . FA
EventHE KB LM EIE T {FEMITHRBEMAMKSE, PLAERITHcore.

3. VOHAb 3R K B B 42 1 LB AL L i)
SPDKF: E K VO BAL R R run to completion, HJEN & ik —ANRERITFIATRITE LS .

e spdkZEiy
BIKKISPDKEM S N=E:

- B FTEARINE, B HEYEREY
- HEENERRE, EHNARE? " AN, SFEEEENH. REEHKSRSFEERS. X—BEHRMT

%tBlob (Binary Larger Object) Kfii=#LF BlobFSHI X #¥F.
- B EEAMIE, BFENMelh L. SCSIHHNEE, AT LLEF#HA EENFHESEE.
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SPDK ARCHITECTURE

NVMe-oF* vhost-nvme iSCSI vhost-scsi vhost-blk Unincrbd
Storage Target Target Target Target Target
Protocols

VPP TCP/IP
RocksDB

BlobFS

Storage

- fio
virtio Intel® QuickData

PCle user Driver

spdk B AT EEHI N ARt R R4, Hi@idbdeviE MR, Gi— THREHIFHMTE, HHERZRAAR R rpck A F ik
#MElspdkHFEH, AT LA & Fbdev, A RBHAH.
—MRE RHfEHspdk 75 X2, M EXECHbdev, MBI H CHI2 A0 RAFEER

3.3.2 & Fvhostf hni#E 5 £
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