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R —. FREBEER
phase_0

88049455 <phase_@>:

8649455 55 push  %ebp

HE49456: 89 e5 mov %esp,%ebp

8849458: 83 ec B8 $8x8,%esp

8849450 83 ec 68 £BxB, %esp

804945¢: 68 Bc bl 64 88 LV EE=F T ER,
8049463 ff 75 88 5 [ N

HO49466 ed @1 08 60 ee call 8849choc <strings not eqld

804946b: 83 c4 18 add $8x18,%esp L~ m/\%%g
BO4946e : 85 co test %eax,%eax

8049470 74 Bc Li= 884947e <phase 0+0x29> ﬁlﬁ]{ﬁt L

8049472: ed 5d 0a @0 08 : :

8849477 b8 o 08 o0 ee mov £B0x0 , %eax N

804947 C: eb 85 jmp 8049483 =phase 0+0x2e> :&¢|
§ﬂ434?e: b2 B1 08 88 BB moy £Bx1,%ea - h
8049483: c9 leave

86049484 c3 ret

K

g, S1E%, BiEEE) 804947,

f# 3 objdump A % bomb 27 VLSS, TEMEICHMRIDEAEL T THE —RFER B ST hph 7 <phase_0>, FJLLEHTER
Fi<string_not_equal>E& al, MK ES 5 LLEIFA ZR/F 8 EAEF, push $0x804b18c w27 N B 77 & i Hhhk, pushl

0x8(%ebp)ZF P #7445 5 1115 Hudik .
(gdb) b phase 0 |FgdbiEhd,, BEiEftphase 0igEWTA,

Breakpolnt I at Oxoe4945b

(gdb) r

Starting program: /home/linuxer/Downloads/bomb

Welcome to my fiendish little bomb. You have 7 phases with
which to blow yourself up. Have a nice day!

W

Breakpoint 1, 0x0804945b in Phase e ()

(gdb)| x /15 exseabisc | EREZHIHI FAZINANES

0x804b18c: | "ALL 1/0 devices are modeled as files." | {BR@XFRTE,
(gdb)

gdb FHAT WX, WimBEFE bphase_0. XIFHRHEILSIE A T ABLKI AN B 775 & & ik 0x804b18c, A

ANFRFE AN AllVO devices are modeled as files.
Linuxer@debian:~/Downloads% ./bomb
Welcome to my fiendish little bomb. You have 7 phases with
which to blow yourself up. Have a nice day!
ALl I/0 devices are modeled as files.
Well done! You seem to have warmed up!

examine ¥4 &R IX

BOP B S PAT E SRR AN R, &RERERIIER.
$EEXIReasy, 40— FENIE#RLIFHhhh



LW FEERR

phase_1
JUBP4Y4BS <phase 1>:

8049485: 55 push  %ebp

8049486: 89 e5 mov %esp,%ebp

8049488: 83 ec 18 sub $0x18,%esp T »

804948b : 7 45 4 aa 52 Of 2e Sox2e0752aa, oxc(mebpy]/ H T AET§ i

BO49492: db 45 f4 L -0xc(%ebp) 1 3ll‘_ = — O rad

8049495 d9 sd fe ~Ox10(%ebp) diataH’J Ly REA

8049498 8d 45 eB = : AR A

804949b: 50 . %eax y , ‘o

804949c: 8d 45 oc SscantB4H ﬁﬂ#ﬁ? -0x14(%ebp) , %eax H FRITTFE 1 )y S I TF i

gy o SR _JEUSE :ga;mblbu WA, EAPYE. HFA
a0 : us X 4 EL

80494a5: ff 75 08 input JEFk pusht  OxB(%ebp) ADIPT N

80494a8: ed 23 fc ff ff call 80490d0 < 1isoc99 sscanf@plt>

80494ad: 83 c4 10 add $0x10,%esp

80494b6 : 83 f8 82 cmp $0x2,%eax Ltﬁiiﬁﬁﬁ’]l’ilﬂ[{ﬁif_% 2

80494b3: 74 Bc je 80494cl <phase 1+8x3c>

80494b5: e8 la 6a 00 B8 call 8049ed4 <explode bomb=

80494ba: b8 00 60 OO B mowv $0x0 , Beax

80494bT: eb 34 imp 804945 <phase 1+0x70>

80494c1: 8d 45 fo lea -0x10(%ebp) ,%eax

80494c4:; et b7 B8 movZwl (%eax),%eax

80494c7: 8f bf de movswl %ax,%edx

80494ca: 8b 45 ec moff -0x14 (%ebp) ,%eax bk

80494cd: 39 c2 cmp %eaxr%edx'____-l" i

80494cfT: 75 13 1ne 80494e4 <phase 1+0x5T

80494d1: 8d 45 fo lea -@X1U(%EDp] ,%eax

80494d4: 83 co 82 add $0x2,%eax

80494d7: af b7 88 movzwl (%eax),%eax

80494da: af bf de movswl %ax,%edx

80494dd: 8b 45 eB mov -8x18(%ebp) ,%eax

80494e0: 39 cz2 cmp Seax  Sed

80494e2: 74 BC ie 804948 <phase 1+8x6b>

80494e4: e8 eb 89 00 00 call 8049ed4 <explode bomb=>

80494e9: be 00 06 00 B8 mov $0x0,%eax

80494ee: eb @5 jmp 80494f5 <phase 1+8x70>

8049470: b& 91 o0 o0 0@ mov $0x1,%eax pl 1l

80494f15: c9 leave

8049416 c3 ret

B gdb WRAM, 7EHE ZRFERMARRFMNESR. BEH0x2e0f52aafl F HHE BEF 5 ik RE L HOXME383D4B, 437K 1k
AL T e oA+ ) B 4S9 156914120024 . % M sscanf()1 & KM% NI A 15691 20024)5, [EI %,

(5, BEBHBXAERERMATZMNh, ROMER BT gdb AR EEERFFRBUANE~, BTFRA - MERX—
MR R TEA, T EM BB B BT K KRR, KK SF fifli ~~hhh)



@i fEphase 1% BWi &, iZ1T7FIphase 1/5EEEBM AR N ES. 123 345

OXOB0494Ty <+112>: Leave
0x080494f6 =<+113>: ret
End of assembler dump.
(gdb) info registers

eax 0x7b

ecx Ox0

edx 0x3d4b

ebx Oxbffff3be
esp Oxbffff35e
ebp Oxbffff368
esi 0xb7tb4000
edi 0xb7tb4000
eip 0x80494cf
eflags 0x202

Ccs Ox73

55 0x7b

ds 0x7b

es 0x7b

fs Ox0

gs 0x33

(gdb) q

A debugging session is active.

PREXFVE 7T RHON: 15691;

ENd OT asSempler aump.
(gdb) info registers

eax 0x159

ecx Oxe

edx Ox4e38

ebx Oxbffff3boe
esp Oxbffff350
ebp Oxbffff368
esi Oxb7fb4000
edi Oxb7fb4000
eip 0x80494e2
Ox212

Ox73

0x7b

0x7b

0x7b

oxe

Ox33

(gdb) q

A Aakhunasadna Fracrcdan e et s

123

0]

15691
-1073744976
exbffff350
exbffff368
-1208270848
-1208270848
0x80494cf <phase 1+74=> I
[ IF ]

115

123

123

123

]

51

345

0]

20024
-1073744976
oxbffff3se
Oxbffff368
-1208270848
-1208270848
0x80494e2 <phase 1+93>
[ AF IF ]
115

123

123

123

0]

51

RERZIRmETEECN: 20024; FERBERERES, FAEAHA: break phase_1;run;stepi;disas;info registers;

:~/Downloads$ ./bomb

Welcome to my fiendish little bomb. You have 7 phases with
which to blow yourself up. Have a nice day!

ALl I/0 devices are modeled as files.

Well done! You seem to have warmed up!

15691 20024

Phase 1 defused. How about the next one?

B R BIX s~ AT 4k

https://blog.csdn.net/weixin_45809643/article/details/106875783?utm_source=app (7K KK KIiC FHk~)



= EH

phase_2
8804947 <phase 2>:
8049417: 55 push  %ebp
8049478: 89 e5 mov %esp,%ebp
80494fa: 83 ec 28 sub $0x28,oesp
804941d: 83 ec 04 :
8049500 6a 06 S A BT
8049502 : 8d 45 dc seax Hrr ey b
8049505: 50 push  %eax
8049506: ff 75 08 % )
8049509: e8 a4 06 00 00 call  8049bb2 <read n numbers>]iZ A
804950e: 83 c4 10 a 0x10,%esp
8049511: 85 c@ test %seax, seax
8049513: 75 07 jne 804951c <phase 2+0x25>
8049515: b8 00 00 00 00 iR [7]
804951a: eb 65 Jmp 5049 <phase 2+0x8aj
804951c: 8b 45 dc mov -0x24{ sebp) , %eax
804951f: 83 f8 11 cmp $0x11,%eax U4 K Fnumberl
8049522 : 75 08 jne 804952c <phase 2+0x35=
8049524 : 8b 45 e0d mowv -0x20 (%ebp) ,%eax
8049527: 83 f8 23 cmp $0x23.%eax number?
804952a: 74 0Oc¢c je 8049538 <phase 2+0x41=
804952c: e8 a3 09 00 0O call 8049ed4 <explode bomb=
8049531: b8 00 00 66 60 mowv $0x0,%eax
4R4 A1-RO 3%

8049536: eb 49 jmp 8049581 <phase 2+0x8a>
8049538 c7 45 4 02 00 0O 00 movl  $BxZ,-OxC(%ebp) bk 5 11 A 423 1)
804953T: eb 35 jmp 8049576 <phase 2+0x7T= i=1
8049541: 8b 45 f4 mov -@xc(%ebp) ,%eax
8049544 : 8b 44 85 dc mov -0x24 (%ebp,%eax,4) ,%eax
8049548 8b 55 T4 Moy - (w2 %edx
804954b: 83 ea 02 sub $0x2,%edx | i=1—-2
804954e: 8b 54 95 dc mow -Ux sebp, %edx, 4) ,%edx
8049552 : 89 dl mow Sedx, Becx

- o PR—
Bodsse: &b 55 4 A WO T

: %sebp) ,%edx’
8049559: 83 ea 01 sub  $ox1,%edx  ZMHTMLF
804955c: 8b 54 95 dc mow -0x24 (%ebp,%edx,4) ,%ed
8049560 01 ca add %ecx,Bedx
8049562 : 39 do %edx, Beax
8049564 : 74 0c -
8049566 e8 69 09 00 0O call  8049ed4 <explode bomb=
804956b: bg ee 00 00 08 mow $0x0,%eax
8049570 eb of i 8049531 <|hase 2+0x8a=
8049572: 83 45 T4 01 i=i+l
8049576 83 7d T4 a5 i<=5§
804957a: 7e c5 TLE p roxda=
804957c: b8 @1 00 00 00 mowv $0x1,%eax f\ﬁﬁ;h T-54k&s m,jf
8049581: c9 leave

B XTERBEIS, RET ERERZGRIERME, SHHFTEE: number(i]=number(i-2)/2+number[i-1] 351, ¥IHEEFA
0x11=17f10x23=35 Rfl

number[0]=17,number[1]=35,

number[2]=(17/2) + 35 = 43;

number[3]=(35/2) + 43 = 60;

number[4]=(43/2) + 60 = 81;

number[5]=(60/2) + 81 = 111;



Linuxer@debian:~/Downloads$ ./bomb

elcome to my fiendish little bomb. You have 7 phases with
hich to blow yourself up. Have a nice day!

All I/0 devices are modeled as files.

ell done! You seem to have warmed up!

15691 20024

Phase 1 defused. How about the next one?

17 35 43 60 81 111

That's number 2. Keep going!

R—RBTBINEAERFEE T —T, FEERNER —EAERIMALTFHNEANE —NEE CHRES BRI,
EEInI XA T HE R REBHIEIF:

1.numberfi+1]=number[i}/2+1

2.number{i]=number][i-1]-2*i+1

3.number[i]=number(i-2]/2+numberfi-1]

T B SRR~ o T T



LRI, &5 32

phase_3

08049583 <phase 3=>:

8049583: 55 push  %ebp

8049584: 89 e5 mov %esp,%ebp

8049586: 83 ec 28 sub $0x28,%esp

8049589 c7 45 f0O 00 00 00 00 movl $0x0, -0x10 (%ebp)

8049590 83 ec OcC sub $0xc,%esp

8049593: 8d 45 e8 lea -0x18(%ebh %eax

8049596 50 pus seax

8049597 : 8d 45 e7 lea -0x19(%ebp),%eax

804959a: 50 .- oo

804959b: 8d 45 ec lea -Bx14{ sebp) , %eax

804959%e: 50 ch

804959 : 68 bs bl 04 08 push $BxBD4b1bB nfif it gdb A AN T
80495a4: ff 75 08

80495a7: ed 24 fb ff ff call 80490d0 < 1s0c¢99 sscanf@plt=
80495ac: 83 c4 20 add $0120,%e5p

80495af: 89 45 fo

80495b2: 83 7d fo 02 My A T2
80495b6: 7t of .
80495b8 : e8 17 09 00 00 e Liswite
80495bd: b8 0O 60 00 G0 mow +0x0,%eax

80495c2: e9 47 01 00 00 imp 80497¢e =phase 3+8x18b>

80495c2: e9 47 01 00 00 jmp 804970e <phase 3+0x18b>

80495c7: 8b 45 ec oV -ex14(%ebp), seax

80495ca: 83 e8 2d Eub $0x2d,%eax

80495cd: 83 f8 o7 mp $0x7,%eax

80495d0: 0f 87 f8& 0O 0O 0O

80495d6: 8b 04 85 c4 bl 04 08 --nlm_r--

80495dd: ff eo imp 5eax - M[0x804blc4
80495[]f : c6 45 f7 65 movb ___$0x65 -0x9(%ebp) |

80495e3: 8b 45 e8 mov -0x18(%ebp) , %eax index*4]->eax
80495e6: 3d 8e 0O 0O 0O cmp $0x8e,%eax

80495eb: 0f 84 ed 00 0O 00 je 80496de <phase_3+0x15b>

8049571: e8 de 08 00 00 call 8049ed4 <explode bomb=

8049576 b8 00 00 B0 Q0 mov $0x0,%eax

804957h: 29 De 01 00 0O imp

8049600: c6 45 f7 65 movh $0x65, -0x9(%ebp)

8049604 : 8b 45 e8 JJE ;

8049607 : 3d 8e 0O 0O 0O cmp $0x8e,%eax

804960c: 0f 84 cf 0O 0O 0O je 804961 <phase_3+0x15e>

8049612: e8 bd 08 00 00 call 8049ed4 <explode bomb=

8049617: b8 00 00 B0 Q0 mov $0x0,%eax

804961c: €9 ed 00 B0 QO i 8049?0e < hase 3+0x18b>

8049621: c6 45 f7 65 3

FETERBIERFHEL T, ReE o AT 7T RICHRIRBIZFHICH MR A5, W bomb.s Xt RHVC4 RS, 74Tk
EFHIThAE

N agp— D e L

0x804b1b8: "%d %C %d"
(gdb) |}

(ﬁ‘é‘ﬁﬂ FTEHAN %d %d HAELHD

EIRAIEAT LUK EL, TR AR BB — N T I E R R E 45 FEANT 7, B ARMARIZARE S — MK
éﬁ%ﬁ%%ﬂ%ﬁﬁf?%%ﬂ%’l\ﬁi&ﬁ, MR 5 A BT ERZA AR BB AE 45, R/EEETHHEAE gdb &
BRAEL.



(gdb) x/16wx 0x804bld8

Ox804b1d8: 0x08049680 0x0804969%a
Ox804ble8: Ox756T5920 O0x20657627
Ox804b1f8: 0x20656874 Ox72636573
Ox804b208: 0x00000021 0x79206T53
(gdb) q

L B R e s . - - R

0x080496b4
0x75666564
0x73207465
Ox7420756T

B3| E 4k 53R B 7E bomb.s FHEE BB THREEBRA R EH A ef142,
(EREFEHCHBE! ~

:~/Downloads% ./bomb

Ox21776T57
0x20646573
Ox65676174
Ox6b6e6968

Welcome to my fiendish 1ittle bomb. You have 7 phases with
which to blow yourself up. Have a nice day!

ALl I/0 devices are modeled as files.

Well done! You seem to have warmed up!

15691 20024

Phase 1 defused. How about the next one?

17 35 43 60 81 111

SRR BHEANR

phase_4

)
PRHOR M5 A
LB, AR A A Tibk

That's number 2. Keep going!
45 e 142
Halfway there!
|
08049760 <phase 4=:
8049760: 55 push  %ebp
8049761: 89 e5 mowv %esp,%ebp
8049763: 83 ec 18 sub $0x18,%esp EE{EE?EQ%@%Q
8049766 : 8d 45 e8 lea -0x18(%ebp) ,%eax
8049769: 50 push  %eax TERR A S
804976a: 8d 45 ec lea -0x14(%ebp) ,%eax
804976d: 58 push %eax v
804976e: 68 b2 bl 04 08 Ipush  $0x804blb2 Iﬂﬁﬂgdbﬁ%ﬁt?fk
8049773: ff 75 08 pushl ©x8(%ebp) ‘F“iFth A6
8049776: e8 55 f9 ff ff call 80490d0 = 1iso0c99 sscanf@plt=
804977b: 83 c4 10 add $0x10,%esp R
804977e: 89 45 T4 mowv %eax, -0xc(%ebp) Eﬁﬂi[]ﬂﬁ
8049781: 83 7d f4 02 cmpl  $0x2, -8xc(%ebp) JR[A{H 7 N2
8049785: 75 08 jne 8049787 <phase 4+0x2T=
8049787 : 8b 45 ec mowv -0x14(%ebp) ,%eax
804978a: 83 8 08 cmp $0X8,%eax Eggﬁf?fth%ﬁ
804978d: 7T Bc ]9 <phase 4+0x3b=
8049787: e8 40 07 00 0O call 8049ed4 <explode bomb=
8049794 : bg 80 00 08 00 mov $0x0,%eax
8049799: eb 2b jmp 80497c6 <phase 4+0x66=>
804979b: 8b 45 ec mowv -0x14(%ebp) ,%eax
804979%¢e: 83 ec 0Oc sub $0xc,%esp
80497al: 50 push  %eax
80497a2: eg8 69 ff ff ff call 8049710 <func4=
80497a7: 83 c4 10 add $0x10,%esp
80497aa: 89 45 fo I mov %eax, -0x10(%ebp)
80497ad: 8b 45 e8 mov -0x18(%ebp) ,%eax
80497b0: 39 45 fo cmp %eax, -0x10(%ebp)
80497b3: 74 Bc JE Soa9/CL <pha5e_4+dﬁ%1>
80497b5: e8 la 07 00 00 call 8049ed4 <explode bomb=
80497ba: b8 00 00 0O 00 mov $0x0,%eax
80497bT: eb B5 jmp 80497cb <phase 4+0x66>
80497cl: b8 01 00 60 08 mowv $0x1,%eax
80497chH: c9 leave
80497c7: c3 ret
8049710: 55 push  %ebp
8049711: 89 e5 mov %esp,%ebp
8049713: 53 push  %ebx
8049714 : 83 ec 04 sub $0x4,%esp
8049717: 83 7d 08 00 cmpl $0x0,0x8(%ebp)
804971b: 7T 07 jg 8049724 <func4+exl4=>
804971d: b8 09 00 80 Q0 mov $0x9,%eax
onAQTID . akh 27 T mn anAa7TEh =FuncAifivAh-

s e T e T e e T e T o T e e e T e o T e = S A |



BENHE KA A

X—x, RMERTEST, B

CHABT D

QTS L L.

8049724:
8049728:
804972a:
804972f:
8049731:
8049734:
8049737:
804973a:
804973b:
8049740:
8049743:
8049745:
8049748:
804974b:
804974e:
804974f:
8049754:
8049757:
8049759:
k8049750
804975¢e:
804975f:

(=1 ¥]

83
75
b8
eb
8b
83
83
50
e8
83
89
8b
83
83
50
e8
83
dl
01
8b
c9
c3

=

7d
07
10
2a
45
ed
ec

de
c4
c3
45
ed
ec

bc
c4
8
ds
5d

08
0o
08
01
oc

T
10

08
02
oc
Tf
10

fc

01

0o oo

ff ff

Tt ff

Jpr

QWUTFF S ™ UITT

AT R

cmpl $0x1,0x8(%ebp)

jne 8049731 <func4+0x21>

mov $0x10,%eax

jmp 804975b <func4+0x4b>

X
I sub $0x1,%eax Yeax I NFHF-1

SUD TOX[E, Ze5p

ush %Zeax
[Egél 8049710 <func4> | iff H] i 15
a TOX 10, esp
mov %eax,%ebx
mov 0x8 (%ebp) ,%eax igﬂi[]ﬂﬁ
sub $0x2,%eax
sub $0xC,%esp
push  %eax

call 8049710 <funcd> ﬁi%ﬁﬂﬂﬁﬁ
add $0x10, %esp

sar %eax

add %ebx,%eax

mov -0x4(%ebp) ,%ebx

leave

ret




linuxer@debian:~/Downloads$ ./bomb

Welcome to my fiendish little bomb. You have 7 phases with
which to blow yourself up. Have a nice day!

All I/0 devices are modeled as files.

Well done! You seem to have warmed up!

15691 20024

Phase 1 defused. How about the next one?

17 35 43 60 81 111

That's number 2. Keep going!

9 180
So you got that one. Try this one.

GhaRin, SRAEMIRE. ..

LR, e

080497c8 <phase 5>:

80497c8: 55 push  %ebp

80497c9: 89 e5 mowv %esp,%ebp

80497ch: 83 ec 28 sub $0x28,%esp

80497ce: 8d 45 e4d lea -0x1c(%ebp) ,%eax

80497d1: 50 push  %eax

80497d2: 8d 45 e8 lea -0x18(%ebp) ,%eax

80497d5: 50 push  %eax

80497d6: 68 b2 bl 04 08 |pu5h $0x804b1b2 |

80497db: ff 75 @8 pushl ©x8(%ebp)

80497de: e8 ed T8 T T call 80490d0 = 1iso0c99 sscanf@plt=
80497e3: 83 c4 10 add $0x10,%esp

80497e6: 89 45 ec mowv %eax, -0x14(%ebp)

80497e9: 83 7d ec 81 cmpl $0x1, -0x14 (%ebp)

80497ed: 7T Bc jg 80497Tb <phase 5+0x33=
80497ef: e8 eb 06 00 0O call 8049ed4 <explode bomb=
8049774: bg 80 00 08 00 mov $0x0,%eax

8049779: eb 57 I jmp 8049852 <phase 5+0x8a=

80497 fh: 8b 45 e8 mowv -0x18(%ebp) ,%eax

80497 fe: 83 e0 Of [God___soxt. seax 1 Fl0xff4 47 5
8049801: 89 45 eS8 mowv %eax, -0x18(%ebp)

8049304 : c7 45 T4 00 00 00 8O mov L $0x0, -0xc(%ebp) a=0
8049808b: c7 45 fO 00 00 00 00 movl $0XE, -0x16{%ebp) b=0
BU4YEU4 : C/ 42 T4 U¥ WY WY Yo mow L PUXY, -UXC | HEDP)

804980b: c7 45 fO 00 00 00 80 mov L $0x0, -0x10 (%ebp)

8049812: eb 17 jmp 804982b <phase 5+0x63=
8049814: 83 45 4 01 addl $0x1, -0xc(%ebp)

8049818: 8b 45 e8 mowv -0x18(%ebp) ,%eax

804981b: 8b 84 85 20 dz 04 08 I mov Bx804d220{,%eax,4},%eaxl
8049822: 89 45 e8 mowv SeaX, OX1B(=chD)

8049825 gb 45 es mov  -0x18(%ebp),%seax 220+x1¥4—>x]
8049828: 01 45 fO I add %eax, -0x10(%ebp)

804982b: 8b 45 e8 = k- k-

804982e: 83 f8 of cmp $0xT,%eax

80493831: 75 el jne 8049814 =phase 5+0x4c=
8049833: 83 7d f4 07 cmpL_ $0x7, -0xc(%ebp) | H 7Tk 13 3| 0xf=
8049837: 75 08 ne <phase_ +0x79> 15
8049839: 8b 45 e4 mov -0x1c(%ebp) ,%eax

804983c: 39 45 fo | cmp %eax, -0x10(%ebp) |

804983T: 74 BcC je 804984d <phase 5+0x85=
8049841: e8 8e 06 00 0O call 8049ed4 <explode bomb=
80493846 b8 00 00 B0 Q0 mov $0x0,%eax

804984b: eb @5 jmp 8049852 <phase 5+0x8a=
804984d: b8 01 00 80 Q0 mov $0x1,%eax

B8049852: c9 leave

80493853: c3 ret

RAEBRMT —XUE,, HEBEXMFRERS0MEM S, @RI T bk ER, TRIEKE T 0x804d220X 4



Hutk, FHgdbifis

IxE80498 - =
Fnd nof assembler dump.
b 0x804d220 )
Array.2746>: g
<array.2746+8>!

ret

0x804d230 <array.2746+16>:

0]
Bx304rray .2746424>:
0

0x804d240 <array.2746+32>:
]
0x804d248 <array.2746+40>:
c]
0x804d250 =array.2746+48>:

0
beBB-llrray .2746456>:

0]
(gdb) i

linuxer@debian:~/Downloads% ./bomb

Welcome to my fiendish little bomb. You have 7 phases with
which to blow yourself up. Have a nice day!

ALl I/0 devices are modeled as files.

Well done! You seem to have warmed up!

15691 20024

Phase 1 defused. How about the next one?

17 35 43 60 81 111

That's number 2. Keep going!
AR & 147



Halfway there!
9 180 Rsaidfo

So you got that one.

8 48

Good work! On to the

it R
phase 6
8049857 : 83
804985a: c7
8049861: 83
8049864 : 6a
8049866 : 8d
8049869: 50
8049864a: ff
804986d: ed
8049872 : 83
8049875: 85
8049877 : 75
8049879: b8
804987e: e9
8049883: cy
804988a: eb
804988cC: 8b
504988 : 8b
8049893 85
8049895: je
8049897 : 8b
804989a: 8b
804989e: 83
80498al: Te
80498a3: ed
80498a8: bs
80498ad: e9
80498b2: 8b
80498b5: 83
80498b8: 89
80498bb: eb
80498bd: 8b
80498c0: 8b
80498c4: 8b
80498c7: 8b
80498ch: 39
80498cd: 75
g0498ct: ed
80498d4: bs
80498d9: e9
80498de: 83
80498e2: 83
80498e6: Te

ec
45
ec
08
45

75
40
c4
co
0a
00
5f
45
60
45
44
co
c
45

44
8
of
2¢
00
30
45
co
45
25
45
54
45
44
c2
of
00
00
04
45
7d
ds

Try this one.

next...
58 sub $0x58,%esp
e 5c dl @4 68 mov L $0x804d15¢c, -0x18(%ebp) |*
04 L?UE""$U?H,%esp

push $0x8
c8 lea -0x38(%ebp) ,%eax

push  %eax
08 [pushT ©x8(%ebp) |i A8~ 57
03 00 0O call 8049bb2 <read n numbers=
10 add $0x10,%esp

test %eax,seax

jne 8049883 <phase 6+0x2T=>
00 00 o mov $0x0,%eax
01 @0 o8 jmp 80499e2 <phase 6+0x18e>

fo 00 00 PO 0O mov L $0x0, -0x10 (%ebp)

jmp 80498ec <phase 6+0x98>
fo mov -0x10 (%ebp) ,%eax
85 c8 mov -0x38 (%ebp,%eax,4),%eax

test %eax,%eax

jle 80498a3 <phase 6+0x4f=>
fo mov -0X10 (%ebp) ,%eax
85 c8 mov -0x38 (%ebp,%eax,4),%eax
08 cmp $0x8,%eax

jle 80498b2 <phase 6+0x5e>
06 00 00 call 80849ed4 <explode bomb>
0O 00 0 mov $0x0,%eax
01 00 00 jmp 80499e2 <phase 6+0x18e>
fo mov -0x10(%ebp),%eax
01 add $0x1,%eax
ec mov %eax, -0x14(%ebp)

jmp 80498e2 <phase 6+0x8e>
fo mov -0x10(%ebp),%eax
85 c8 mov -0x38 (%ebp,%eax,4),%edx
ec mov -0x14 (%ebp) ,%eax
85 c8 mov -0x38 (%ebp,%eax,4),%eax

Bcmp %eax,sedx

jne 80498de <p —
06 B0 00 call 8049ed4 -:e%i%‘d%ﬁ !Emfi L1, <=8
00 00 00 mov  $0x0,%eax . MU N
01 00 00 jmp  80499e2 <pja@iN ke B HEY .
ec 01 addl $0x1,-0x14
ec 07 cmpl $Bx?,-0x14ﬁmﬁﬂ'?

jle 80498bd <phase 6+0Xx69>

R, WAL ENERBEREFHIISETRERE: EHEF, ARTEMIBMANATE)

___________________________________________________ (L, v o o e, .

Breakpoint 1, 0x0804985a in phase 6 ()

1
i
i
i
i
1
]
|
i
i
i
]
1
1
|
]
I
1
1
1
i
i
i
i

cy
1
1
[
]
]
1
1
1
i
i
i

(gdb) x/3x ©x804dl15c
Ox804d15c <nodel=:
(gdb) x/3x ©x0804d150
Ox804d150 <nodez=:
{gdb) x/3x Ox0804d144
0x804d144 <node3=>:
(gdb) x/3x ©Ox0804d138
0x804d138 <noded>:
(gdb) x/3x ©xP884d12cC
Ox804d12c <nodeS5=:
(gdb) x/3x ©x0804d120
Ox804d120 <nodeb>:
(gdb) x/3x ©x0804d114

Ox00000009 Gx00000601 g  Bx0804d150
0xb000060 00 0x00000002 1 0x0804d144
0x00000002 0x00000003 3  ©x0804d138
DxBbB0OO0 B4 pxpoopoeed 4 OxB0804d12c
Oxbeoooee’ @x00000005 7  Px0804d120 I
0xbooooee1 6x00000006 2 0x0804d114




0x804d114 <node7>: 0x000000085 0x00000007 O  Ox0804d108
(gdb) x/3x ©x0804d108

0x804d108 <nodeB>: 0x006000 6 0x00000008 §  Ox00000000
(gdb) g
JA_debuoaino session is active. SRRSO . 1 . sttt et

FeFFHEsIN: 15874362, AOBEZEN: 84125637

Llinuxer@debian:~/Downloads$ ./bomb
Welcome to my fiendish little bomb. You have 7 phases with
which to blow yourself up. Have a nice day!

ALl I/0 devices are modeled as files.
Well done! You seem to have warmed up!
15691 20024

Phase 1 defused. How about the next one?
17 35 43 60 81 111

That's number 2. Keep going!

45 e 142

Halfway there!

9 180 Rsaidfo

So you got that one. Try this one.

8 48

Good work! On to the next...
84125637

Curses, you've found the secret phase!

BIXE, EXXRFREBEGEHR, BJ5—RARER, FEPREEREERERN:

08049a47 <secret phases:
8049a47: 55 push  %ebp
8049a48: 89 e5 mov %esp,%ebp
8049a4da: 83 ec 18 sub $0x18, %esp
8049a4d: e8 3T 03 00 00 call 8049d91 <read line>
8049a52: 89 45 T4 mow %eax, -0xc(%ebp)
8049a55: 83 ec @c sub $0xc,%esp
8049a58: ff 75 T4 pushl -0xc(%ebp)
8049a5b: e8 ab fe ff ff call 8049100 <atoi@plt=
8049a60: 83 c4 10 add $0x10, %esp
8049a63: 89 45 fO mow %eax, -0x10(%ebp)
8049ab66: 83 7d fo 08 cmpl $0x0, -0x10(%ebp)
8049%a6a: Je 09 jle 8049a75 <secret phase+0x2e>
8049ab6cC: 81 7d f0 9 O3 60 00 cmpl $0x3e9, -0x10(%ebp)
8049a73: Je 6c¢ jle 8049a81 <secret phase+0x3a>
8049a75: e8 5a 04 00 0O call 8049ed4 <explode bomb=
8049a7a: b8 0O 60 00 G0 mow $0x0,%eax
8049a7f: eb 42 I imp 8049ac3 <secret phase+0x7c>
8049a81: 83 ec 68 sub $0x8,%esp
8049a84: ff 75 fo pushl -0x18(%ebp)
8049a87: 68 10 dz 04 08 push +0x804d210
8049a3c: ed 53 ff ff ff call 80499e4 =fun7=>
8049a91: 83 c4 10 add $0x10,%esp
8049a94: 89 45 ec mov %eax, -0x14(%ebp)
8049a97: 83 7d ec 05 cmpl $0x5, -0x14(%ebp)
8049a9%b: 74 B¢ je 8049aa9 <secret phase+0x62>
8049a9d: e8 32 04 00 00 call 8049ed4 <explode bomb=>
8049%aaz: b8 @0 00 PO 0O mov $0x0,%eax
8049aa7: eb 1la imp 8049ac3 <secret phase+0x7c>
8049aa9: 83 ec @c sub $0xc,%esp
8049aac: 68 4 bl 04 08 push $0x804bled
8049abl: e8 da f5 ff ff call 8049090 <puts@plti=
8049abb: 83 c4 10 add $0x10, %esp
8049ab9: e8 3T 04 00 0O call 8049efd <phase defused=
8049abe: b8 01 60 00 G0 mow $0x1,%eax
8049%ac3: c9 leave
8049acd: c3 ret
rBBB-ﬂlBBetl <funv=:
80499%e4: 55 push  %ebp
fMAA99:5 - /9 &5 mo %een %ehn




v e - - ey e

l 80499e7: 83 ec 08 sub $0X8B,%esp
80499¢ea: 83 7d 08 00 cmpl $0x0,0x8(%ebp)
80499%ee: 75 07 jne 8049917 <fun7+0x13>
8049970: bg ff ff ff ff mowv $OxTFFfffif,seax

Il 8o499t5: eb 4e jmp  8049a45 <fun7+@x61>
8049917 8b 45 08 I mov 0x8 (%ebp) ,%eax

Il gp499fa: 8b 0@ mowv (%eax),%eax
80499fc: 39 45 Oc cmp %eax,0xc(%ebp)

I| se499ff: 7d 19 jge 8049ala <fun7+8x36>
8049a01: 8b 45 08 mov 0x8 (%ebp) ,%eax

i| 8049a04: 8b 40 04 mov 0x4 (%eax) ,%eax

| 8049a07: 83 ec 08 sub $0X8B,%esp
8049a0a: ff 75 0c¢c pushl @8xc(%ebp)

|| 8049a0d: 50 push  %eax

| 8049a0e: eg8 d1 ff ff ff call 80499e4 <fun7=
8049al3: 83 c4 10 add $0x10,%esp
8049al6: 01 ce add %Heax,%eax
8049al8: eb 2b jmp 8049a45 <fun7+0x61>
8049%ala: 8b 45 08 mov 0x8 (%ebp) ,%eax
8049ald: 8b ee mov (Beax),%eax
8049alf: 39 45 Oc I cmp %eax,0xc(%ebp)
8049a22: 75 07 jne 8049az2b <fun7+0x47>
8049a24: b8 00 00 0O 00 mov $0x0,%eax
8049a29: eb 1a jmp 8049a45 <fun7+0x61>
8049az2b: 8b 45 08 mov 0x8 (%ebp) ,%eax
8049aze: 8b 40 08 mov 0x8 (%eax) ,%eax
8049a31: 83 ec 08 sub $0X8B,%esp
8049a34: ff 75 0c¢c pushl @8xc(%ebp)
8049a37: 50 push  %eax
8049a38: e8 a7 ff ff ff call 80499e4 <fun7=
8049a3d: 83 c4 10 add $0x10,%esp
8049a340: 01 ce add %Heax,%eax
8049a42: 83 cb 01 add $0x1,%eax
8049a45: c9 leave
8049a46: c3 ret

X BB R R EVC AT AT, AR5 I gdb BE0804b2e2H BN A, R BAEEK BN DTE phase_4,% 59" Rsaidfo”
08049efd <phase defused=:

8049efd: 55 push  %ebp

8o49efe: 89 e5 mov %esp,%ebp

8049f00: 83 ec 68 sub $0X68,%esp

8049f03: al 6c d2 04 08 mov 0x804d26¢c,%eax

8049f08: 83 fg o7 cmp $0x7,%eax

8049f0b: 75 77 jne 8049784 <phase defused+0x87=
se49fod: 83 ec Oc sub $0xC,%esp

8049f10: 8d 45 a4 lea -@x5c(%ebp) ,%eax

8049f13: 50 push  %eax

8049114: 8d 45 9c lea -0x64 (%ebp) ,%eax

8049f17: 50 push  %eax

8049f118: 8d 45 ao lea -0x60 (%ebp) ,%eax

8049f1b: 50 push  %eax

8049f1c: 68 e2 b2 04 @8 push $0x804b2e2

8049121: 68 cb d3 94 @8 push $0x804d3co

8049726: e8 a5 f1 ff ff call 80490d0 < 1isoc99 sscanf@plt=>
8049f12b: 83 c4 20 add $0X20,%esp

8049f2e: 89 45 f4 mov %eax, -0xc(%ebp)

8049f31: 83 7d f4 03 cmpl $0x3, -0xc(%ebp)

8049135: 75 3d jne 8049774 <phase defused+0x77=
8049737: 83 ec 68 sub $0x8, %esp

8049f3a: 68 eb b2z 84 08 push $0x804b2eb

(gdb) x/2s 0xB804b2e2

0x804b2e2: "ed %d %s"
0x804b2eb: "Rsaidfo"
(gdb) i

WE~RSIRE T, LR R MMANEE, BB RRA BRI AR 2R, wigk, ANEERR R



BEHE: link.
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https://blog.csdn.net/weixin_45809643/article/details/106875783?utm_source=app
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