LY. FRABRBEF

K = F 2016-06-26 15:5328 KA 2344 e
SrRTAE: CTF C#brg: CIF 24

CTF ERRFIENE
6B XEO0IT
TSR

T ) HEIB TR

/
|:"‘

R

ity
blhs
[k 42
8 sasll

LN
/ / / \\.7

redrain
205

About Me

id:redrain

AESMERAFERSEUISA

RFREEHE, CTF wargameZF&E SREINEACTFElZZbalabala
light4freedompa

blog: http://www.hackdog.me

BB writeup : http://www.hackdog.me/writeup/
CTFHEES

AT THERNZE AATHRRA—FE R
B/ HRR R T B

WEERRICTFES wargameZ

EEERAZEEE 7 web, binary, MR nfee ThiZ e, RERES
SERSTEMR) Li)L

ctftime

http://ctftime.org


https://blog.csdn.net/the__blue__sky
https://blog.csdn.net/the__blue__sky/category_6286031.html
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://blog.csdn.net/the__blue__sky/category_6286031.html
http://p6.qhimg.com/t01c3b3a5060694c6e4.png
http://ctftime.org/

Team rating Last events a
MWi4 i3 Mn 204 [ s1c3cTF
+ 20 29, 2014, 8 p | Hambung, Germany
Placs  Tows Coumtry Rty Place  Team Conntry Points.
& 1 Dengon Secter - 1TERATY w1 Owfla 140.000
- 1582 1T 2 AT
- 1356 404 3 —-— A
- 1074003 >3 -
i [7] RUCTFE 2014
- —— #1120, 2014, 7 pm | Oncling
e 742.388 Place  Team Comntry Poings
= 585,605 wi  Bushwhacken - 140,000
= B 52 2 doua - 96,985
- 658276 3 FAUST - B8O
B [ Ghost in the Shelicode Teaser 2015
Upcoming events o = 14,2014, 9. | Orvioe
Format  Name Dats Duration
Place Taam Courrtry Points
HackiM 2016 A 08, 2005 D630 An, 2doh
B 0630 TS i - 10000
e Tach Yescair 2015 — 18, 205 0000 — —F 11, 141 EL
E £ On-line. 21:00 UTC
wechall
http://wechall.net
« [c] www.wechall.net/country_ranking/player/redrainfirank_22 Lo e & W (G

s[1] Links L nt PM wnloads Groups Logout [redrain]

it N
We €hall
A

Statistics &)
The best hackers and challenge solvers from China,
(Giobal Ranking] (Site Ranking] (Langusge Ranking ] (Cotegory Ranking ] (Site Masters  (Player Comparisan)
1 loveOday 168270
yibipl 1677
g gvelr:‘gguﬁ z:::: 58 Active Sites
4 strawdog 37727
§ MrHalf 27363
6 Seter 27350
7 Slipper 27188
8 nabla 25984
9 b0nOn 22086
10 m13253 15008
11 Poisonlvy 12659
12 hhh 12193
13 KAIOZ 11723
14 wuyan 7730
15Y 618 £294
16 bl_One 5967
17 D3AdCa7 3448
18 random 3196
192tz 2065
20 LittleHann 2021
21 peak_fly 1956
22 redrain 1923

SEMHRERA
SKEM=E (gather info)

B TA(sqli xss...)

BURIEEFH privilege elevation)

KNSR

(ERMEE

RSS2 ERE % RIS (iis,apache,nginx,djangoZwebserver)
httplRFFRSL

fa2Zwhois

BRI

phpinfo(web#t)

R SR G RAS B EHsqliEREY)

EERER


http://p3.qhimg.com/t012b95f80a9fcb5b41.png
http://wechall.net/
http://p7.qhimg.com/t01f54f49684b386533.png

FZEIRSICERIRSS S =R

s

BEERvul scannerA<ftigHsEE

RS LR A EISRIEE K E R R B Z A ds FkiE

= o T ——
o . php.testsparker.com

-t
PO Cros svescrping

5 amn CRITICAL (3! Cancurrent Connections: & —

& Ffmm i = . s
[ Autocompictz Enabied i .
© Autocompite Enabled Passucr Fild) IMPORTANT
R Psucrd Toamsenited e HTTP =

¥ Cookie Not Marked s HitpOnly MEDIUM (3) Atacking (6)
/¥ [Possibie Cross.site RquestForgery i

7 i proaeest s passe
B Teersamal -0 e =
B amstprp LOW (11) Inslookup.php Py .
B rookunshe Jani pngRd-tet 1425 (15150, ecton B —
¥ [Possibied Internal B* Address Disclosure: nslookup. php. 055 (9151 Remote Code Evaluation  [26321 Plus (ASP)
= Gram) Inslookun pho 0ss oy
@ Command oection
B processhak-

9 Backup Source Code Detacted -
[ [Possivie] Backup Fie Discosure
= meen
U (Possibie Source Coda Disclorure (P4P)

INFORMATION (10)
(s

B Imemals = ==

[ Wt Pages With puts &

* Dushboard
Crawing & Atackin (2/9)- + @ Cammand ition
F— | 8 vtk b
@ fencee el
e P L P ncusion
preer— R asmrd st ov HTTH
Cumasosez 29mamc B s
i) Y I Crom st enping i Ramc i nchson
sy Pl + 18 Backup Source Code Detectad
[ SN Datected
et e § 1B Open Shvrih Cient Ao Pocy Detected
WA R 128

w3af

w3af - Web Application Attack and Audit Framework - o x

Profiles Edit View Tools Configuration Help

Scan config | Log | Results | Exploit: |

Profiles Target: |Insert the target URL here | | Start | |
-
OWASP_TOP10 # audit 0

audit_high_risk # auth 0

bruteforce = bruteforce

fast_scan  discovery

full_audit + evasion o
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[14:43:32] [INFO] heuri: that GET parameter 'articleid®

[14:44:03] [INFO] GET param -articleid” is -based blind - WHERE or HAVING claus

[14:44:11] [INFO]1 GET parameter "articleid” is "Generic UNION query (NULL) - 1 to 20 columns’ injectable
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attack save columns

Filter: showing all items

results rtarget rpositions rpayloads roptions

request payload status error | time...| length comment
9621 9520 200 il L] [322
9622 9621 200 [ ] [] [322
9623 9522 200 [ ] [] [322
9624 9623 200 il [ 316
9625 9624 200 i [ ] [322
9626 9525 200 [ ] [] [322
9627 9626 200 - [] [321
9628 9627 200 - [] [321
9629 9528 200 - [] [322
9630 9529 200 - [ ] [322
9631 9630 200 - (] [321
9632 9631 200 - [ ] [322
9633 9632 200 - [ ] [322

request | response |

raw | headers | hex |
[ "o [ o |

HTTP/1.1 200 OK

Server: Felix

Date: Thu, 17 Jul 2014 10:36:47 GHT
Content-Type: text/html; charset=utf-8
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Content-Length: 165

JOueryl8208365310612134635 1405592037602( {"status" : 200, "message" :60,"s" :1,"m" : " \udfee\u6539\ué
210\u529f" , "run_time':0.083384990692139,"run_timel":0.066039085388184})
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