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HEIERRZKRIDS_Store
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T EIR KRB ZE— A pcapng I3, & —A wireshark 5]k #3015 .

i 01.pcapng

RIA flagixiNzip X

i 0l.pcapng [Wireshark 1.6.0 (SVN Rev 37592 from /trunk-1.6)]
Ele Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Eooee DEAXRE I QA+esTL BEE QQQAD @M% O
Filter: | http ~ | Expression.. Clear Apply

No. Time Source Destination Protocal Length Info

L A

4 0.000398192.168.91.1 192.168.91.108 HTTP 476 GET /flag.zip HTTP/1.1

50.000951192.168.91.108 192.168.91.1 HTTP 566 HTTP/1.1 200 OK (application/zip)

@ Frame 4: 476 bytes on wire (3808 bits), 476 bytes captured (3808 bits)
= Ethernet II, Src: Vmware_c0:00:08 (00:50:56:c0:00:08), Dst: Vmware_f2:4e:17 (00:0c:29:f2:4e:17)
@ Destination: Vmware_ f2:d4e:17 (00:0c:29:12:4e:17)
# Source: Vmware_c0:00:08 (00:50:56:c0:00:08)
Type: IP (0x0800)
= Internet Protocol Version 4, Src: 192.168.91.1 (192.168.91.1), Dst: 192.168.91.108 (192.168.91.108)
Version: 4
Header length: 20 bytes
@ Differentiated Services Field: 0x00 (DsSCP Ox00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
Total Length: 462
Identification: 0x25c4 (9668)
@ Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to live: 64
Protocol: TCP (6)
#= Header checksum: Oxdba7? [correct]
Source: 192.168.91.1 (192.168.91.1)
Destination: 192.168.91.108 (192.168.91.108)
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D:~CTF>binwalk B1.pcapnyg
suggest: you’'d better to input the parametersz enclosed in double guotes.
made by pcat

DECIMAL HEXADECIMAL DESCRIPTION

Zip archive data. encrypted at least vi.@ to extral
t. compressed size: 47. uncompressed size: 35, name: flag.txt

Bx658 End of Zip archive, footer length: 22

{5 Fforemost E 2143 55

.bash_profile .config/

[root@Ring® ~l# foremost ©1.pcapng

Processing: OLl.pcapng

| foundat=Fflag.txt

* |

[root@Ringd ~]# 11

total 16
root Now 27 B1.pcapng
root \ 7 17 binwalk
root root 4096 M [ :04 foremost-1.5.7
root root 4 27 } output

[root@Ringd ~]# cd output/

[root@Ringd outputle 11

total 8

-rw-r--r-- 1 root root 659 Nov 27 ) audit.txt

drw: -- 2 root root 4096 M 7 22:38 zip

[root@Ringd outputl# cd zip/

[root@Ring® zipl# 11

total 4

-MwW-r--r-- 1 root root 198 Nov .

[root@Ringd zipl# il
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Advanced Archive Password Recovery $5iHZE:
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2016/11/27 23:40:17 - 7 {4"C: \Users\Shadow\Desktop00000002.2ip 2T F = ~
2016/11/27 23:40:17 - ;-T-gagjjlizfﬁ

2016/11/27 23:40:17 - 1S D HTES!

2016/11/27 23:40:17 - 234739 2112 —T-E0O% w7

RO % 234789 FIEE: 7,336,906 pfs
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ARCHPR. version 4.54 (c) 1997-2012 ElcomSoft Co. Ltd.
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T8 Rpass Kt 7 K I F 15 Apadd

3 (& DACTRtH==R02.mp3 - Notepad++ — O ®
i REE FRQ #WEY BfRM 50 EED =Q ETR O BEEE sO0w 2 X
o_] =] ta[gllﬂi | ||H |% g|'—‘I. '_!. =1 E.-EL]D|. .ﬁ|¥£Lﬁ5
= ChessBoard.java_Jl = a4 tx'L_Jl = tranlate.p;._.]] = DZ.mpi_Jl H r_bimwalk ped = UZ.mpﬂl T
EE I T (G DC 4 Mot ST ES A
EBENTT ? & cEEE F‘f‘f 3 @ DeERHRES IR IR LE,

P Er B &> :@f S
GIE R < DR FE ¥ M ; - i
HES|DC | e A D)C 4 ]

€Em @ [NvER Asizeff1iiE BEE-E00 [EamesEcomac {2 E8E+zh 75 i oL AN D

ru \EggEmm FsiT2@88Hcx (27

dhama1\pBEs E 2 B N 6226028 HESKE-FEc{EammEn FnZ Bo=0, Ev\BE (FCTpael CLIE 4=l
1 (ETE IRk N CEIC S G F T |-yt =5 L1 = S {BEt e FE oS EEEF (0oMEf~2vEE 2512405 B, 3 @i GESN = . bpas
8:padd

1 2E1E MEREEE ) LE

o qgsl E OIF k/REEERET pEf+ ERHE R I 28 Esn B EME BT miE o E{E o i il o0
LR R T e U LI F F o SCH MU LIS U LINU LB S B 5.5 A F O T EAait S DL F J3 [DLFE=A1 S v 1

2 ?%ﬂ]ﬁ?e[iﬁmﬂ%]z?%fé %%ﬁzﬁ%w%ﬂkwc&mﬁ?mmﬁr%ﬂpsz;ﬂ

1]
P

_F  EiEpsvGeIs

e}
wn

B 115?3-@,141;‘!2 gmompav - w—‘?—vvﬁ%ﬁﬁﬁﬁﬁv
v—&HFt#o%J’ﬁmEﬁthwﬁoz%vEfﬁ%‘%sﬂﬁv BIErESs  2qe</ESqra HoiRe o y PP

~ Normal text file length : 4218344  lines : 28851 Ln:94 Col:227 Sel:4]|0
— L Feal A S e

ARSI

Dos\Windows

B 2 Fo K E

f§ FIMP3Stegofi# %



5 BN CAWINDOWS\system32\cmd.exe — O X

“MP3S8tego_1_ 1 18~MP3IStegqo>
“MP3S8tego_1_ 1 18~MP3IStegqo>
“MP3S8tego_1 1 18“MP3IStego>Decode_.exe —H —-F padd 82_npd
PF3&tegoEncoder 1.1.17
Cee README file for copyright info
= 'B2_mp3' output file = "8B2_mpd.pcn’
Jill attempt to extract hidden information. Qutput: B2 _npd.txt
he bit stream file B2 _mp3 i= a BIMARY file
DR: ==FFF, id=1. 1=3. ep=off. br=%. =f=0. pd=1, pr=8, mn=8, js=0, c=0, o=8,. e=8
lg.=MPEG-1. layer=II1. tot hitrate=128. sfrg=44_1
ode=stereo. sbhlim=32. jshd=3Z. ch=2
[Frame 1808722 1Avg slotssframe = 417.91%9; bssmp = 2.98; br = 127.988 kbps
IDecoding of "B2_mp3" is finished
he decoded PCH cutput file name is "B2 .mp3.pcm'
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Plaintext:

Ciphertext:

Plaintext-alphabet Parse alphabet == 52 Signs

ABCDEFGHT JETMND EYZabedefighijklmnopgratuviviyz

YZabcdefghijklmnopgrstuve

yZLBC

Ciphertext-alphabet

Key
13 - Rot-13 (uppercase only)

DEFGHIJKILM

® Encrypt
Decrypt

#| Case sensitive

#| Keep non-alphabet characters
Delete blanks
(blocks of 5)
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