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1.Hello, CTF

Bl H [https://www.jianshu.com/p/8272ed14cfde] B Hpythonfi# 163 &l 4s D 1) 77 %
437261636b4d654a757374466f7246756€
CrackMeJustForFun

FLAG:

flag
CrackMedJustForFun

FCiE s AHE:
Gr#r:


https://blog.csdn.net/Wolffy007
https://so.csdn.net/so/search/s.do?q=c%25E8%25AF%25AD%25E8%25A8%2580&t=blog&o=vip&s=&l=&f=&viparticle=
https://blog.csdn.net/Wolffy007/article/details/121691475

S EAER
while ( 1)

I
1

memset (&v10, O, Ox20u);
v1ll
v12
sub_40134B((int)aPleaselInputYou, v6);
scanf(asS, v9);
if ( strlen(v9) ox11 )
break;
v3 0;
do

{

break;
sprintf(&v8, asc_408044, v4);

strcat(&v1o, &v8);

v3;

}
while ( v3 IVAD

2.insanity

DO:

IDAIT I &% DA G

DO2:

KRB —ANHERIRR: This_is_a_flag
FLAG:

9447{This_is_a_flag}

3.python-trade
DO

* [P pyc-—>py
(\RZE

A H AR .



import base64

def encode(message):

s

for i in message:

X (1) 32

X X 16

s €9)

print(s)

return base64.b64encode(s)

o fEHY:

a=base64.b64decode(

X

for i in a:

X (( (i)-16)"32)

print x

FLAG: flag:nctf{d3cOmpil1n9 PyC}
4.rel
1.81E -

1 FA R 6 O 1

BRAER:

.rdata:00413E34 xmmword_413E34 xmmword ‘Otem0Oc1eW{FTCTUD’
.rdata:00413E34 ; DATA XREF: _main+101r

.rdata:00413E44 qword_413E44 dq }FTCTUD’ ; DATA XREF: _main+271r

o FZHE:
/N AR

BRER:

DUTCTF{WelcOmetODUTCTF}

o EEE —R: HTaRBHRATIH

DUTCTF{WelcOmetODUTCTF}

2R 53 ¥t -



1E 3 :
_mm_storeu_sil28((__m128i *)&v5, mm_loadu sil28((const _ m128i *)&xmmword 413E34));

v6 gqword_413E44;
v8 0;
printf(
printf(
printf( )
scanf( , &v9);
e strcmp((const char *)&v5, &v9);
if ( v3)
v3 (v3 Q) 1;
if ( v3)
printf(aFlag_0);
else
printf((const char *)&unk_413E99);
system( )

return 0;

B 2] unk_a13e00 B BEEZaREITRE.

printf(aFlag_0);
else
printf((const char *)&unk_413E99);

v3 = -(v3 < 0) | 1 fiBH)E V3 R

5.game

BEAMR: KGRLE L Tk, HEHERD T, HIUFHFMEHS

T 3% -

Writeup:

1.xctf-wp




if ( byte 532E28[0]
byte 532E28[1]
byte 532E28[2]
byte 532E28[3]
byte 532E28[4]
byte 532E28[5]
byte 532E28[6]
byte 532E28([7]

R R R R R R R R

sub_457AB4();

B
BRFHH, REflag, BEHEENBIXA) 1 F7E 1 B H.

sub_457AB4(); #A:

sub_45A7BE((int)
v60
v61l
v62
v63
v64
V65
v66
v67
v68
v69
V70
v71
V72
v73
v74
V75
V76
v77
v78
v79
v80
v81
v82
v83
v84
v85
v86
v87
v88
v89
voo
vol
v92
v93
vo4
v95
v96
v97







i) (&v60
i) ox13u;

return sub_45A7BE((int) , (unsigned int)&v3);

BREN:

a=[123,32,18,98,119,108,65,41,124,80,125,38,124,111,74,49,83,108,94,108,84,6,96,83,44,121,104,110,32,95,117,101,
99,123,127,119,96,48,107,71,92,29,81,107,90,85,64,12,43,76,86,13,114,1,117,126]
b=[18,64,98,5,2,4,6,3,6,48,49,65,32,12,48,65,31,78,62,32,49,32,1,57,96,3,21,9,4,62,3,5,4,1,2,3,44,65,78,32,16,97
,54,16,44,52,32,64,89,45,32,65,15,34,18,16]

for i in (56):
a[il=a[i]”b[i]
a[il=a[i]”19
print( (a[i]),end )

flag: zsctf{T9is_tOpic_1s vbry int7resting_b6t others_are nOt}

gk **0D
o ik flag

(S By % A7 R W VR i PT B8 )7 15 AL A1), 2 ORI AR A7 T SR B3 B A% (img-Z89ZxcPy-1638494859438)
(C:\Users\YuDong\Pictures\%&ic\11.JPG)]

o ITRWFFHINE
o WAMAE Tclsk

(&M By % A7 R W VR i PT Be A )7 S AL, 2 ORI AR A T SR B B A% (img-Vo Y7 TAJH-1638494859439)
(C:\Users\YuDong\Pictures\%&ic\13.JPG)]

[SME By 2 A7 SR W VR i PT Be R 17 15 L A1), 2 UOK B8 v OR A7 T SR B B A% (img-UCmUaxu9-1638494859440)
(C:\Users\YuDong\Pictures\%&ic\14.JPG)]

6.open-source



BB R XGRSk B R, AT EER T —BIRAH

int main(int argc, char *argv[]) {

if (argc 4) {
printf( )
exit(1);
)i
unsigned int first atoi(argv[l]);
if (first oxcafe) {
printf(
exit(2);
)i
unsigned int second atoi(argv([2]);
if (second ) 3 second 17 8) {
printf( )
exit(3);

1
J

if (strcmp( , argv[3])) {
printf( );
exit(4);
)i
printf( );
unsigned int hash first 31337 (second 17) 11 strlen(argv[3]) 1615810207;
printf( );
printf( , hash);
return 0;

fiBR TR e R -
FEBR— N EFMFRET, AAANTEhash
R TR SR 1 B o) B

for second in (100):
if not(second 5 3 or second 17 8):
print (second)

Fox B 25 441
Oxcafe 31337 (25 17) 11 7 1615810207
print( ( ))

7.simple-unpack

AR IR SXGEE] T — M 5E R 2k i S

o dpx-d “Z #3445

(S By e A7 SR I VR i PT B 17 15 L A1), 2 UOK: 8 v OR A7 T SR L B A% (img-Co0tUNQ T-1638494859441)
(C:\Users\YuDong\Pictures\%&i2\15.JPG)]

o PhfRHG:



int _ cdecl main(int argc, const char argv, const char **envp)

{
char si1;

unsigned __ int64 v5;

v5 = _ readfsqword(0x28u);
_isoc99 scanf((unsigned __ int64)
if ( !strcmp(&sl, flag) )

puts( , flag);
else

puts( , flag);

return 0;

o Bh¥:FflagLE

flag{Upx_1s_nOt_a_d3liv3r_cOmp4ny}

8.logmein
B R ST 46— BB BV A T

9;
strcpy(v8,
4 28537194573619560LL ;
v6 7/¢
printf(
printf(
printf( );
__is0c99_scanf( , S);
e strlen(s);
if ( v3 strlen(v8) )

sub_4007CO(v8);

for (i 0; i strlen(s); i)

I
1

if (i strlen(v8) )
((void (*)(void))sub 4007C0)();

if ( s[i] (char) (*((_BYTE *)&v7 i
((void (*)(void))sub 4007C0)();

1
J

sub_4007F0();

AL

B v MBI M AFHKERER/NTS

I FE:  (char) (*((_BYTE *)&7 + i % v6) ~ v8[i]) :
PEFR AT«

V7 KB N R B VT [1%V6] SR 5 AT AL ig B

51 H:



https://adworld.xctf.org.cn/task/writeup?type=reverse&id=5078&number=4&grade=0&page=1 B Jrwrite up
https://blog.csdn.net/qq_43656475/article/details/103069606 v7 [ HE f# 77 2
https://www.52pojie.cn/thread-1055089-1-1.html BYTE#24E i) 2 /@

=

#tdefine BYTE unsigned char
int main()
{
char v8[20] 5
long long int v7 28537194573619560LL;
printf( ,V7);
int v6 7§
char result[20];
int i=0;
for (i 0; i 18; i)
{
result[i]= (char)(*((BYTE*)&v7
)i
result[i] 5
printf( ,result);

return 0;

ftdefine BYTE unsigned char
int main()
{
char v8[20]
printf( ,strlen(v8));
long long int v7 28537194573619560LL;
char v77[] g
printf( LV7);
int v6 Vg
char result[20];
char result2[20];
int i=0;
for (i 0; i 18; i)
{
printf( > (BYTE *)&v7);

result[i]= (char)(*((char*)&v7 i % v6)
result2[i]= (char)(v77[i % v6] v8[i]);
s
result[i] s;result2[i]
printf( ,result);
printf( ,result2);
return 0;




BITGR:
RC3-2016-XORISGUDa

9. no-strings-attached

A gdbah AR (HRFEFFElinux & W A4 24 fibash i £ 124718 ?

e B T authenticate B %k :

void authenticate()

{

wchar_t ws[8192];

wchar_t *s2;

s2 (wchar_t *)decrypt(&s, &dword_8048A90);
if ( fgetws(ws, 0x2000, stdin) )
{
ws[wcslen(ws) 1] 0;
if ( !'wcscmp(ws, s2) )
wprintf(&unk_8048B44);
else
wprintf(&unk_8048BA4);

)i
free(s2);

AN I

1N T BFTws s2IWHAN (i Fdecryptif BT EHE R)

2. fgets W & Flws
3. KEMO#EF
4. FZFFHxtwsls2
5. 4 ¥T decrypt B
6. HEIFHHs
.rodata:08048AA8 s dd 143Ah ; DATA XREF: authenticate+llto
.rodata:08048AAC db 36h ;
.rodata:08048AAD db 14h
.rodata:08048AAE db (%]

.rodata:08048AAF db (%]
.rodata:08048AB0O db

.rodata:08048AB1 db
.rodata:08048AB2 db
.rodata:08048AB3 db
.rodata:08048AB4 db
.rodata:08048AB5 db




2. fgets W & Flws
3. REmmo#=
4. FRExtwsHIs2
5. 43 HT decrypt BREL
6. E|FRFHs
.rodata:08048AA8 s ; DATA XREF: authenticate+l1lto
.rodata:08048AAC
.rodata:08048AAD
.rodata:08048AAE

.rodata:08048AAF
.rodata:08048AB0O

.rodata:08048AB1
.rodata:08048AB2
.rodata:08048AB3
.rodata:08048AB4
.rodata:08048AB5
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