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1. Initiate

MMSPdu Received ::=
A8 25 80 02 08 00 81 01 ©5 82 01 05 83 01 05 A4 16 80 01 01 81 ©3 05 F8 00 82 OC ©3 EE 19 00 18 00 02 00 00 00 F
D 18

Tag Length Value -- Tag definition
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[8] A8 25 -- initiate-RequestPDU,

A8 = 1010 1000;

bit7,6 = Tag type, 00 = Universal tag, 10 = Context specific

bit5 = , @ = Primitive, 1 = Contructed

INTEGER, BITSTRING, BOOLEAN

SEQUENCE, SEQUENCE OF

IMPLICIT

IMPLICIT SEQUENCE, IMPLICIT SEQUENCE OF

bit4-0 = Value, for primitive Universal tags, value defined in ASN.1, other use [x] in MMS.

[6] 80 ©2 ©8 00 - localDetailCalling (maxProposedMMSPduSize) = 2048 bytes

[1] 81 @1 @5 -- proposedMaxServOutstandingCalling

[2] 82 @1 @5 proposedMaxServOutstandingCalled

[3] 83 01 85 -- proposedDataStructureNestinglLevel

[4] A4 16 -- mmsInitRequestDetail

[0] 80 01 @1 -- proposedVersionNumber, MMS ISO IS 9506

[1] 81 @3 ©5 F8 @@ -- proposedParameterCBB,

BitString(11 bits used)

05 = indicate number of unused bit

F8 00

strl (bit © / array support / MSB of F8) -- supported

str2 (bit 1 / structure support) -- supported

vnam (bit 2 / named variable support) -- supported

valt(bit 3 /alternate access support) -- supported




vadr(bit 4/ unnamed variable support) -- supported

viscera(bit 5/ scattered access support) --

toy(bit 6/ third party operations support) -

villas(bit 7/ named variable list support) -

real(bit 8 / ASN.1 real data type support) -

ache(bit 9/ acknowledge event conditionsupport)

not-supported

not-supported

not-supported

not-supported

-- not-supported

chi(bit 10 / condition event support) -- not-supported

[2] 82 ©C ©3 EE 19 00 18 00 02 00 00 00 FD 18 -- servicesSupportedCalling, see ISO/IEC-9506

Initiate-ResponsePDU

-- localDetailCalled

-- negotiatedMaxServOutstandingCalling

-- negotiatedMaxServOutstandingCalled

-- negotiatedDataStructureNestinglLevel

[0] 80 01 @1 -- negotiatedVersionNumber

[1] 81 @3 @5 F8 @@ -- negotiatedParameterCBB

[2] 82 ©C ©3 EE 19 00 18 00 02 00 00 00 FD 18 --

3. Identify

servicesSupportedCalled




MMSPdu Received ::

AQ@ 05 02 01 91 82 00

[0] AB @5 -- Confirmed-RequestPDU

02 01 01 -- invokeID
( ©2 = 000 0 0010, Universal Primitive tag, Tag Value = 2 = Integer. )

[2] 82 @@ -- ConfirmedServiceRequest, 82 = Request identify

where, invokeID ::=01
4. Identify-Response
MMSPdu Received ::=

Al 2A 02 01 01 A2 25 80 OB 53 49 53 43 4F 2C 2049 6E 63 2E 81 10 41 58 53 34 2D 4D 4D 53 2D 3133 32 2D 30 31 3
8 82 04 32 2E 30 30

[1] A1 2A -- Confirmed-ResponsePDU

02 01 01 -- invokeID, Integer

[2] A2 25 -- ConfirmedServiceResponse, A2 = Response identify.

[0] 80 @B 53 49 53 43 4F 2C 20 49 6E 63 2E -- vendorName

[1] 81 10 41 58 53 34 2D 4D 4D 53 2D 31 33 32 2D 30 31 38 -- modelName

[2] 82 04 32 2E 30 30 -- revision

where,

invokeID: :=01 note: matching of response to 1is done by matching invokeID with response invokeID.

vendorName: :="SISCO, Inc"
modelName: : ="AXS4-MMS-132-018"
revision::="2.00"

check [MMS and ASN.1 Encoding] page 16@.




MMSPdu Received ::

AO 1E 02 01 OA A4 19 A1l 17 A0 15 30 13 AO 11 80 OF 66 65 65 64 65 72 31 5F 33 5F 70 68 61 73 65

[@6] A@ 1E -- ConfirmedRequestPDU

02 01 A -- invokeID

[4] A4 19 -- ConfirmedServiceRequest, A4 = Read

[1] A1 17 variableAccessSpecification

[0] 30 13 -- 1listOfVariable

(30 = 00 1 10000, Universal Constructed)

-- variableSpecification

[0] 80 OF 66 65 65 64 65 72 31 5f 33 5f 70 68 61 73 65 -- name

Identifier (name of variable to read)::="feederl_3 phase"

6. Read -Response

typedef struct var_def




} VAR_DEF;

VAR_DEF feederl_3 phase;

MMS Data Production

Data ::= CHOICE

IMPLICIT SEQUENCE OF,-- arrayed data

IMPLICIT SEQUENCE OF,-- structured data

IMPLICIT BOOLEAN,

IMPLICIT BIT STRING,

IMPLICIT INTEGER,-- signed int

IMPLICIT INTEGER,-- unsigned int

IMPLICIT Floating Point,

IMPLICIT OCTET STRING,

IMPLICIT VisibleString,

IMPLICIT GeneralizedTime,

IMPLICIT TimeofDay,

IMPLICIT INTEGER,-- BCD

IMPLICIT BIT STRING,-- boolean array

IMPLICIT OBJECT IDENTIFIER

The encoded structure of the encoded data can be determined via VAR_DEF

VAR_DEF: :=

struct {

inta;

intb;




MMSPdu Received ::=
Al OF 02 01 OA A4 OA A1 ©8 A2 06 85 01 00 85 0100

[1] A1 F -- ConfirmedResponsePDU

02 01 A -- invokeID

[4] A4 BA -- ConfirmedServiceResponse, A4 = Read

[1] OF A1 @8 -- 1istOfAccessResult

A2 66 -- success, Data of struct

85 01 60 -- int a;
85 01 60 -- int b;

value of a::=00, value of b::=00

XEBIZT 3 FHMMS ).
B AT IX =EFR B IMMS ML A R — g5y, .
Initiate

initiate-RequestPD4 1 4.5 :

localDetailCalling
proposedMaxServOutstandingCalling
proposedMaxServOutstandingCalled
proposedDataStructureNestingLevel
mmsInitRequestDetail
proposedVersionNumber
proposedParameterCBB

servicesSupportedCallingZ%{z 2

Initiate-ResponsePDU% # 8.5 :




¢ |ocalDetailCalled

¢ negotiatedMaxServOutstandingCalling
¢ negotiatedMaxServOutstandingCalled
¢ negotiatedDataStructureNestingLevel
e negotiatedVersionNumber

e negotiatedParameterCBB

e servicesSupportedCalledZ{5 &
Identify:
Confirmed-RequestPDU%: ¥ 5 :

e invokelD

e tag

e ConfirmedServiceRequest& (s B
Confirmed-ResponsePDU% # . 4 :

e invokelD

e ConfirmedServiceResponse
e vendorName

e modelName

e revisionZ{z B

Read:

ConfirmedRequestPDU% # 3.4

invokelD

e ConfirmedServiceRequest
e variableAccessSpecification
e |istOfVariable

e variableSpecification

nameZfE B

ConfirmedResponsePDU%; ¥ .4 -

e invokelD
e ConfirmedServiceResponse

o listOfAccessResult&(E B
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0x03 & /5
T BRI CTF BH, S—AHEHRtamEERT. fag

m 2T = aqaqf
> = -] muax |+
Source Destination Length Info
s s st i 8 et i s e VU B S S L U S
1749 55.8661- 192.16B8.2.53 192.168.2.112 1894 DT TPOU (@) [COTP fragment, 1821 bytes)
1758 55.9661. 192.168.2.53 192.168.2.112 1894 0T TPOU (@) [COTP fragment, 1821 bytes)
1751 55.0661. 192.168.2.112 192.168.2.53 TCR 66 2817 = 182 [ACK] Seqe5@84 Ack=1298055 Win=238456 Len=@ TSval=743627 TSecr=G638677
1752 55.0864. 192.168.2.53 192.168.2.112 COTP 1894 OT TPOU (@) [COTP fragment, 1821 bytes]
1753 55.8664. 192.168.2.53 192.168.2.112  COTP 1894 DT TPOU (@) [COTP fragment, 1821 bytes]
1754 55.8665- 192.168.2.112 192.168.2.53 TP 66 2817 - 182 [ACK] Seq=5884 Ack=1184151 Win=236480 Len=@ TSval=745627 TSecr=638677
1755 55.0666. 192.166.2.53 192.168.2.112  COTP 1894 DT TPOU (@) [COTP fragment, 1821 bytes)
1756 55.0667. 192.168.2.53 192.168.2.112 MM 322 587 confirmed-ResponseFOU
1757 55.0667- 192.168.2.112 192.168.2.53 TR 66 2817 - 102 [ACK] Seq=5084 Ack=1181435 Win=235116 Len=@ TSval=745627 TSecr=G638677
1758 55.0690. 192.16E8.2.112 192.168.2.53 TP 66 [TCP Window Update] 2817 - 102 [ACK] Seq=5804 Ack=1181435 Win=245396 Len=@ TSval=T45627 TSecr=6
1759 55.8788. 192.168.2.112 192.168.2.53 TP 66 [TCP Windew Update) 2817 - 182 [ACK] Seq=5804 Ack=1181435 Win=256968 Len=@ TSval=745628 TSecr=6
1760 55.0761. 192.168.2.112 192,168, 2.53 HM5 99 5088 confirmed-RequestPil
1761 55.1822. 192.168.2.53 192.168.2.112 MMS 95 508 confirmed-ResponsePDU
1762 55.2084_ 192.168.2.112 192.168.2.53 TR 66 2817 = 102 [ACK] Seq=5037 Ack=1181464 Win=256028 Len=@ TSval=745638 TSecr=63IB6A8
1763 146.353. 192.16E8.2.112 192.168.2.53 HMS 182 589 confirmed-RequestPiU
1764 146.394.. 192.168.2.53 192.168.2.112  WMS 765 589 confirmed-ResponsePOU
» DirectoryEntry
¢ DirectoryEntry
# DirectoryEntry
¥ DirectoryEntry
v filename: 1 item
FileName item: flag.tat
» fileAttributes
= DirgctoryEntry
» DirectoryEntry
¥ DirectoryEntry
» DirectaryEntry
= firectnrvFntery
@@ed 36 39 36 32 36 32 38 Sa 20 22 &b 9a 19 0B 66 BC | GBG2G2BZ Q" n
67 Ze 74 78 74 al 14 BB @1 B9 81 @1 32 30
3@ 36 31 34 31 31 31 30 3@ 38 5a 38 2c a9
12 69 65 63 36 31 38 35 30 73 65 72 76 65 T2 iecB18 SBserver
63 66 67 Al 14 88 @1 7r 81 @7 32 38 31 38 3@ .c 201E8
31 34 31 31 31 32 32 30 Sa 38 Ze ad 14 19 12 61411127 @78.
65 B3 36 31 3B 35 3@ T3 65 72 76 65 T2 2 65 LecH1ESE server.e
65 al 16 B8 83 1b OB 36 81 @f 32 38 31 35 3B xe 628158
32 39 30 38 30 31 31 36 5a 38 25 A8 Oc 19 B O2998011 6IB%
6 67 63 66 67 2¢ 7B 6d 6c al 15 B8 02 23 8a  legefg.x m
@r 32 3@ 31 35 39 34 32 31 38 37 32 33 32 W 201584 21872322
30 26 al 8c 19 Ba d4d 46 43 34 37 44 Ze 44 de 7RG N FC420.0L
Al 16 80 83 @& b@ 34 B1 @ 32 30 38 30 39 35 L 4 - - 289905
1 39 3B 36 33 36 32 34 S5a 30 27 ad Bd 19 @b 4d  ZBE63624 7B’ M
O 7 raphicsiring i Flahame i), 8 FH © S 8518 - DR 8518 (000N o ER: Culidt

R R T UK IAFAE flag.txt, BE—PEHLRET .

1771 146.535714 192.168.2.112 192.168.2.53 MMS 110 513 co




i = @ RE Q @« EF & _ @ a q TF

A mms (<] - | ma +
wpurve B e B esxam e @ et Bl
Ha, Time Source Destination Pratocol Length info
1763 146.353787 192.168.2. 192.168.2.53 MHS 182 580 confirmed-RequestPDU
1764 146.394421 192.168.2. 192.168.2.112 MH5 765 589 confirmed-ResponsePDU -
1765 146.396879 192.168.2. 192.168.2.53 MHS 111 518 confirmed-RequestPOU
1766 146440954 192.168.2. 192.168.2.112 MHS 125 518 confirmed-ResponsePDU
1767 146.449222 192.168.2. 192. .53 MHS 112 511 confirmed-RequestPDU

1768 146.487918 192.168.2.
1769 146,480766 192.168.2.
17e 534101

192.
192.
192.

2112 MHS 125 511 confirmed-ResponsePDU
.53 MHS 112 512 confirmed-RequestPOu
125 512 confirmed=ResponsefDU
E conf irned-Reques tPOU
MHS 123 513 confirmed-ResponsePDU
.53 MHS 128 514 confirmed-RequestPDU
2112 MHS 123 514 confirmed-ResponsePDU
W53 MHS 128 515 confirmed-RequestFOU
- 112 MHS 125 515 confirmed-ResponscPDU
.53 MHS 112 516 confirmed-RequestPDU
1778 146.728291 192.168.2.53 192. 2112 MHS 124 516 confirmed-ResponsePDU
1779 146.721963 192.168.2.112 192. .53 MHS 112 517 confirmed-RequestPOU
1780 146.7T67893 102.168.2.53 192.168.2.112 MHS 125 517 confirmed-ResponsefDU
1781 146.7E9673 192.168.2.112 192.188.2.53 MHS 113 518 confirmed-RequestPDU

«168,2.
2112 182,
.33 192,

192,

1772
1773 146.582446 192.168.
1774 146.627526 192.168.
1775 146.620112 192.168.2.112 152.
1776 146.673384 192.168.2.53 1532,

. SE1881 2
2
s
F
2
1777 146.6748408 192.168.2.112 192,
2
2
2
2

Trangmission Control Protecol, Src Port: 2817, Dst Port: 182, Seq: 5218, Ack: 1182348, Len: 44
TPKT, Version: 3, Length: 44
IS0 8873/X.224 COTP Connection-Oriented Tramsport Protocol
150 8327-1 051 Session Protocol
150 8327-1 051 Session Protocol
IS0 BE23 OS] Presentation Protocol
HM5
v _confiomed-Regues i P

invokelD: 513

v confirmedServicefequest: filelpen (72)
v filelpen
¥ TileName: 1 ftem
FileName item: flag.txt
initialPosition: @

dff v ¥ ¥ v ¥

08 @c 20 le 2 d5 @4 Bc 20 bl 20 93 BB 80 45 2P I 1-h--E
BB 6@ B7 €2 48 00 40 B6 Zc cd cB 48 B2 7O c@ A - @@ , p
82 35 Bb 01 88 66 c3 75 61 83 44 69 37 7B B8 18 5. -f.u & DiTx
fa 8d 56 98 84 80 81 @1 RE Ga OB @b 64 2e B4 09 v d
e2 90 03 00 88 2c 02 T B0 B1 DB 81 BB 61 1f 3P i a@
1 82 81 03 a8 1B ad 16 92 62 82 01 bf 48 8f ap H
0058 Ba 19 0B 66 Gc BL 67 2e T4 TE 74 81 81 @0 flag. txt
() ¥ GraphicString {mms Fishame iiem), 8 1 i B518 - BB 1538 (1A.1%) M Default

n EEATR, XRE—RequestPDU, iBRKEIAEIT:

MMS
confirmed-RequestPDU
invokeID: 513
confirmedServiceRequest: fileOpen (72)

fileOpen
fileName: 1 item
FileName item: flag.txt
initialPosition: ©

of B ff) 7 RequestPD U4 1)

M AMRE SR AIR, FFEE XA ResponsePDU

ERERE, RINFEKMHALfleOpen (72) HEHER

fileOpen HI%E & IF AR T IF U9 44 5

RS — A SO Y flag b SO, TIRATHR ZE /K2 fileRead B2 fileWrite

WY LB S, flag tFTEAT A 1771, BARMN R FEMARES L fleRead B fileWrite KIResponsePDU
BBLZTE 1771 J5 N 1733 flag

R4 fileOpen N 72 kK&, 73 MiZ%A fileRead, 74 NiZ%A fileWrite, 75 RiZ%A fileClose
{H 2RI



—
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ﬂrmmmmmm%Mm%m%hfm

No.

SEPHR

300
451
602
754
905
1855
1208
1358
1510
1660
1800
4063
4216
4369
4422

Time
54.543475
54.618571
54.662412
54.7087352
54.768299
54.812376
54.866546
54.906909
54.958874
55.019700
150.419434
380.143719
380.222227
380.259169
382.295733

BE

Source

192.168.2.112
192.168.2.112
192.168.2.112
192.168.2.112
192.168.2.112
192.168.2.112
192.168.2.112
192.168.2.112
192.168.2.112
192.168.2.112
192.168.2.112
192.168.2.112
192.168.2.112
192.168.2.112
192.168.2.112

- 4517 382.949830 192.168.2.112

Frame 166@: 99 bytes on wire (792 bits), 99 bytes captured (792 bits)
Ethernet II, Src: Vmware_bl1:29:93 (00:0c:29:b1:29:93), Dst: Vmware_le:c2:d5 (00:0c:29
Internet Protocol Version 4, Src: 192.168.2.112, Dst: 192.168.2.53
Transmission Control Protocol, Src Port: 2817, Dst Port: 182, Seq: 4971, Ack: 1837443
TPKT, Version: 3, Length: 33

4 Yy Yy VYV VY Y Y YTYY

IS0 8073/X.224 COTP Connection-Oriented Transport Protocol

IS0 8327-1 0SI Session Protocol
IS0 8327-1 0SI Session Protocol
IS0 8823 0SI Presentation Protocol

MMS

v confirmed-RequestPDU

EarhE

Destination

192.168.2.53
192.168.2.53
192.168.2.53
192.168.2.53
192.168.2.53
192.168.2.53
192.168.2.53
192.168.2.53
192.168.2.53
192.168.2.53
192.168.2.53
192.168.2.53
192.168.2.53
192.168.2.53
192.168.2.53
192.168.2.53

FiH S

Protocol
MMS
MMS
MMS
MMS
MMS
MMS
MMS
MMS
MMS
MMS
MMS
MMS
MMS
MMS
MMS
MMS

'F'i'ln.D.narIn

INVOKelD: 507
v confirmedServiceRequest: fileRead (73)

27502684

flag.txt

Length

929
99
929
99
99
99
929
99
99
99
99
99
929
99
99
99

Info
498
499
500
501
502
503
504
505
506
507
527

1148
1149
1150
1153
1156

confirmed-Reqg
confirmed-Req
confirmed-Req
confirmed-Req
confirmed-Req
confirmed-Req
confirmed-Req
confirmed-Req
confirmed-Req
confirmed-Req
confirmed-Req
confirmed-Re
confirmed-Re
confirmed-Re
confirmed-Re
confirmed-Re



mms.confirmedServiceRequest == 74|

Mo.

sarrr B

1760
1802
4417
4512
4932
4951
6436
7713
8511

Time
55.876134
150.472493
380.291930
382.365096
383.144938
386.034230
389.256138
391.7908178
393.843760

B¥

Source

192.168.2.112
192.168.2.112
192.168.2.112
192.168.2.112
192.168.2.112
192.168.2.112
192.168.2.112
192.168.2.112
192.168.2.112

Frame 176@8: 99 bytes on wire (792 bits), 99 bytes captured (792 bits)
Ethernet II, Src: Vmware_b1:29:93 (@@:8c:29:b1:29:93), Dst: Vmware_le:c2:d5 (@@:0c:29:1e:c2:d5)
Internet Protocol Version 4, Src: 192.168.2.112, Dst: 192.168.2.53
Transmission Control Protocol, Src Port: 2817, Dst Port: 102, Seq: 5004, Ack: 1101435, Len: 33
TPKT, Version: 3, Length: 33
IS0 8@873/X.224 COTP Connection-Oriented Transport Protocol
IS0 8327-1 0SI Session Protocol
IS0 8327-1 0SI Session Protocol
IS0 8823 0SI Presentation Protocol

4 ¥y Y Y Y Y YYVYY

MMS

v confirmed-RequestPDU

Destination

192.168.2.53
192.168.2.53
192.168.2.53
192.168.2.53
192.168.2.53
192.168.2.53
192.168.2.53
192.168.2.53
192.168.2.53

EgxhE

ey B faguxt

Protocol Length

MMS 99
MMS gd
MMS 99
MMS 99
MMS 99
MMS 99
MMS 99
MMS 99
MMS 99

LNVORECLL .
v confirmedServiceRequest: fileClose (74)

y

2ua

Nl ek Ra Pk ¥ |

Lol
TLITOLORErCy

T IOEOON

Info

508 confirmed-RequestPDU
528 confirmed-RequestPDU

1151
1154
1159
1162
1174
1185
1193

confirmed-RequestPDU
confirmed-RequestPDU
confirmed-RequestPDU
confirmed-RequestPDU
confirmed-RequestPDU
confirmed-RequestPDU
confirmed-RequestPDU



Am 10 mRE Qes2EF I

' mms.confirmedServiceRequest == 75|
HEFHR % BHKNE e flag.txt
No. Time Source Destination Protocol Length Info

73 K fileRead ¥4k, {HR 74 X fileClose , 75 REIMAA NS, BIULEARTELE write BIHRIE.

LT T, fidEs$mms.confirmedServiceRequest == 73, H7E 1771 175 3Kk flag.txt fifiledata



AN @ m RP AesEFEIST=EQaaql

| W | mms.confirmedServiceRequest == 73

sarrn @ ) B esxs Fw [ feem
Mo, Time Source Destination Protocol Info
380 54.543475 192.168.2.112 192.168.2.53 MMS 99 498 confirmed-RequestPDU
451 54.618571 192.168.2.112 192.168.2.53 MMS 99 499 confirmed-RequestPDU
602 54.662412 192.168.2.112 192.168.2.53 MMS 99 588 confirmed-RequestPDU
754 54.707352 192.168.2.112 192.168.2.53 MMS 99 581 confirmed-RequestPDU
985 54.768299 192.168.2.112 192.168.2.53 MMS 99 582 confirmed-RequestPDU
1055 54.812376 192.168.2.112 192.168.2.53 MMS 99 583 confirmed-RequestPDU
1288 54.866546 192.168.2.112 192.168.2.53 MMS 99 584 confirmed-RequestPDU
1358 54.906909 192.168.2.112 192.168.2.53 MMS 99 585 confirmed-RequestPDU
i 4 95858 74 2 BH G aTa MM gg i onfirmed—-Regue b
1668 55.91970@ 192.168.2.112 192.168.2.53 MMS 99 587 confirmed-RequestPDU
1868 150.419434 192.168.2.112 192.168.2.53 MMS 99 527 confirmed-RequestPDU
4216 380.222227 192.168.2.112 192.168.2.53 MMS 99 1149 confirmed-RequestPDU
4369 380.259169 192.168.2.112 192.168.2.53 MMS 99 1158 confirmed-RequestPDU
4422 382.295733 192.168.2.112 192.168.2.53 MMS 99 1153 confirmed-RequestPDU
4517 382.949830 192.168.2.112 192.168.2.53 MMS 99 1156 confirmed-ReauestPDU
» Frame 1880: 939 bytes on wire (792 bits), 99 bytes captured (792 bits)
» Ethernet II, Src: Vmware_b1:29:93 (00:8c:29:b1:29:93), Dst: Vmware_le:c2:d5 (@0:0c:29:1le:c2:d5)
» Internet Protocol Version 4, Src: 192.168.2.112, Dst: 192.168.2.53
» Transmission Control Protocol, Src Port: 2817, Dst Port: 182, Seq: 5873, Ack: 1103156, Len: 33
» TPKT, Version: 3, Length: 33
» IS0 8073/X.224 COTP Connection-Oriented Transport Protocol
» IS0 8327-1 0SI Session Protacol
» IS0 8327-1 OSI Session Protocol
» IS0 8823 051 Presentation Protocol
S
v confirmed-RequestPDU
invokeID: 527
v confirmedServiceRequest: fileRead (73)
fileRead: 87504892
8060 @8 Bc 29 1e c2 d5 @@ @c 29 bl 29 93 @8 @0 45 @0 ) - Je)eeE

B@18 @@ 55 B7 f8 40 00 48 @6 2c b5 cO aB 82 7@ cd a8 ‘U--@-@ ,rceepee

0820 @2 35 8b 91 @@ 66 c9 75 64 la 44 69 3a aB 80 18 ‘5 ud-Di:---
pp3a  fa b5 4d @b @0 00 1 @1 088 Ra @@ @b 64 54 40 @9 i ¢ LT L LE
AR4R ed4 14 03 90 @0 21 82 T B0 A1 @0 @1 99 61 14 30 senaifee weeas a-@

Be58 12 @2 @1 03 ab 0d a@ @b 02 02 82 @f 9f 49 @4 85
pe6a 37 34 dc 74-

RIE 1771 TR BIEM—4T8 1800, X417 N RequestPDU, F R BIH XTI invokelD=527 ] ResponsePDU:



dm:®mRE Qe2EFL _ = aaql

—

| mms.invokeiD == 527 | ma. |+

wlree B e B Gsxem E LI - v B

Ka, Time Source Destination Protocol Length Info
1898 150.419434 192.168.2.112 192.168.2.53 MHS 99 527 confirmed-RequestPDU
1801 158.466806 192.168.2.53 192.168.2.112 MMS 189 527 confirmed-ResponsePDl

Frame 1881: 182 bytes on wire [B72 bits), 189 bytes captured (872 bits)

Ethernet II, Src: Apple_c7:B8:1e (6@:THB:1ld:c7iBB:lel, Dst: Vaware_bl:Z9:93 (@0:@c:29:b1:29:93)
Internet Protocol Wersionm 4, Src: 192.168.2.53, Dst: 192.168.2.112

Transmission Control Protocol, Src Port: 102, Dst Port: 2817, Seq: 1103156, Ack: 5586, Len: 43
TPKT, Version: 3, Length: 43

IS0 BA73/K.224 COTP Connection-Oriented Transport Protocol

150 8327-1 051 Session Protecol

150 8327-1 OS5I Session Protocol

150 8823 05I Presentation Protocol
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captures = pyshark.FileCapture("question_1531222544 JYVFGmLP49PFCOR2.pcap")
flag _frsm = False
flag_frsm_id = None
flag_read = False
for capture in captures:
for pkt in capture:
if pkt.layer_name ==

mms" :
# file open
if hasattr(pkt, "confirmedservicerequest") and int(pkt.confirmedservicerequest) == 72:
if hasattr(pkt, "filename_item"):
filename_items = pkt.filename_item.fields
for £ in filename_items:
file _name = str(f.get_default_value())
if file_name == "flag.txt":
flag _frsm = True
if hasattr(pkt, "confirmedserviceresponse") and int(pkt.confirmedserviceresponse) == 72 and

# print(pkt.field_names)
if hasattr(pkt, "frsmid"):
flag _frsm_id = pkt.frsmid
flag_frsm = False
# file read
if hasattr(pkt, "confirmedservicerequest") and int(pkt.confirmedservicerequest) == 73 and fl

if hasattr(pkt, "fileread"):
if str(pkt.fileread) == str(flag frsm_id):
flag _read = True
flag_frsm_id = None
if hasattr(pkt, "confirmedserviceresponse") and int(pkt.confirmedserviceresponse) == 73 and

if hasattr(pkt, "filedata"):
data = str(pkt.filedata).replace(":", "")
print(hex_to_ascii(data))
flag read = False
except Exception as e:
print(e)

def hex_to_ascii(data):
data = data.decode("hex")
flags = []
for d in data:
_ord = ord(d)
if (_ord > ©) and (_ord < 128):
flags.append(chr(_ord))

return .join(flags)
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https://xumingyong.iteye.com/blog/366976
https://laucyun.com/a6ce133bc845d6a2eb3442b24fd7300a.html
https://ctf-wiki.github.io/ctf-wiki/ics/ctfs-zh/
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