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9, fin = fopen("p.bin™, "rb");
18| w4 = "err @";

11| if ( !¥in )

12 goto LABEL_4;

13| w5 = fin;

14| fseek(fin, @LL, 2);
15| file size = ftell(vs);
16| fseek(vs, @LL, @);

17| w6 = file_size;

18| if ( file_size <= @ )

19| {

28 vd = "err 1";

21 |LABEL_4:

22 puts(v4);

23 return @xFFFFFFFFLL;
24| 3}

25| vE = malloc(file size);

26| ptr = vE;

27| w4 = "err 3";

28| if ( Iva )

29 goto LABEL_4;

3@ wvd = "err 47;

31| if ( file_size != fread(vs, lulL, v&, v5) )
32 goto LABEL_4;

33| fclose(vws);

34| w4 = "err 573

35| if ( (unsigned int)vM Start() )
36 goto LABEL_4;

37, free(ptr);

38| return @LL;

39}
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__int64 sub_400896()

{
__int64 v@; // rax
_BYTE *vi1; // rbp
int index; // ebx
__int64 v4; // rdx
__int64 v5; // rax
__int64 v6; // rax
__int64 v7; // rax
__int64 v8; // rax
__int64 v9; // rax
int v1e; // eax
__inte4 vi11; // rax
char v12; // dl
int v13; // eax
int v14; // eax
_BYTE *input_len; // rax
__inte4 vie; // rax
__inte4 v17; // rax
__inte4 v18; // rax

7 oLL;
vl ptr;
while ( 1)
{
index = vO@ + 1;
switch ( vi[ve] )
{
case 0:
return *(unsigned int *)&vil[index];
case 1:
goto LABEL_35;
case 2:
v4 = index;
index = v@ + 9;
vl[*(signed int *)&vi1[v4]] = *(_DWORD *)&vi[(signed int)ve + 5];
break;
case 3:
v5 = index;

index += 4;




*(signed int *)&v1[v5
goto LABEL_27;
case 4:
v7 = index;
index += 4;
v8 = *(signed int *)&v1[v7];
goto LABEL_31;
case 5:
v9 = index;
index += 4;
v10 = (char)vl[*(signed int *)&vi[v9]];
goto LABEL_21;
case 6:
vll = index;
vl2 = tmpl;
index += 4;
v8 = *(signed int *)&vi[vi1l];
goto LABEL_9;
case 7:
vl3 = tmpl;
goto LABEL_23;
case 8:
vli4d = ~(tmpl & tmp2);
goto LABEL_12;
case OxA: B PRI — AN
vl4 = getchar();
goto LABEL_12;
case OxB:
putchar(tmp2);
break;
case OxC: /] TEFRFBRRRKE
input_len = &vl[*(signed int *)&vl[index]];
if ( *input_len )
{

index = *(_DWORD *)&vl[index + 4];
--*input_len;
}

else

{

index += 8;
¥
break;
case OxD:
++tmp2;
break;
case OxE:
++tmpl;
break;
case OxF:
vl4d = tmpl;
goto LABEL_12;
case 0x10:
v10 = tmp2;
goto LABEL_21;
case Ox11:
vl6 = index;
index += 4;
vl3 = *(_DWORD *)&v1[v16];
LABEL_23:




break;
case 0x12:
v6 = tmpl;
goto LABEL_
case 0x13:
v6e = tmp2;
LABEL_27:
vl4 = (char)vi[vé6];
goto LABEL_12;
case 0x14:
vl7 = index;
index += 4;
v1l4 = *(_DWORD *)&vi[v17];
goto LABEL_12;
case 0x15:
v1l8 = index;
index += 4;
v10 = *(_DWORD *)&vi[v18];
LABEL_21:
tmpl = v10;
break;
case 0x16:
v8 = tmpl;
LABEL_31:
vl2 = tmp2;
LABEL_9:
vi[v8] = vi12;
break;
case Ox17:
vl4 = tmp2 - tmpl;
LABEL_12:
tmp2 = vi4;
break;
case 0x18:
if ( tmp2 )
LABEL_35:
index = *(_DWORD *)&vil[index];
else
index vl + 5;
break;
default:
break;
¥
if ( index >= file size )
return OLL;

vl = index;
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tinclude<stdio.h>
#tinclude<stdlib.h>
#include"defs.h"
int file size;
void *ptr;
int64 sub_400896()
{
__int64 ve; // rax
unsigned char *vi;
int index; // ebx
__int64 v4; // rdx
__inte4 v5; // rax
__int64 v6; // rax
__inte4 v7; // rax
__inte4 v8; // rax
__inte64 v9; // rax
int v10; // eax
__int64 v11; // rax
char v12; // dl
int v13; // eax
int v14; // eax
unsigned char *input_len; //
__inte4 vile; // rax
__int64 v17; // rax
__inte4 v18; // rax
int tmpl, tmp2;
tmpl = tmp2 = 0;
vl = OLL;
vl (unsigned char*)ptr;
while (1)
{
index = vO@ + 1;
switch (vi[ve])
{
case 0:
return *(unsigned int *)&vi[index];
case 1:
goto LABEL_35;
case 2:
//printf("index= @x%x\n", index);
v4d = index;
//printf("v4 = index;\n");
//printf("vd= 0x%x\n", v4);
//printf("ve= 0x%x\n", vO);
index = v@ + 9;
//printf("index = v@ + 9;\n");
//printf("index= @x%x\n", index);
vli[*(signed int *)&v1[v4]] = *(unsigned int *)&vi1[(signed int)ve + 5];
printf("vi[*(signed int *)&vli[v4]] = *(unsigned int *)&vil[(signed int)ve + 5];\n");




break;
case 3:

//printf("index= @x%x\n", index);

v5 = index;

//printf("v5 = index;\n");
//printf("v5= 0x%x\n", v5);

index += 4;

//printf("index += 4;\n");
//printf("index= 0x%x\n", index);

v6 = *(signed int *)&v1[v5];
//printf("ve = *(signed int *)&vi[v5];\n");
//printf("v6= 0x%x\n", v6);

goto LABEL_27;
case 4:

//printf("index= 0x%x\n", index);

v7 = index;

//printf("v7 = index;\n");
//printf("v7= 0x%x\n", v7);

index += 4;

//printf("index += 4;\n");
//printf("index= @x%x\n", index);

v8 = *(signed int *)&vi[v7];
//printf("v8 = *(signed int *)&vi[v7];\n");
//printf("v8= @x%x\n", v8);

goto LABEL_31;
case 5:

//printf("index= @x%x\n", index);

v9 = index;

//printf("v9 = index;\n");
//printf("v9= @x%x\n", v9);

index += 4;

//printf("index += 4;\n");
//printf("index= @x%x\n", index);

v1e = (char)vl[*(signed int *)&v1[v9]];
printf("v10 = (char)vi[*(signed int *)&v1[v9]];\n");
printf("v10= @x%x\n", v10);

goto LABEL_21;

case 6:

//printf("index= @x%x\n", index);

vll = index;

//printf("v1l = index;\n");
//printf("v1l= @x%x\n", vi1);

vl2 = tmpl;

//printf("v12 = tmpl;\n");
//printf("v12= @x%x\n", v12);

index += 4;

//printf("index += 4;\n");
//printf("index= @x%x\n", index);

v8 = *(signed int *)&vi[vil];
//printf("v8 = *(signed int *)&vi[v11];\n");
//printf("v8= @x%x\n", v8);

goto LABEL_9;

case 7:

//printf("v13 = tmpl;\n");

vl3 = tmpl;

//printf("v13= 0x%x\n",tmpl);

goto LABEL_23;

case 8:

printf("tmpl= Ox%x tmp2= Ox%x\n",tmpl,tmp2);




vli4d = ~(tmpl & tmp2);
printf("vl4 = ~(tmpl & tmp2);\n");
printf("v14= ox%x\n", vi4);
goto LABEL_12;
case OxA: [/ BB PR — AN
vl4 = getchar();
goto LABEL_12;
case OxB:
printf("\n");
putchar(tmp2);
printf("\n");
break;
case OxC: /] HHEFRFRERRKE
input_len = &vl[*(signed int *)&vl[index]];
if (*input_len)
{
index = *(unsigned int *)&vl[index + 4];
--*input_len;
¥
else
{
index += 8;
}
break;
case OxD:
++tmp2;
printf("++tmp2\n");
printf("tmp2= @x%x\n", tmp2);
break;
case OxE:
++tmpl;
printf("++tmpl\n");
printf("tmpl= @x%x\n", tmpl);
printf("\n");
break;
case OxF:
vl4 = tmpl;
//("v14 = tmpl;\n");
//printf("v14 = ox%x\n", tmpl);
goto LABEL_12;
case 0x1@:
v1o = tmp2;
printf("vie = tmp2;\n");
printf("v1e = ox%x\n", tmp2);
goto LABEL_21;
case Ox11:
//printf("index= @x%x\n", index);
vle = index;
//printf("vli6 = index;\n");
//printf("v1e= 0x%x\n", index);
index += 4;
//printf("index += 4;\n");
//printf("index= @x%x\n", index);
vl3 = *(unsigned int *)&vi[v16];
//printf("v13 = *(unsigned int *)&vi[vi16];\n");
//printf("v13= 0x%x\n", vi13);
LABEL_23:
//printf("tmp2 = Ox%x v13= Ox%x\n", tmp2,vi3);

tmp2 += v13;




//printf("tmp2 = Ox%x;\n",tmp2);
break;
case 0x12:
= tmpl;
//printf("ve = tmpl;\n");
//printf("ve = @x%x\n",v6);
goto LABEL_27;
case 0x13:
v6 = tmp2;
//printf("v6 = tmp2;\n");
//printf("vé6 ox%x\n", v6);
LABEL_27:
vl4 = (char)vi[v6];
//printf("v14 = (char)vi[v6];\n");
//printf("v14 = Ox%x\n",v14);
goto LABEL_12;
case 0x14:
//printf("index= 0x%x\n", index);
vl7 = index;
//printf("v17 = index;\n");
//printf("v17= @x%x\n", v17);
index += 4;
//printf("index += 4;\n");
//printf("index= @x%x\n", index);
vl4 = *(unsigned int *)&vi1[v1l7];
//printf("v14 = *(unsigned int *)&vi[v17];\n");
//printf("v14= 0x%x\n", vi4);
goto LABEL_12;
case 0x15:
//printf("index= @x%x\n", index);
v1l8 = index;
//printf("v18 = index;\n");
//printf("v18= @x%x\n", v18);
index += 4;
//printf("index += 4;\n");
//printf("index= @x%x\n", index);
v10 = *(unsigned int *)&v1i[v18];
printf("v1e = *(unsigned int *)&v1[v18];\n");
printf("v10= 0x%x\n", v10);
LABEL_21:
tmpl = v10;
printf("tmpl = v10;\n");
break;
case 0x16:
v8 = tmpl;
//printf("op:0x16 v8= Ox%x\n", tmpl);
LABEL_31:
vl2 = tmp2;
printf("v12 = tmp2;\n");
//printf("v12= 0x%x\n", tmp2);
LABEL_9:
vi[v8] = vi12;
printf("vi[v8] = v12;\n");
printf("v8= Ox%x v12= Ox%x;\n",v8,v12);
break;
case 0x17:
printf("tmp2= Ox%x tmpl= Ox%x\n",tmp2,tmpl);
vl4 = tmp2 - tmpl;
"vl4 = tmp2 - tmpl;\n"




printf("v14= ox%x\n", vi4);
LABEL_12:
printf("tmp2 = v14;\n");
tmp2 = vi14;
//printf("tmp2 = @x%x\n", vi4);
break;
case 0x18:
if (tmp2) {
LABEL_35:
printf("index= @x%x\n", index);
index = *(unsigned int *)&vl[index];
printf("index = *(unsigned int *)&vil[index];"
printf("index= @x%x\n", index);
¥
else {
printf("ve= 0x%x\n", vO);
index = v@ + 5;
printf("index = v@ + 5;\n");
printf("index= @x%x\n", index);
}
break;
default:
break;
}
if (index >= file_size)
return OLL;
vO = index;
}
}
int main(__int64 al, char **a2, char **a3)
{
FILE *fin; // rax
const char *v4; // rdi
FILE *v5; // rbx
size_t v6; // rbp

void *v8; // rax

fin = fopen("p.bin", "rb");

v4d = "err 0";
if (!fin)
goto LABEL_4;
v5 = fin;
fseek(fin, OLL, 2);
file size = ftell(v5);
fseek(v5, OLL, 9);
v6 = file_size;
if (file_size <= 0)
{
vd = "err 1";
LABEL 4:
puts(v4);
return OXFFFFFFFFLL;

= malloc(file size);
ptr = v8;
v4 = "err 3";
if (!v8)
goto LABEL_4;
v4d = "err 4";




goto LABEL_4;

fclose(Vv5);

v4d = "err 5";

if ((unsigned int)sub 400896())
goto LABEL_4;

getchar();

free(ptr);

return OLL;

}
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tmpl= 0x20 tmp2= Ox61
vl4d = ~(tmpl & tmp2);
vl4= oxffffffdf

++tmpl
tmpl= 0x21

tmpl= 0x21 tmp2= 0x61
vld = ~(tmpl & tmp2);
vl4= oxffffffde
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tmpl= Oxffffffbf tmp2= Oxffffffel
vl4d = ~(tmpl & tmp2);

v1l4= 0x5e

tmp2 = vi4;

vl2 = tmp2;

vi[v8] = v12;

v8= 0x144 v12= 0x0;

tmp2 = vi14;

v1lo = tmp2;

v1o = 0x130

tmpl = v10;

tmp2 = vi4;

vl2 = tmp2;

vi[v8] = v12;

v8= 0x130 v12= Ox0;

v10 = (char)vl[*(signed int *)&v1[v9]];
v10= Ox3f

tmpl = v10;

++tmpl

tmpl= 0x40

vi[v8] = vi12;

v8= 0x140 v12= Ox0;
tmp2 = vi14;

tmp2 = vi4;

v1o = tmp2;

v1le = 0x9

tmpl = v10;




tmp2 = vi14;
tmp2= Ox5e tmpl= Ox9
vl4d = tmp2 - tmpl;

v14= 0x55
tmp2 = vi4;
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if (tmp2) {
LABEL_35:

if (o) {
LABEL_35:

B
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for(int i=0;i<0x20;i++){
ret=input[i]~(0x20+1i);
¥

input A PRI, RIGHEEIN ret 5300 BRI BHE AT LB . MOSCIF 3R ENIX 32 M

LD AN TR TVl 1 O 18 43 14 15 47 40 17 10 1D 4
LN 1F 49 48 18 53 54 01 57 51 53 05 56 54 08 5§
0020n: Elgvaileactigils 00 01 02 03 04 05 06 00 00 OO0 OO
0030nh: 15 00 01 00 00 QE 12 OB OC 00 01 00 00 35 00 00

data=[0x10,0x18,0x43,0x14,0x15,0x47,0x40,0x17,0x10,0x1d, 0x4b,0x12,0x1f,0x49,0x48,0x18,0x53 ,0x54,0x1,0x57,0x51 , OX
53,0x5,0x56,0x5a,0x8,0x58,0x5f,0xa,0xc,0x58,0x9]
flag=""
for i in range(len(data)):
flag+=chr(data[i]”0x20+1)
print flag

bulucy@bulucy-virtual- machine:~/ctf/VMC
Input Flag: 69a71bf084293df 7ce3der3ab1bd6 176
Right

e flag: 09a71bf084a93df7ce3def3ab1bd61f6
o BMXF? Em.. REWY, WEETR—-KRKNE. oo

=gen
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