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0x00 写在前面

MSC Puzzle 是由中山大学 MSClub 与中山大学 W4terDr0p 战队联合举办的趣味性解谜游戏，内容除古典密码、数字谜
题等经典谜题外，还包含部分需要基础计算机知识、基础CTF知识以及部分基础算法知识解决的谜题。

解谜地址https://puzzle.sysums.club/ https://puzzle.sysums.club/

由于作者没有系统受过计算机教育，所学内容来源为互联网/不懂就问，如有不妥之处，还请海涵。

0x01 解题记录

01 你好！勇士

https://blog.csdn.net/weixin_44684503
https://so.csdn.net/so/search/s.do?q=%25E7%25AE%2597%25E6%25B3%2595&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=python&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_44684503/article/details/120832848
https://puzzle.sysums.club/


首页复制msc{}及其包裹的内容即得。

02 老古董

摩斯密码

03 躲在墙后 / 04 隐身药水

按F12/右键检查均可

05 完形填空 / 07 世间万物的答案

网上可以查到，此处从略

06 去问导航

�.�.sysums.club

复制到浏览器地址栏中，得xn--9q8h.xn--dr8h.sysums.club

右键检查发现txt提示，使用dig命令，windows系统使用nslookup -q=TXT xn--9q8h.xn--dr8h.sysums.club亦可。

08 我的咖啡

https://xn--9q8h.xn--dr8h.sysums.club/


这题与hackergame的一道题有关：hackergame2018-writeups/official/who_am_i at master ·
ustclug/hackergame2018-writeups · GitHubWrite-ups for hackergame 2018. Contribute to
ustclug/hackergame2018-writeups development by creating an account on GitHub.
https://github.com/ustclug/hackergame2018-writeups/tree/master/official/who_am_i

但他没有在服务器做手脚，只是阅读理解。 

https://www.rfc-editor.org/rfc/rfc2324.txt https://www.rfc-editor.org/rfc/rfc2324.txt

 使用curl,postman,fiddler都无果，查阅且经提示得知，这就是答案......

09 设计师

base64 + 大小写反转

10 监听电话

https://mscpuzzle.oss-cn-guangzhou.aliyuncs.com/2021/phone.mp3

没有更新完

11 一张图片

https://github.com/ustclug/hackergame2018-writeups/tree/master/official/who_am_i
https://www.rfc-editor.org/rfc/rfc2324.txt
https://mscpuzzle.oss-cn-guangzhou.aliyuncs.com/2021/phone.mp3


图片隐写，这里使用matlab，参考资料：【matlab】一篇文章看懂图像隐写的简易实操_RouTine-CSDN博客
_jsteg隐写matlab代码

>> img = imread('msc.png');
>> imshow(logical(bitget(img(:,:,1),1)))

12 数字序列

F12/右键检查发现提示OEIS，到oeis中查即可

13 未知信号

https://mscpuzzle.oss-cn-guangzhou.aliyuncs.com/2021/signal.mp3

我用的是MMSSTV，先启用立体声混音，使用内录。

https://blog.csdn.net/weixin_44012551/article/details/104877624
https://mscpuzzle.oss-cn-guangzhou.aliyuncs.com/2021/signal.mp3


一边播放音频就可以得出二维码

14 又一张图片



 binwalk一下，发现压缩包，改文件扩展名为zip，用图片隐写得到的密码解压得image.svg



 用记事本编辑，把<rect之后字符全删掉，</svg>不要动，得到答案

15 盲人数学家

1. ��������������������������������

2. �����������������������������������������

参考资料：視覺障礙輔助科技筆記本

16 最小的语言

brainf***(BF)解码得=WYxy^WXArn(qs|p!-k<~<X4i;A[!n97zu4Yru{@=={qkw+78tx~
[94:*By66&@U<5.&;66&:047V@D[,r:60}55 {̂yX<3@u~.sv/m4(]i)1pV!op[(Z:54f/ssgt(!XZ|xq|ouuv+@|!=u

得到提示：

https://class.kh.edu.tw/19061/page/view/17




str = '=WYxy^WXArn(qs|p!-k<~<X4i;A[!n97zu4Yru{@=={qkw+78tx~[94:*By66&@U<5.&;66&:047V@D[,r:60}55^{yX<3@u~.sv/m4(]i)1pV!op[(Z:54f/ssgt(!XZ|xq|ouuv+@|!=u'

for i in range(94):
    print('#'*70, i, '次偏移')
    tmpstr = ''
    for j in range(len(str)):
        if ord(str[j:j+1])-i >= 33:
            tmpstr = tmpstr + chr(ord(str[j:j+1])-i)
        else:
            tmpstr = tmpstr + chr(ord(str[j:j+1])-i+94)
    try:
        print(tmpstr.index('msc'))
        print(tmpstr)
        print('偏移成功！！！')
        break
    except:
        pass

17 一个传说

参考资料：Project NANO: Official Writeup – 翰林的小站

18 时间商人

从F12中得到提示：charref

参考资料：Character Entity Reference Chart

https://blog.hanlin.press/2021/01/project-nano-official-writeup/
https://dev.w3.org/html5/html-author/charref


找到首字母，答案为msc{ma*****cK} 

19 追踪目标

Google + 三词地址

20 紧急唤醒

先找出私钥，再根据私钥解密



p = 0xbb1a21ab46e16672a6dfe537c5d03121252685a1a72fab827ed14d61caa80f68b9bda9fb0d9651719ab099d05fd0da03443a50106533f1034a81e280cd3e85fd
q = 0x85eed89c104292b715a45ec8a1c3328506b429c2b7477c9ab094313fcf0020ba7352b102608cab79bde92978aedb052a546fb289c453feac87ee791ba1019579

n = p * q
phi = (p-1) * (q-1)
e = 0x10001

for d in range(n):
    if (d * phi + 1) % e == 0:
        res = (d * phi + 1) // e
        print(res)
        print('%#x'%res)
        break

from Crypto.Util.number import*

p = 0xbb1a21ab46e16672a6dfe537c5d03121252685a1a72fab827ed14d61caa80f68b9bda9fb0d9651719ab099d05fd0da03443a50106533f1034a81e280cd3e85fd
q = 0x85eed89c104292b715a45ec8a1c3328506b429c2b7477c9ab094313fcf0020ba7352b102608cab79bde92978aedb052a546fb289c453feac87ee791ba1019579

n = p * q
phi = (p-1) * (q-1)
e = 0x10001
d = 0x321fd4c16859acf0e8a7b3ddfda8e0acc875c8ab8ec6aa588bcdb3879e4c5093de4c95332cfb8739713b841f148830be5de3c1bd35568cbae7d9ea9083f5ee5fc93301f06583238c02fdec48daa1ddd1ddb44928639da27538f61bc716f26a732e54d57f7ada88ee0f595f27d66714b4fb1afb03ab93c45ec2d67aadaaf258e1

answer = b'something you dont know'
m = bytes_to_long(answer)
print(m)
print('+'*120)
c = pow(m,e,n)
print(c)
print('+'*120)
ori = pow(c,d,n)
print(ori)
print(long_to_bytes(ori).decode('utf-8','ignore'))
c = 0x17c7af1ec9c020eb9d8f26049f002b58f93591a817ebff4c00e9e46254261db54a2c2d086dd0f532994329faf2133b1c7002913b187f898d87c8093b2290440e92778956c60b92f27e3dc4d15b4c79f97b79bca253b0b4542375c37f8e37e1f8e38d728634133376eacd2c448aa523b2eda0b4c5f2af47250147f4193d58596c
ori = pow(c,d,n)
print(ori)
print(long_to_bytes(ori).decode('utf-8','ignore'))

21 Emojis

���������������������☃���������������������✖��������✉�����������

密钥就是EMOJI，参考：emoji-aes

结果得到五色环电阻的五种颜色，求出阻值即可。

22 简易加密

果断放弃

23 图像处理大师

https://aghorler.github.io/emoji-aes/


文件下载：https://mscpuzzle.oss-cn-guangzhou.aliyuncs.com/2021/cv.zip

小纸条：0.8560967955058971 17.682512473330895 

import cv2
import numpy as np

def ifft(m, p):
    absfft = np.exp(m)
    fft = absfft * ( np.cos(p) + np.sin(p)*1j )
    fft = np.fft.ifftshift(fft)
    img = np.fft.ifft2(fft)
    return img.astype(np.uint8)

def demapping(new_data, data_min, data_max):
    new_data = new_data.astype(np.float64)
    interval = data_max - data_min
    data = interval * new_data / 255 + data_min
    return data

if __name__ == '__main__':
    img1 = cv2.imread(f'cv1.png', cv2.IMREAD_GRAYSCALE)
    img2 = cv2.imread(f'cv2.png', cv2.IMREAD_GRAYSCALE)

    m = demapping(img1, 0.8560967955058971, 17.682512473330895)
    p = demapping(img2, -np.pi, np.pi)

    # print(m, p)
    img = ifft(m, p)

    cv2.imwrite(f'answer.png', img)

由于有复数存在，

24 混乱的二维码

参考资料：祥云杯2021 Writeup | GZTime

https://mscpuzzle.oss-cn-guangzhou.aliyuncs.com/2021/cv.zip
https://blog.gztime.cc/posts/2021/eee18328/#shuffle-code-Misc


str = [
  "10111010111000011000001011101", "00111010110010101000000000010",
  "11100001101100100001011010110", "10000010000111101111111111101",
  "10111010000010001000001011101", "01110011010111001001011100001",
  "10101101110101001110000110010", "10111010111010111110001011101",
  "10010100110101101111100111110", "10111110011101011000011010111",
  "11001010001011011000000001000", "10111010100101100111111110100",
  "10000010110010110100100011001", "11111110101010101010101111111",
  "10111010001100010100110110111", "11111110101101010101110110000",
  "00000000100100100101100011100", "00000000111001101011011111001",
  "11111100100110010010001011110", "00010001110001001101110001010",
  "10000010111110001101101000001", "11001110110110010101100100001",
  "11011110111101111101111110100", "11111110100010100101101011100",
  "00000000011111011001100000000", "10111010111001000110010100010",
  "11111110101110011001001111111", "10000010001100011010101000001",
  "10011111111101000101110010111"
]

with open('res.csv','w') as f:
    for i in str:
        for j in range(len(i)):
            if i[j:j+1] == '0':
                f.write(' ,')
            else: 
                f.write('X,')
        f.write('\n')

把数据导到excel，分析

X  X X X  X  X X X     X X      X  X X X  X 3、5 1

  X X X  X  X X   X  X  X           X  
11、13、
15、17、
19

2

X X X     X X  X X   X     X  X X  X  X X  
10、12、
14、16、
18、20

3

X      X     X X X X  X X X X X X X X X X X  X 28 4

X  X X X  X      X    X      X  X X X  X 4 5

 X X X   X X  X  X X X   X   X  X X X     X
11、13、
15、17、
19

6

X  X  X X  X X X  X  X   X X X     X X   X  
10、12、
14、16、
18、20

7

X  X X X  X  X X X  X  X X X X X    X  X X X  X 3、5 8

X   X  X   X X  X  X X  X X X X X   X X X X X  
10、12、
14、16、
18、20

9



X  X X X X X   X X X  X  X X     X X  X  X X X
11、13、
15、17、
19

10

X X   X  X    X  X X  X X         X    
11、13、
15、17、
19

11

X  X X X  X  X   X  X X   X X X X X X X X  X   25 12

X      X  X X   X  X X  X   X    X X   X 24 13

X X X X X X X  X  X  X  X  X  X  X  X X X X X X X 7 14

X  X X X  X    X X    X  X   X X  X X  X X X 27 15

X X X X X X X  X  X X  X  X  X  X X X  X X     29 16

        X   X   X   X  X X    X X X   22 17

        X X X   X X  X  X X  X X X X X   X
10、12、
14、16、
18、20

18

X X X X X X   X   X X   X   X    X  X X X X  
10、12、
14、16、
18、20

19

   X    X X X    X   X X  X X X    X  X  
10、12、
14、16、
18、20

20

X      X  X X X X X    X X  X X  X      X 2 21

X X   X X X  X X  X X   X  X  X X   X     X
11、13、
15、17、
19

22

X X  X X X X  X X X X  X X X X X  X X X X X X  X   21 23

X X X X X X X  X    X  X   X  X X  X  X X X   23 24

         X X X X X  X X   X X         8 25

X  X X X  X  X X X   X    X X   X  X    X  26 26

X X X X X X X  X  X X X   X X   X   X X X X X X X 1 27

X      X    X X    X X  X  X  X      X 6 28

X   X X X X X X X X X  X    X  X X X   X  X X X 9 29

import numpy as np
from pyzbar import pyzbar
from tqdm import tqdm
import cv2

str = [
  "10111010111000011000001011101", "00111010110010101000000000010",
  "11100001101100100001011010110", "10000010000111101111111111101",
  "10111010000010001000001011101", "01110011010111001001011100001",
  "10101101110101001110000110010", "10111010111010111110001011101",
  "10010100110101101111100111110", "10111110011101011000011010111",



  "10010100110101101111100111110", "10111110011101011000011010111",
  "11001010001011011000000001000", "10111010100101100111111110100",
  "10000010110010110100100011001", "11111110101010101010101111111",
  "10111010001100010100110110111", "11111110101101010101110110000",
  "00000000100100100101100011100", "00000000111001101011011111001",
  "11111100100110010010001011110", "00010001110001001101110001010",
  "10000010111110001101101000001", "11001110110110010101100100001",
  "11011110111101111101111110100", "11111110100010100101101011100",
  "00000000011111011001100000000", "10111010111001000110010100010",
  "11111110101110011001001111111", "10000010001100011010101000001",
  "10011111111101000101110010111"
]

def perms(elements):
    if len(elements) <=1:
        yield elements
    else:
        for perm in perms(elements[1:]):
            for i in range(len(elements)):
                yield perm[:i] + elements[0:1] + perm[i:]

evens = list(perms([3,7,9,18,19,20]))
odds = list(perms([2,6,10,11,22]))
heads = [27,21,8,5,1,28,14,25,29]
tails = [23,17,24,13,12,26,15,4,16]

with tqdm(total=720 * 120) as pbar:
    for odd in odds:
        for even in evens:
            tmporder = []
            tmporder.extend(heads)
            for i in range(5):
                tmporder.append(even[i])
                tmporder.append(odd[i])
            tmporder.append(even[5])
            tmporder.extend(tails)
            # print(tmporder)
            tmpgraph = [[]]
            for i in range(31):
                tmpgraph[0].append([255,255,255])
            for i in range(29):
                tmpgraph.append([])
                tmpgraph[i+1].append([255,255,255])
                for j in range(29):
                    if str[tmporder[i]-1][j:j+1] == '0':
                        tmpgraph[i+1].append([255,255,255])
                    else:
                        tmpgraph[i+1].append([0,0,0])
                tmpgraph[i+1].append([255,255,255])
            tmpgraph.append([])
            for i in range(31):
                tmpgraph[30].append([255,255,255])
            tmpgraph = np.array(tmpgraph, dtype=np.uint8)
            # print(tmpgraph)
            # cv2.imshow('image',tmpgraph)
            # cv2.waitKey()
            data = pyzbar.decode(tmpgraph)
            if data != []:
                text = data[0].data.decode('utf-8')
                print(text)



                print(text)
                cv2.imshow('image',tmpgraph)
                cv2.waitKey()
            pbar.update(1)
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