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http://www.mxcz.net/tools/QuotedPrintable.aspx/

Quoted-Printable

~[9-62-A3-T4-F0-AQ-F4-0-9F -15-FE-85-16-A3-93-15-03-A8

uTF-8 U mgkerz(6B2312) U mpkersr(BIG5) U Big(Euc-P) U siesis(EUC-KR) | iSppim -

| Quoted-Frintable 43 || Quoted-Printable #255 || £211 |

UTF-8
F 447 1,17 2

I | 3 | R | R | () v | EE FRH1000% CSDIN @sheephotany

75 Rabbitin# U2FsdGVkX1/

Rabbit/ii % -Rabbitf# % -7E £k Rabbit il % fi# % T & (jsons.cn)

A T2 | wwwijsons.cn

Jsons.cn Jsonfile JSONTE Heatftitis IEvRS ARK WSTE wKIE XBE EETA JSONSE ZSi &E Q

IR/ BRE AESHNE/ e DESHRaE/gRE RCADNE/#R Rabbitfns/g= TripleDESHNEY/ g2 B R feSANNE UrlEncodefR3/#%#3

7EéERabbitEiAINEEE T8

U2FsdGVkX1/+ydnDPowGhjjJXhZxm2MP2Aqg|
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CSDN @sheepbotany

G BEENET: HEmE

felhaagv{ewtehtehfilnakgw}

WA= RO AE 2 % R % - T T 75 % (qaxiuzi.cn)
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Factoring info (Prime factors): 0

| Generate| | Test |

| caie.p | | Factor

e || eat Iru:;wusmuwruomm ---
[Ready. To create RSA Keys, press >Start< now to generate some randens dava. =152 DDULETNY

flag{125631357777427553}
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FTFF 3R & B =2 pythonfR A
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BAMEEEBIE—T

import hashlib

(32,127):
(32,127):
(32,127):
m=hashlib.md5()
m.update( (1) (3)
des=m.hexdigest()
if in des and in des and
print(des)
BAT B Rk
M
Syntaxerror: invalid character ' (' (U+FFes)
PS C:\Users\botany> & D:/study/python/python.exe d:/study/CTF/Solution/Crypto/Z &HIMD5/mdS. py

Traceback (most recent call last):
File "d:\study\CTF\Solution\Crypto\Z &HIMD5\md5.py", line 6, in <module>
m.update( ' TASC'+chr(i)+ 03RIMV' +chr(j)+ "WDIKX +chr(k)+'ZM")
Typekrror: Unicode-objects must be encoded before hashing
PS C:\Users\botany>

Bt TE# Flhashing Z | % Z X unicode i 17 4w t%

BRI utf-8 R AT

(32,127):
(32,127):
(32,127):
m=hashlib.md5()
m.update( .encode( (i) .encode( .encode( (j) .encode(

.encode( ) (k) .encode( ) .encode(

des=m.hexdigest()
if in des and in des and in des:

print(des)

+: Alice5Bobx #4## f# Hlyafu &, md5
i B 3k
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PIRAIE, SGESFTESPOEEFF, MBS, T
EE— ] AEEH98554799767 IBOREAMNRH, SREGD,
ARREIE, ANREE, S— 1 F0EEF, #7md5R32
fNEaH, BTEE, I=: B2 flagiBE L flag} B3

55

Flag =3z

S

| FEFECAWindows\System32\cmd.exe

@) " —batchfile 1.txt

T—#: md5§I326L/hEhash, B2 BEATMASHNE Bk £E324 HIHR—A
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md57E £k fif 2 B fi# mdS AR % % (cmd5.com)

101999 966233

‘www.cmd5.com

ZEEHRImMdS, shalFLRBAXATTRIIEEZEIHTREEN, EUEFIAas, ST AEOHERIEE, RMicRa00h1Z5, SFmRE
iI50078, EAAINEIS%LLE, BEEREVREREATEL. B20065CREETHRE, BRIV FaEE.,

HEHEZT P =RP Wo

10199996623

[=ici=—2H
md5(101999966233,32) = d450209323a847c8d01cbbe47c81811a
md5(101999966233,16) = 23a847c8d01ctbes
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+—: rsarsa
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https://www.cmd5.com/

Bl E8@A o - iBEE

M) #wEE) BIN(0) EZEE(N) FEEIH)
Math is cool! Use the RSA algorithm to decode the secret message, ¢, p, q,
and e are parameters for the RSA algorithm.

p:
96484230290105156765905517400104265349457376392357398006439
89352039852507298491399561035009163427050370107570733633350
911691280297777160200625281665378483

q:
11874843837980297032092405848653656852760910154543380907650
04019070428335890920857825106304773244399223064790388751006
5547947313543299303261986053486569407

e = 65537

C =
83208298995174604174773590298203639360540024871256126892889
66134574240331492986193910049266660564731664657648652621745
70063768422808697285817267464015837058999417682141387422596
89334840735633553053887641847651173776251820293087212885670
18036740680740676592363897316137581739273774783276275169010
4423869019034

Use RSA to find the secret message
TeiT, |15 100% Unix(L) CSDN @ghgepbotany

—RUE ST AR ], rsa TRESRMD



BEID, —EEFHUTHR

566320475711906605675203410288611948624114284168625070347625872299951386056498369602206199034563927
521159432993353851632162337446246238488742353033096363934467363472386277930227252609864669579747530
041292106804014323774449841951450098019673911966155244888536202329259923875632707462979091121174513
98527453977

T C, UiHI R E R 2pythoni) R KA BUEIZ 5

p-96484230290105156765905517400104265349457376392357398006439893520398525072984913995610350091634270503701075707
33633350911691280297777160200625281665378483
q-11874843837980297032092405848653656852760910154543380907650040190704283358909208578251063047732443992230647903
887510065547947313543299303261986053486569407

n=p*q
C=83208298995174604174773590298203639360540024871256126892889661345742403314929861939100492666605647316646576486
5262174570063768422808697285817267464015837058999417682141387422596893348407356335530538876418476511737762518202

93087212885670180367406807406765923638973161375817392737747832762751690104423869019034
d=56632047571190660567520341028861194862411428416862507034762587229995138605649836960220619903456392752115943299
3353851632162337446246238488742353033096363934467363472386277930227252609864669579747530041292106804014323774449
841951450098019673911966155

BERE

5577446633554466577768879988
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Bl ESEHAS R ot - iTFE
W) ESIEE) 1&R(0) JA(V) EENH)
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147, |2575 100% Windows (CRLF)  UTF-8

Berierp A PR T A

B 3CH G E #) Chinese Commercial Code - #r#E FL R 5 5o 5% 75 2% 25 ) i 42 Fa A% |36 B 289IE BB (medvisa.com)

MED +xaBEN
2 gE 1A code.mcdvisa.com

606046152623600817831216121621196386
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ERBRETY
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o B008: B
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o 1216 ¥
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oo2119: {1
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EHNEERES "+BF" | BERHIXERE,
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01 v MHKR 21Fd 31 HFE  #MHR 515K
02ZH 122% 22ZB 32Z%k 42ZB @ 5275
03 M 13T 23 /&R 33HH 43/F  53IHR
04790 14TH 24TZ 34TH 447k 5478
05k  15/k®  25kT 35K 45kH 55 kAP
06CE 1605 260H 36CZ  46CFH 56 Ok
07P¢F 17T Bk 27HiW 37 BT 4T Bik 57 BiW
08%4% 18%E 28yl 38¥H 48¥% 58 FFH
09 19FE4 20FfR 39FH 49T 59ER

10%7  20%%k 30RE  40RU 5031 @sn8005 Hy

2830230817101630+60 8] &4 ##E n60

88 90 83 68 77 70 76 90

A B3 B — A7 B, FFASCIER

#HRBXZSDMFLZ

N — BOMHZ B S YGRS, #EEE R

ANGRTE 2 b A 2 A0 o 4 ) A AN K — B

CTFHE L T R-7E S M= 55 B 0 2% |7 S M A= % R 8 2 | Wi A % B 309 Raiilfence Cipher (hiencode.com)
XANE B R T HSCER R L2780, B DU A= 256 92


http://www.hiencode.com/railfence.html

=223

Railfence Gipher

XZ3DMELZ

W5 B EBPRCEE— MR

1220 0

Xmzfsldz

S

H#tna (Remove Punctuation)

£}
®
£

flag{SHUANGYU}

WERKE HEE bflag

TN PUE? BT Wy R SRR R
XANEH 5178 R

MTHJ{CUBCGXGUGXWREXIPOYAOEYFIGXWRXCHTKHFCOHCFDUCGTXZOHIXOEOWMEHZO}



SE  RERTRE .

FE? EiR? Myl
1

MTHJ{CUBCGXGUGXWREXIPOYAOEYFIGXWRXCHTKHFCOHC
FE: BRI flagiBE L flag{} 1872, flagl/ NEF£)

Flag 23

SRAN T 718 I ki

quipqiup - cryptoquip and cryptogram solver

quipgiup - cryptoquip and crypt. X+

C a (o e

uipqiup,,..

quipgiup is a fast and automated cryptogram solver by Edwin Olson. It can solve simple substitution ciphers often found in newspapers, including puzzles like cryptoquips (in which weord boundaries are
preserved) and patristocrats (inwhi chwor dboun darie saren t).

Puzzle:
WTH] (CUBCGEGUGKWREX 1POTACE YF IGXWRY CHTKHF COHCFDUCG THZOH THOEOWHEHZ0)

Clues: For example G=R QVW=THE
‘MTHJ:flag ‘ Solve '

ext to the solve buttol

automatically selected patristocrat mode; you can override by using the drop down me

0 -2.029  Hlag substitution cipher decryption is always easy just like a piece of cake
1 -2.395 flag substitution richemper myction is always easy just like a ciere of rake
2 -2.451 flag substitution ricked her dyction is always easy must live aciere of rave
3 2.455  flag substitutionriched perdyction is always easy mist live aciere of rave

4 -2.795 flag substitutin drip he omeroypt in dis always easy just like a pier enfrake
5 2,812 flag substitutind rip vec mercy pt in dis always easy just like a pier enfrake
6 -2.825 flag substitutidor in pecker cynt i do is always sasy just lime an iered frame
7 -2.241 flag substitutin privzed her dyvt in p is always easy just like a vieren frake
©  -2.272  flag substitutidorince zher zyn tido is always easy just lime an iered frame

9 -2.87%  flag substitutin drip cez her zypt in dis always easy must live a pier enfrave

10 -2.905  flag substitutich dip nerve dryptich is always easy just like a pie de cof dake

EHRE N EETEH R ag
flag{substitutioncipherdecryptionisalwayseasyjustlikeapieceofcake}
+t M E

FBH A -


https://quipqiup.com/

BE BEERFE

BE BEMARYJ\ AL

1

BHEANAR \IECR B 2NN, WnhiTHE, BERHE
—PERMAEOACES. IEMBFREHACES, B EEEIARTE) \F
FIABIRE iFA: 5580 lag 58 L flag(} 1832

& 76ad2edd-8...

Flag =3z
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TP R —TKE

whnoy No-F - @ Sy EodS

CTFTELL T -5 28 7% Bl 2 15 N % |12 287 Pl 2% 1 i %5 | P8 %5 B B v [Pigpen Cipher (hiencode.com)


http://www.hiencode.com/pigpen.html

(CRezsAN=! ESSUIFR SSLIEEETE TEM RESH -

B

Pigpen Cipher

- u L - (m] C 1 n r

= Ll L =l O] = =1 1 -
v > < ™ 7 ¢ -

= @ = [ ]

— H | - +

BE: whenthepigwanttoeat

CSDN @sheepbotany

B T 1 — i
+/\: RSA1

RSAH LR H - &1°F (zhihu.com)

ZHIRRSETWAHATR, KEFHI\EELRSAERE

HER%F: MEFHNSEEM, BTIU, WHEERMART, WHRBIAERXR

BR i B8 B

ERGEERESnN, EATFETFIMERRZ S, HEOAEMBRERXR, B on)#Er
ENRE, on)=n-1.

R TR0 R — W7 BIn=p*MoPk)=plP(k-1)

#n=pq (FHNEEO

Me(n)=@(Pa)=¢§¢(q)

DK iz 3 H
RPN RS FNEE, Walion) -1 LUBnE
BRILER

WRaSnE RS, W— T LA3R B B d 5 pd-1 BEBnBE BR

igYEda=1 (mod n)

RSA#


https://zhuanlan.zhihu.com/p/48249182

1: BEHLE B AN S 1 B $p g
2: #HHpLqiIFRHn

3: THENHIERBL R H(n)

4: BENLIEEUESe, eS5en)ER
5: iEHext FoniE R TR
BEWT

(S B 3 A R U R s BT R R B HE e L R UK 8 R A7 T SR B2 k4% (img-aZoq0ceo-1649124329261)
(https:/Iraw.githubusercontent.com/lllwky/botany/main/img/image-20220401163349449.png)]

p 863763376725700856709965348654109117132049150943361544753916243791124417588566780639841179052408355344515811,
3502227745206205327690939504032994699902053229

q 126406749739964727691760479371708834209270508214800105815931371353724738805956137373376306297525773461470392
84030082593490776630572584959954205336880228469

dp 65007957022168346211090423511932615306500438410562529309309496633586250168818328407280660261502646930761093
54874099841380454881716097778307268116910582929

dq 78347226367355344901953258038647067238057403355130388913791176043888168367455609809825679567351220196300217
5438762767516968043599582527539160811120550041

C 247223054038873820735673164676490806626315529059602293990791079956021544181760563358006388875276141640735304]
3765708507967615735020535194522298935131607648657359957604197833987226592506276431853608900731027027852615967893
7431903862892400747915525118983959970607934142974736675784325993445942631372107342103852

import gmpy2

d = gmpy2.invert(q,p)
(c,dp,p)
(c,da,q)

(((mp-mq)*d)%p)*q+mq

print( (m))

WRcEpHE ANFE, W— 2w LR B B dFE S dp-1 68 cRRR
igfEda=1 (mod n)
BERISER

PS D:\study\CTF\python> & D:/study/python/pythor d:/study/CTF/python/test.py
@x6e6T784354467b57333163306d335737305T4368316e343730776e7d

LAY L L S
163EHI e, 16REHIFHSUAR TR &, TEL 163 M| B | 4 T E (sojson.com)

noxCTF{W31cOm3_70_Ch1n470wnp¥noxC TF##: Kflag{}

+Ju: old fashion 7% T. &


https://www.sojson.com/hexadecimal.html

P wEE) B0 EFN) FEEH)

Os drnuzearyuwn, y jtkjzoztzoes douwlr o) y ilzwex eq Isdexosa kn pwodw
tsozj eq ufyoszlbz yrl rlufydlx pozw douwlrzlbz, ydderxosa ze y rlatfyr
Jnjzli; mjy gfbmw vla xy wbfnsy symmyew (mjy vrwm grvvrf), hlbew rd
symmyew, mebhsymw rd symmyew, vbomgeyw rd mjy Ixrzy, Ifk wr
dremj. Mjy eyqybzye kyqgbhjyew mjy myom xa hyedrevbfn If bfzyewy
wgxwmbmgmbrf. Wr mjy dsln bw f1_2jyf-k3 jg1-vb-vl |

=147, 835371 100% Windows (CRe D! Gigligepbotany

AEHG— R TR

quipgiup - cryptoquip and cryptogram solver


https://quipqiup.com/

Zt jsRFERE®R
STHF SR



Bl emojs.txt - igE=

(R #REE(E) ERU(0) =FH(V) BEIH)

fw/=/"m) )~ v o=(-") = _=3¢=(0") =(")-( ")
(A7) =(C0")=(o"_ro)/ (o™ _Mo), (4 )={0O":" " Jw/: ((w/==3)+) [
O]/ (w /o o (O A ==3) 2L CA) e
T=(Cw'/==3)+_) [er_"o,CA")

[<T=(CA)+ N IC)+C)CO)LCA ) [OT=(CA)+ N[O 0%)=(
A [C1HCA) [T+ (w/ +' )N O]+ ((w/==3)+" ) [ "1+ (C4")
+HV[C-)HCNH (- ==3)+'" Y[O1H(—"==3)+" ) I-") - CO)N+(
A7) [C1+H(CA)+ ) IC)+C)N+ CA) [+ ((C-"==3)+" [ L(CA")
[T=@" ) [0’ ][0 L(e)=(C"==3)+" N[O+ CA) . A /+(
A)+ YIC")+ C-DNHC-"==3)+" YoM ro O ]+(("==3)+' [
@I+ (W /+ N[O (-")+=CO) CANE]I=\; (L) /=(CA+" -
o "o -(CO) (0" "0)=Cw"/ +" Ncr Ao,CA ) o' I=\";CA)N[T1(CA
D10 HCANN O]+ CAINENHCO )+ ((-T)+ (o _Mo)+ (AT €]+
@7 )+ ((0~_"0) +(o™_ro))+ (- )+ CA N E1+(CO")+ (-7)+ ((0™_"0)
+oM ro))+ CANE () + (O )N+ (C-)+ (AN ]+((0oM_"0)

+oM o))+ (oM _"0)- (O )+ CA € ]+((oM_"0) +(oM_"o))+
(ch_ro)+ (A ) [+((o”_Mo) +(0”_"o))+ ((o™_"o) - (O N+ CA)

g ]+((0o”_"0) +(0M_M0))+ (0™ _M0) - (O )+ (AN D) (CO7)) (L)

BT, 15 100%  Windows (CRLF) UTF-8

BEN B e b
aaencode - Encode any JavaScript program to Japanese style emoticons (-) (utf-8.jp)

BE121TT 36 6


https://utf-8.jp/public/aaencode.html

[m] +

[ aaencode - Encode any JavaScrii X

G ™ https://utf-8.,jp/public/aa

aaencode demo [J

aaencode - Encode any JavaScript program to Japanese style emoticons (*_")

Enter JavaScript source:

alert("Hello, JavaScript™)

e

)+ ((u“ ~o) +(o" AO)){

) IO 1+(
({o" "0) - (8))+ CHII & T+{{0" %) +(o" "0))+ ((0* %) - ())+ CHI[0 1) (6]

R 5 it Bl A] 45 Zlflag

(m} D aaencode - Encode any JavaScrii X

+

G @

(o /==

) o + )01k Cn) el

) el

) [o* "

) - o)l
+ ) [el+

" ]+(767 )+
+((o*_*0) +(o*_"0))+

aaencode demo ]

aaencode - Encode any JavaScript program to Japanese style emoticons (* *)
Enter JavaScript source:

alert("Hello,

JavaScriet”)

4
aaencode‘
fw T m Ty =L //* V ¥ 1 0=(P-") =23 e=(T@7) =(0-T)-(0-T) (A7) =(P@7)=
(0" _"0)/ (0" o) ( n- ) re’ °w°/ (Cew™==3) ") ["0°] ,°-") i Cw’™+ "o "o -("87)]
e (w/3)+')[“o: ° !
91 (%e%)=(" A" ] el (©°
S) 1+ (0 ° =) -

' L \
)+ (on_"o)e (I )[ € ]+( o )+ ((o~_0)
1+((o"_"0) +(o"_"0))+ (c* "o+ ((U)[

( ) +((e"_"o) +(0A "0))+ ((o"_%0) - &N+ (M)
- Ce N+ CA)Ce' D C07))
anonymous (
Rt
ctf,20822
}

=+—

Cipher

D IC)+C-)1+ (C
)+ )[0]+(.€l).

+(n" "n))+ .
T+((0"_"0) +(o" "ﬂ)l+ ({o"_"0)



BE RIS

Cipher

1

REEHRTMT4AR? AR (ZEECHK)
Dncnoqqfligrpgeklwmppu ;EE: 528 flag i58._L flag{} 12
A%, flagl/NEF )

Flag B3R

CSON @sheepbotany

FT T REA#E Y 32
Playfair Cipher (rumkin.com)

IR YE B H AFHIE, Rplayfair

[ & Playfair Cipher o -

< C @ & F=2 | umkincom
rectangle and is encoded as "NV".
The resulting message is now "KC NV MP PO AB OC FQ NV" or "KCNVMPPOABOCFQNV" if you remove the spaces.
This encoder will do all of the lookups for you, but you still need to do a few things yourself.
1. Manually break apart double letters with X (or any other) characters. Some people break apart all doubles, others break all doubles that happen in the same
two-letter chunk. This encoder requires neither in order to be more flexible.

2. Manually make the message length even by adding an X or whatever letter you want. If you don't, the encoder will automatically add an X for you.

All non-letters are ignored and not encoded. The one letter that you select to share a square in the cipher is translated. Numbers, spaces, and punctuation are also
skipped. If you leave two letters together in a two-letter chunk, they will be encoded by moving down and right one square ("LL" becomes "RR") where as
traditional Playfair ciphers will automatically insert an X for you.

This particular cipher was used by the future U.S. President, John F. Kennedy, Sr. He sent a message about a boat going down.

Translate the letter into

Encode double letters (down and right one spot)

4R

Alphabet Key: | |- Show Keymaker
TableauUsed: ABCDE

FGHIK

LENOP

QRSTU

YVETZ
YoUr message: .

B

3
Add Spaces - Adds a space after every other lefter (only A-Z count) so you can see the letter pairs.
Only_Leffers - Removes all non-lefters from the text.

This is your encoded or decoded text: AL

Type in your message and see the results here!

Morse
Numbers

One Time Pad
Playfair
Railfence
Rotate

Skip
Substitution
Vigenere

- Keyed

- Autokey

Crypto Solver
Frequency
Manipulator

SDN @sheephotany

flag{itisgstaproblegmavefip}



http://rumkin.com/tools/cipher/playfair.php

(BERFUNNE)
—+=: BEHEEOIR
SRR ERTE T, R AR

=

b=s.replace

b.replace

R )5 T8 A 0 il HE AT AR AR

—+= HEX#Z 3 666c61677b57336c63306d655f54305f4354467d
Hbaseb4/RBIE R & A =Fr L hex

He i i/#F5%- 6. 2% T £ (toolbaba.cn)

—+ I base family

B )5 R ~base91

BASE914# % f#H - Bugku CTF

Biql{u,,_ & O3 MmNk

@ E@ > TH#E > BASE9UREHERE ( <&m )

AmanCTF - BASEQ14&R3 /RS

ZIKI#5XXSEHDOQWh" W xNy[546.(IC

ZmxhZ3UNmEYM|QSNGJM30=

CSDN @sheepbotany

8 %base64 F i A\base64 1T il %


https://www.toolbaba.cn/d/dev_hex2str
https://ctf.bugku.com/tool/base91

Challenge 38 Solves

Base family
1

BB TIFERER: zIIK1#5XxS&#DOWD "wWi#xNy[546.(!C

flag{b6a22494bc3} Submit

CSON @sheepbotany

fRETAES

4 T A - Bugku CTF

int(b.replace(‘1’,))

R J5 TP Yl AT R

—+= HEX# 3 666c61677b57336c63306d655f54305f4354467d
Ebase64 1R BB & E&H =P L Fhex

He i 1/##5-1E.£% T & (toolbaba.cn)

—+ /1 base family

®J5 KL AEbase91

BASE914# % ##H% - Bugku CTF


https://ctf.bugku.com/tools
https://www.toolbaba.cn/d/dev_hex2str
https://ctf.bugku.com/tool/base91

Buyk,..

& O3 DA

@ 51 > TE#H > BASERIBREMN

AmanCTF - BASEQ14RH3/ER3
IE#BASEO1RIIRT

ZNKI#5XxS&#DOWD "W xNy[546.(IC

4

ZmxhZ3tiINmEYMIQSNGJiM30=

CSDN @sheepbotany

3 3base64 F i Abaseb4 i 17 il %

Challenge 38 Solves x

Base family
1

BRI B E . 211K 1#5XXSE&#DOWD WitxNy[546.(!1C

flag{b6a22494bc3}

Submit

CSON @sheepbotany

fEETRES

FELR T H - Bugku CTF



https://ctf.bugku.com/tools
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