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loc 44A7A0B:

mov ecx, [ebp+var 18]
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.text:004135E0
.text:004135E1
.text:004135E3
.text:004135E6
.text:004135E7
.text:004135E8

.text:004135E9
.text:004135EA
.text:004135EB
.text:004135EC
.text:004135ED
.text:004135EE
.text:004135EF

.text:004135F0
.text:004135F1
.text:004135F2
.text:004135F3
-text:004135F4
-text:004135F5
.text:004135F6

.text:@04135F7
.text:084135F8
.text:@84135F9
.text:@04135FA
.text:004135FB
.text:@84135FC
.text:@04135FD

.text:@04135FE
.text:@04135FF
.text:@0413600
.text:@8413601
.text:00413602

.text:00413603
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.text:0044A770
.text:0044A771
.text:0044A772
.text:0044A773
.text:0044A774
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.text:0044A77A
.text:0044A780

push ebp

mov ebp, esp

sub esp, 24h

push ebx

push esi

push edi

pushia

popa

nop

push eax

pop eax

push ebx

pop ebx

pusha

popa

nop

push eax

pop eax

push ebx

pop ebx

pusha

popa

nop

push eax

pop eax

push ebx

pop ebx

pusha

popa

nop

push eax

pop eax

push ebx
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nop

push eax

pop eax

push ebx

pop ebx

push offset aKey Key

call ds:printf

add esp, 4

call sub_ 401000

.text:0044A783
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auto i,start = Ox004135E9,end = Ox0044A775;

for(i=start;i<end;i++){
PatchByte(i,0x90);}
Message("\n" + "OK\n");
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Function name

sub_401000

_main

Startaddress
__security_check cockie(x)
___tmainCETStartup

start

___report_gsfailure
__CxxlInhandledExceptionFilter{ EXCE--
_amsg_exit

__onexlt

_atexit

sub_444FEL

_HcptFilter
__ValidateImageBaze
__FindPESection
__IsNeorwritableInCurrentImaze
_initterm

_initterm_e

__SEH prologd
__SEH_epilog4
__except_handlerd
__setdefaultpreciszion
sub_44E116
___security_init_cockie
_crt_debugger_hook
terminate(veld)
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. tex
. text
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. tex
. tex
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. text
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. text
. text
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. text
. text
. text
. text
. text
. text
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Segn

auto i,start = 0x00401006,end = Ox004135CE;

for(i=start;i<end;i++){
PatchByte(i,0x90);}
Message("\n" + "OK\n");

Z J& BT main() i R 46 Hb ik

F sub_444590 . text
F] sub_401000 . text
? start . text
-

= . text
E main | .tex
F|_lock . text
=
F| _invoke_watson . text
? _initterm_e . text
-
f| _initterm . text
F| _except_handler4_commen . text
7 _crt_debugger_hook . text
7 _contrelfp_s .tex
¥ _atexit . tex
.
f| _amsg_exit . text
? __setdefaultprecizion . text
? __security_check_cookie(x) . text
? __onexit . tex
? __except_handler4 . text
? __dllonexit . text
_:f- ___tmainCRTStartup . text
? ___security_init_cookie . text
? ___report_gsfailure . text
? __ValidateInagzeBaze . text
? __SEH_prolog4 . text
? __SFH_epilogd . text
? __IsNomwritableInCurrentInage . text
_f-' __FindPESection . text
? __CxxUrhandledExceptionFilter {_EXCE- . text
Z _ZcptFilter . text
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-text:004135D2
.text:004135D3
_text:004135E0
_text:004135E0
-text:004135E0
-text:004135E0
-text:004135E0
.text
_text:004135E0
_text:004135E0
_text:004135E0
_text:004135E0
_text:004135E0
_text:004135E0
_text:004135E0
_text:004135E0
.text:004135E0
.text:004135E0
.text:004135E0
.text:004135E0
.text:004135E0
.text:004135E0
.text:004135E0
_text:004135E0
_text:004135E1
_text:004135E3
-text:004135E6

-text:004135E7

:004135E0 ; i
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.text:004135BB

align 18h

SUBROUTINE
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nop
.text:004135BC push eax
.text:004135BD pop eax
.text:004135BE push ebx
.text:004135BF pop ebx
.text:004135C0 pusha
. text:804135C1 popa
. text:804135C2 nop
.text:004135C3 push eax
. text:804135C4 pop eax
.text:084135C5 push ebx
.text:0084135C6 pop ebx
.text:004135C7 pusha
. Ttext:804135C8 popa
. text:804135C9 nop
.text:004135CA push eax
.text:004135CB pop eax
.text:904135CC push ebx
.text:904135CD pop ebx

| |- text:004135CE pop edi|
. Text:e04135CF pop esl
.text:004135D0 pop ebx
.text:004135D1 pop ebp
.text:004135D2 retn
.text:004135D2 sub_ 401000 endp
.text:00413502
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Does not return
[]Far functicn
[JLibrary func

[ static func

BF based frame
[1BP ecuals to SP

: ll?t —ca Name of function | pain V|
_main
Start address . text:00444775 v |
var_24 | gnd address L text: 00444084 v
var_1D
var 1€ Color DEFATLT
var_18
var_14
var_18 Enter size of (in bytes)
var_C Local variables area
var_8
File Saved registers Ox4 ~
arge Purged bytes 0x0 ~
argv . del
envp Frame peinter delta 0x0 -
0K Cancel Help

mov ebp, esp

sub esp, 24h

push ebx

push esi



® Warning

! i

i

AT

RAMEF D MERE LONEE B2 MRS s UFsT

B] L& # https://blog.csdn.net/xiangshangbashaonian/article/details/81950110

text
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:
text:

Decompilation failure:

44A984: positive sp value has been found

Please refer to the manual to find appropriate actions
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1 @044A95A

00447960
00447963
00447968
0e44A96A
0e44A96A
0e44A96A
0e44A96A
0e44A96F
00447975
00447978
0e44A97D
00447983
0e44A984
00447985
00447986
00447988
0e44A989
08447989

008
008
000
000

0ee
0e4
0e4
0ee
0ee
0ol
0e3
BeA
0e6
824
826

loc_AARS6A:

- ——

call
add
call

jmp

push
call
add
call
call
pop
pop
pop
mov
pop
retn

CK

ds:fputc

esp, 8
sub_401000

short loc_44A934

; CODE XREF
offset aEA 5 "\nEE &
ds:printf
esp, 4
sub_401000
ds:_getch
edi
esi
ebx
esp, ebp
ebp

https://blog.csdn.netixiangshangat
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int _ cdecl _ noreturn main(int argc, const char **argv, const char **envp)

{

unsigned int len_key; // kroo_4

FILE *v4; // ST2C_4
FILE *v6; // [esp+1Ch] [ebp-14h]
unsigned int file_len; // [esp+20h] [ebp-10h]

int v8; // [esp+28h] [ebp-8h]
unsigned int i; // [esp+28h] [ebp-8h]
unsigned int j; // [esp+28h] [ebp-8h]

FILE *file; // [esp+2Ch] [ebp-4h]

printf("Key :
sub_401000();
scanf("%s", key);
len_key = strlen(key);
sub_401000();
v4 = fopen("file", "rb");
sub_401000();
if (1vd)

{

sub_401000();

")

printf("\n\n\nfiZ K JEREE £LME!\n");

sub_401000();

avit(ia) -
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fseek(0, 0, 2);
sub_401000();

file_len = ftell(file); // BE ftell() HFRBIISCHALE RS Zar A BAHN T X4 E MR 71
sub_401000();
rewind(file); [/ R LRSI, MRS R, WREEeE, TEEe

sub_401000();
while ( !feof(file) )
{
sub_401000();
file_data[v8] = fgetc(file); // MICH$REF stream$s ) I SCHF IR —ANERF, I ANFN)E, JehRh
sub_401000();
++Vv8;
sub_401000();
}
sub_401000();
for (i =0; i < file len; ++i ) /] KBRS
{
file_data[i] "= key[i % len_key]; // K fileMIBANF N SkeyMBANFEH R
sub_401000();
file data[i] = ~file_data[i]; /] ~RREMEUR 5B FAOUR
sub_401000();
}
fclose(file);
sub_401000();
v6 = fopen("file", "wb");
sub_401000();
sub_401000();
for ( j =0; j < file_len; ++j )
{
fputc(file_data[j], v6);
sub_401000();
}
printf(
“\n"
"R AR \n"
"IBZE KA IEMEEAL BEMNIE JEAELE EEHHE!\n"
“IEYEEE 2 ERE ISR By, REH ERER BEER BEE BRE 85 K BEEE!N\n"
"EIEAR RME MG EW WHIEH P& AT BERE TR BER OREBE I mEk EsE!);
sub_401000();
return getch();
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#IN% J5 1

cipher_data = [

oxC7, oOxF2, oxE2, oOxFF, OxAF, OxE3, OxEC, OxE9, OxFB, OxE5, OxFB, OxE1l,
OxAC, OxFO, OxFB, OxE5, OxE2, OxEQ, OxE7, OxBE, OxE4, OxF9, ©xB7, OXES8,
OxF9, OxE2, OxB3, OxF3, OxE5, OxAC, OxCB, OxDC, OxCD, OxA6, OxFl, OxFS8,
OXFE, OxE9

1

#E IR

plain_data = [

0x54, 0x68, 0Ox69, Ox73, Ox20, Ox70, Ox72, OX6F, Ox67, Ox72, Ox61, OX6D,
0x20, O0x63, Ox61, OX6E, OX6E, OX6F, Ox74, Ox20, Ox62, OX65, 0x20, 0Xx72,
0x75, Ox6E, 0x20, Ox69, OX6E, 0x20, 0x44, Ox4F, Ox53, Ox20, Ox6D, Ox6F,
0x64, 0x65

]

key =
#5oxFf R BT DA SREUR
for i in xrange(len(cipher_data)):

key += chr(cipher_data[i] ~ OxFF ~ plain_data[i])

print key
#letsplaychessletsplaychessletsplayches



FASUE LR Z P2 Akey EE —iiE
A LUMR B B AiE Key it 2 letsplaychess
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#INE 5K

enc_data = open('file', 'rb').read()
#IEIREY

origin = open('origin.exe', 'wb')
#IA B key

key = "letsplaychess'

for i in xrange(len(enc_data)):
origin.write(chr((ord(enc_data[i]) ~ OxFF) ~ ord(key[i % len(key)])))

origin.close()

fif 2% 5 15 B origin.exe
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