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J .data:00~ 00000006  C ¥rong
[s] . data:00 00000007  C Button
[ | L am e - —_ .

Mk
.data:0040603D align 18h
.data: 00406040 ; CHAR Text[]
.data: 00406040 Text db 'Wrong',® ; DATA XREF: sub_ 481138+24BTo
.data: 00406046 align 4

BXd #EEFSEHNMAL FAKE ALl TbmiHeader

. T P
61 }

62 if ( wParam == 100 )

63 {

64 GetObjectA(hbm, 24, &pv);

65 memset(&bmi, @, Bx28u);

66 bmi.bmiHeader.biHeight = clines;

67 bmi.bmiHeader.biWidth = vi6;

68 bmi.bmiHeader.biSize = 4@;

69 bmi.bmiHeader.biPlanes = 1;

70 bmi.bmiHeader.biBitCount = 24;

71 bmi.bmiHeader.biCompression = @;

72 GetDIBits(hdc, (HBITMAPYhbm, ©, clLines, @, &bmi, @);
73 v8 = operator new(bmi.bmiHeader.biSizeImage);

74 GetDIBits(hdc, (HBITMAPYhbm, ©, clLines, v&, &bmi, @);
75 v9 = FindResourceA(@, (LPCSTR)@x65, (LPCSTR)Bx18);

76 v1@ = LoadResource(®, vo);

77 v1l = LockResource(v1@);

78 v1l2 = @;

79 vl3 = v8:

Bai @50  bmiHeader |

201203703

pBinfo ZERBITMAPINFOEMAT— N\ digst, AERAEbmiHeaderdd & +aImAbiSize, bmi
EH4EE: bmiERVEERSATIEL, EFTLIEE—TbmpEERARR.

typedef struct tagBITMAPINFO {
BITMAPINFOHEADER bmiHeader;

RGEQUAD bmiColors[1];

} BITMAPINFO, FAR *LPBITMAPINFO, *PBITMAPINFO;

XES|EMSDNPFNSE, X-MHEbmiHeadertB5i2BITMAPINFOHEADEREI—43d=:, ATLAS|
FEBITMAPINFOHEADERAVIE(E, EheiES|E T biSizet®lE: AT SETHEL
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pBInfoiEERYES. bmiHeaderEEUERILEE, XSRS MERSMHER, FlilbmiHe
ader.biBitCount=32FEmRE3 2U89{7E,
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FindResourceA5 LoadResource & % F % IR i
THFwhilefEHH 2 LLE 46 5 MessageBox
BT M BR 5 H 2317

‘6 v10 = LoadResource(®, v9);
7 v1l1l = LockResource{vl®);
'8 vi2 = 8;

'9 vl3 = v8;

9 vl4 = v11 - ( BYTE *)v8;
| while ( *v13 == v13[vi4] )
2 {

i3 ++vl12;

4 ++vl13;

5 if ( vl2 »>= 9080 )

6 {

7 sub_401588(va);

8 return @;

9 ¥

15} }

1 MessageBoxA(hlind, Text, Caption, @x30u); e A
12 sub_401588(va);

13 return @;

14 ¥

15 return @;

16 }
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Fexescopen] PAHR EX H X AN SR S04 1t &bmpE F
I WH101 A EFTERE 44 ~Adump §H

i exeScope - C:\Use N Desktop\ImagePrc.exe

R #REE) #BFEQ) MEN) #EH)
CEAr T
SxE ot H) 4] 42 43 W 45 46 +T 48 48 +A 4B 40 +D 4E +F

- Exe &

. Coff L3 00009060: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ..........
- ElEkE 00009070: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ..........
i EL-)\IZF&H:EB 00003080: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ..........
5 a2, &1 00009090: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ..........

R 000030A0: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ..........

P ——— 000030BO: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ..........
L mE 000090C0: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ... ... ..

=) XPMani fest 00003000: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ... ... ..

5 0000S0EQ: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ... .......
000030F0: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ... ... ..
00009100: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ..........
00009110: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ..........
00009120: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ..........
00009130: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ..........
Fi python i 4% & Ji7 s bmp B A
BrBE2heBRAEEULEER XETEZNODRSE



AN | 111103111 R0 1T TR VI FY I e ) TR = I = 8 [ i L. [ | I

0B4B12F8 B9 OAOOOOGA

084812FD REIH ] ,eax

684812FF 8D7C24 24 edi,dword 3 :[esp+Bx24] >X 009000008
08481363 8D5424 24 edx ,dword d :[esp+Bx24] BO19F8EL
08481367 F3:AB stos X\ 00401130 Imagy
00401369 8B442Y 14 dword ptr esp+Bx14] | Bxcs #2200 0019FSCO h
884813 6D 8B4C2Y4 18 dword r :[esp+Bx18] ax96 158 0019F974
084081311 8B3D 2850486 edi, YUisZoetiinits 00000000
884081317 6A 80 Usage = DIB_RGB_COLORS 0019F986C
80481319 52 edx pBitmapinfo = BB19FSE4

08481314 6A 08 Buffer = HNULL

0048131C 894424 38 dword ptr ss:[esp+0x38],eax H ES 002B
08401328 58 nLines = 96 (150.) CS 0023
08401321 A1 Fu8hh000 SS 0028
08401326 894C24 38 dword ptr ss:[esp+Bx38],ecx DS 0802B
0084081320 8BOD DC844OO ecx FS 08053
0084013380 6a 00 StartLine = 0x0 GS 002B

008401332 58 ] hBitmap = 00000096

00401333 51 ecx hDC = HULL LastErr
00401334 C7uh424 49 mov dword ptr s esp+0x40],

0840133C 66:C74424 mov word ptr ss:[esp+Bx4C], aeRAR246 (MO,
00401343 66:C7uu24 mov word ptr ss:[esp+Ox4E], empty
0040134A C7u424 50 mov dword ptr ss:[esp+0x50], empty
004081352 FFD7 call edi enpty
00401354 8B5424 38 dword ptr ss:[esp+Bx38] empty
08401358 52 enpty
08481359 E8 ADB10068 |call ImagePrc.B040150B empty
6840135 8BUCZ2H 18 mov ecx,dword ptr ss:[esp+0x18] empty
08481362 8B15 Fu84488| mov 3

08401368 83Ch4 B4 ELL

00481368 40820

empty

eax=00000096
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from PIL import Image

width = 200
height = 150

image_file = open('dump', 'rb")

data = image_file.read()

image = Image.frombuffer('RGB', (width, height), data, 'raw', 'RGB')
image = image.transpose(Image.FLIP_TOP_BOTTOM)

image.show()

image_file.close()
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