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File types

/mnt/../CTF/pico2022/Misc/File types

Flag.pdf

DECIMAL HEXADECIMAL DESCRIPTION

Executable script, shebang: "/bin/sh"
Executable script, shebang: "/bin/sh' line above, then type 'sh FILE'."
uuencoded data, file name: "flag", file permissions: "600"

EH .pdf &— shell i, BT AR T uudecode, FHE sudo apt install sharutils



ZJERMRASMEREKIRE T, QAQ

— (sparks®LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/File types]
L¢ file Flag

Flag: current ar archive

— (sparks@LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/File types]
L¢ ar -p Flag > flagl

— (sparks®LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/File types]
L¢ file flagl

flagl: cpio archive

—(sparks&LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/File types]
Lg¢ cpio -idmv flagl

—(sparks®&LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/File types]
L¢ file flag
flag: bzip2 compressed data, block size 900k

—(sparks&LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/File types]
L¢ bunzip2 flag
bunzip2: Can't guess original name for flag -- using flag.out

—(sparks&LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/File types]

L¢ file flag.out

flag.out: gzip compressed data, was , last modified: Tue Mar 15 ©6:50:49 2022, from Unix, original size mo
dulo 2”32 326

— (sparks@LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/File types]
L¢ gzip -d flag.out

— (sparks@LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/File types]
L¢ file flag.out
flag.out: 1lzip compressed data, version: 1

— (sparks@LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/File types]
L¢ unzip flag.out

— (sparks@LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/File types]
L¢ file flag
flag: LZ4 compressed data (v1.4+)

— (sparks@LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/File types]
L¢ 1z4 -d flag.lz4

Decoding file flag

flag.lz4 decoded 263 bytes

— (sparks@LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/File types]
L¢ file flag

flag: LZMA compressed data, non-streamed, size 252

— (sparks@LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/File types]
L¢ 1zma -d flag.lzma

— (sparks@LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/File types]




— (sparks®LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/File types]
L¢ 1zop -dv flag.lzo
decompressing flag.lzo into flag

— (sparks®@LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/File types]
L¢ file flag

flag: 1lzip compressed data, version: 1

— (sparks®@LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/File types]
L¢ unzip flag.out

—(sparks&LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/File types]
L¢ file flag
flag: XZ compressed data, checksum CRC64

—(sparks&LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/File types]
L¢ xz -d flag.xz

—(sparks&LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/File types]
L¢ file flag
flag: ASCII text

—(sparks&LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/File types]
L¢ cat flag
706963614354467b66316c656e406d335F6d406e3170756c407431306e5F
663072513062326375723137795¥37353137353362307d0a

—(sparks®&LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/File types]
L¢ cat flag | hex --decode
picoCTF{f1len@m3_m@nlpul@tldn_fOr_Ob2curl7y_ 751753b0o}

Lookey here

E anthemflag.txt - 284 - o =

¢ E BE =
had fallen at both ends. But we natharad all tha thinnc wea faiind a
and we brought them to our ., picoCTF x o L 1P T X

with bars of metal inside, wit. S
of metal. We found wires that led to strange little globes of
glass on the walls; they contained threads of metal thinner than
a spider’ s web.

These things help us in our work. We do not understand them, but '
we think that the men of picoCTF{gr3p 15 @w3s0m3 0abe82b2}
our
power of the sky, and these things had some relation to it. We do
not know, but we shall learn. We cannot stop now, even though it
frightens us that we are alone in our knowledge.

No single one can possess greater wisdom than the many Scholars
who are elected by all men for their wisdom. Yet we can. We do. v
17933, %39 100% Unix (LF) UTF-8

Packets Primer




network-dump.flag.pcap — (=) X
XHHF)  RIEE) MEN) BEG) HERO  HFA) FHS) EBIEY) F&W) TR #HEH)

Am e R Ie>=FIS EQaaH
[lltcp,stream eq 0 :’ ']"‘
No. Time Source Destination Protocol  Length Info

FRE/BUERRE £4E(M) Ctrl+M
/RGBS $34A(1) Ctrl+D

3 0.001006 10.0.2.15 10.0.2.4 TC SE/ANNEE MiEss CtrlsT =1 Ack=1 Win=64256 Len=0 TSval=2379213157 TSecr=1760..
4 0.001225 10.0.2.15 10.0.2.4 TC ... Ctrl+ShiftsT ] Seq=1 Ack=1 Win=64256 Len=60 TSval=2379213157 TSec..
5 0.002031 10.0.2.4 10.0.2.15 TC SR , 1=1 Ack=61 Win=65152 Len=0 TSval=1760620996 TSecr=237..
(RABRITROETR
iZiow vz b
ERIEAERS >
XE RS »
HEEE 4
SCTP 4
T cuteatishite_|
- R UDP i Ctrl+Alt+Shift+U
DCCP Stream Ctrl+Alt+Shift+E
Y EIER 4 TLS i Ctrl+Alt+Shift+S
> Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits Decode As... HTTP i Ctrl+Alt+Shift+H
> Ethernet II, Src: PcsCompu_af:39:9f (08:00:27:af:39:9f), Dst: Pcs EEOS7RSEW) HTTP/2 Stream I
> Internet Protocol Version 4, Src: 10.0.2.15, Dst: 10.0.2.4 QUIC Stream
v Transmission Control Protocol, Src Port: 48750, Dst Port: 9000, Seq: @, Len: @ SIP Call

Source Port: 48750
Destination Port: 9000

0000 @8 00 27 93 ce 73 @8 00 27 af 39 9f 08 00 45 00
0010 00 3c 50 cO 40 00 40 06 dl e9 0a 00 02 of da 00
0020 02 04 be 6e 23 28 27 ec d4 b6 00 00 00 00 a® 02
0030 fa fo 18 41 00 00 02 04 05 b4 04 02 08 0a 8d cf
0040 e9 64 00 00 00 00 01 03 03 07

@ 7 network-dump. flag. pcap || #4: 9 - B2F: 5 (55.6% || ®&: Default

- 1887 TCP i (tcp.stream eq 0) - network-dump.flag.pcap

CcCoCTF{pd4ck37 _ 5h4ark_309456¢e4]}

Redaction gone wrong
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Sleuthkit Intro



— (sparks®LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/Sleuthkit Intro]
L¢ mmls -B disk.img

DOS Partition Table

Offset Sector: ©

Units are in 512-byte sectors

Slot
P00: Meta
001 :

002: ©00:000

Start

0000000000
0000000000
0000002048

End

0000000000
0000002047
0000204799

Length

0000000001
0000002048
0000202752

Size

0512B
1024K
0099M

Description

Primary Table (

Unallocated
Linux (©x83)

—(sparks&LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/Sleuthkit Intro]
L—$ nc saturn.picoctf.net 52279

What is the size of the Linux partition in the given disk image?

Length in sector
202752

Great work
picoCTF{mm15_f7w

S: 202752

1
J

Sleuthkit Apprentice

BGE®E, ¥R, H7T AXIOM Process

& Magnet AXIOM Examine v4.10.0.23663 - AXIOM - Mar 26 2022 215111

XH&F) TE #E  #EE&H)
IHE - fEFRRIL ~ ABHE ~ BEAfRdE) - REEE - EEXH - BOER - KEFFIER -
g (=23
B ~
« o0 - x . - . x o»
B- fRRE - iEHE (2) flag.uni.txt E
FREIER 19 " £ {EA... EISERIESE Q disk.flag.img @
flagunitxt ] KASKAY SCRY 21/09/29 18:08:48 FH
WEB #83¢ 7 magicmge B Hangul Word Processor 374 21/05/3 14:15:52 ﬁﬁ
i o B,
pein 1 |
ik s
Xt 2
IIB° Hangul Word Processor 1
. picoCTF {by73_Surf3r 11b94644}
o SRR 1
BMERR 3
BEX 6

Eavesdrop

»

=0

ERREER

Filename  flag.uni.txt

X UTC+0:00


https://www.aliyundrive.com/s/EpRbevKEUi5

/£ Wireshark - 18&% TCP i (tcp.stream eq 2) - capture.flag.pcap

53616c7465645F51673e2c9761096d9c171alae32cf9816c5f4ab490630c33eclaf12c39c6fa94+1146955541280be36

1 EF% 54, 0 BE#E 74, 0 turn(s).

BAFHE (48 bytes) v Show data as [RIGEUE N W 2.
HH: HERTF—1Q
EE IR ITED BEER- [ Close Help
\ H

— (sparks@LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/Eavesdrop]

L¢ openssl des3 -d -salt -in file.des3 -out file.txt -k supersecretpasswordl23
*** WARNING deprecated key derivation used.

Using -iter or -pbkdf2 would be better.

— (sparks@LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/Eavesdrop]
Lg cat file.txt
picoCTF{nc_73115 411 aefc6100}

Operation Oni

SEIRELH ssh S0
T L s L | L — | T_——"
FoFEIEHE » [ diskimg » () Partition 2 (EXT-family, 129 MB) + | root B ]
: SR =S XH... K. IR i IRAE
.s5h Folder 21/10/6 14:30:25  21/10/6 14:30:; .
.ash_history File .ash_history 36 21/10/6 14:30:23 21/10/6 14:30:; ﬁ

IMAZIAH, =R

—(sparks&LAPTOP-Sparks)-[~/.ssh]

L¢ ssh -i key file -p 57455 ctf-player@saturn.picoctf.net

Warning: Identity file key_file not accessible: No such file or directory.

00EEEEEREERACEACEAEERREEAEERAEEREERAEEREERAERRECAEERPEEREER
WARNING: UNPROTECTED PRIVATE KEY FILE

00EEERAEECAAEECRAEECAPEECRPEECRPEERRPEERAPEERRPEERRPEERREEE@

Permissions 0644 for are too open.

It is required that your private key files are NOT accessible by others.
This private key will be ignored.

Load key bad permissions

ctf-player@saturn.picoctf.net's password:

BB RR 5 B =R



— (sparks®LAPTOP-Sparks)-[~/.ssh]
L¢ sudo chmod 600 id_ed25519

— (sparks®LAPTOP-Sparks)-[~/.ssh]
L¢ sudo chmod 600 id_ed25519.pub

— (sparks®@LAPTOP-Sparks)-[~/.ssh]

L¢ ssh -i key file -p 57455 ctf-player@saturn.picoctf.net

Warning: Identity file key file not accessible: No such file or directory.
Welcome to Ubuntu 20.04.3 LTS (GNU/Linux 5.13.0-1017-aws Xx86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/advantage

This system has been minimized by removing packages and content that are

not required on a system that users do not log into.

To restore this content, you can run the command.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the

individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

ctf-player@challenge:~$ 11

-bash: 11: not found

ctf-player@challenge:~$ cat flag.txt
picoCTF{k3y 513u7h_d6570e30}

AN FE—T mnt T RIS BEALR

—(root®LAPTOP-Sparks)-[/mnt/../pico2022/Misc/Operation Oni/BEMRFAFEXM]
L

—(root®LAPTOP-Sparks)-[/mnt/../pico2022/Misc/Operation Oni/BEMRFAEXM]
L

total @
rwxrwxrwx 1 sparks sparks 111 Mar 27 22:02 id_ed25519.pub

-i SHNREEEAANE, ZATREITES T

THERIERHE




— (root&LAPTOP-Sparks)-[/tmp]
L

—(root&LAPTOP-Sparks)-[/tmp]
L

Welcome to Ubuntu 20.04.3 LTS (GNU/Linux 5.13.0-1017-aws Xx86_64)

Documentation: https: .ubuntu.com
Management: https://landscape.canonical.com

Support: https://ubuntu.com/advantage

This system has been minimized by removing packages and content that are

not required on a system that users do not log into.

To restore this content, you can run the command .
Last login: Sun Mar 27 14:12:00 2022 from 127.0.0.1
ctf-player@challenge:~$

St3g0

binwalk &#H KM AR F, A Zib RIEFEAZR
—(sparks&LAPTOP-Sparks)-[/mnt/../CTF/pic02022/Misc/St3g0]

L¢ file pico.flag.png

pico.flag.png: PNG image data, 585 x 172, 8-bit/color RGBA, non-interlaced

—(sparks®&LAPTOP-Sparks)-[/mnt/../CTF/pic02022/Misc/St3g0]
L¢ binwalk pico.flag.png

HEXADECIMAL DESCRIPTION

PNG image, 585 x 172, 8-bit/color RGBA, non-interlaced

Z1ib compressed data, default compression

SRJG1E ] Stegsolve, RILKIL flag, RENEE


http://www.caesum.com/handbook/Stegsolve.jar

s

Extract Preview

7069636£4354467b 37683372335£3135 picoCTF{ 7h3r3 15
5f6e305f35703030 6e5f663266376130 nO 5p00 n f2f7a0
65357d2474336730 0000000000000000 e5}5t3g0 ...,
0000000000000000 0000000000000000 .o wewnnennn
0000000000000000 0000000000000000 v vvive ceenann.
0000000000000000 0000O0O0000000000  wev v waaanwsn
0000000000000000 000OOOO000000000  wiv v weaanwsn
0000000000000000 0000000000000000  c.ovvivi ceuaannn
0000000000000000 0000000000000000 v ivvivv wewnannn
0000000000000000 0000000000000000 .o wewnnennn

L] »

Bit Planes

Alpha [17 [le [15 [14 [13 [l2 [I1 o
Red []7 [de6 15 4 [O3 2 11 o
Green [ |7 [16 [15 [1a [13 [l2 [11 [¥lo

Blue [J7 (e [15 a4 3 [l2 1 o

Preview Settings
Include Hex Dump In Preview

Order settings

Extract By ® Row O Column

Bit Order ® MSB First (O LSB First

Bit Plane Order
® RGB O GRB
O RBG O BRG

OeBrR (O BGR

Preview H Save Text H Save Bin

H Cancel |

13 2LSB, HiflE%—T

Operation Orchid

‘%gﬁ}fﬁiE}E v [ diskflagimg ([ Partition 3 (EXT-family, 199 MB) + | root

B disk.flag.img

=1 x3 ... K. CUEERTTE inEAE ekl
j .ash_history  File .ash_history 202 21/10/6 18:30:37  21/10/6 18:30:37  21/10, E
j flag.txt.enc File .enc 64 21/10/6 18:32:20  21/10/6 18:32:20  21/10, i
flag.txt Fil Axt
8l flagtx e 8 touch flag.txt

nano flag.txt

apk get nano

apk --help

apk add nano

nano flag.txt

openssl

openssl aes256 -salt -in flag.txt -out
flag.txt.enc -k
unbreakablepassword1234567
shred -u flag.txt

Is -al

halt

»



— (sparks®LAPTOP-Sparks)-[/mnt/../pico2022/Misc/Operation Orchid/E{F#fF3CMH: ]
L¢ openssl aes256 -d -in flag.txt.enc -out flag.txt

enter aes-256-cbc decryption password:

*** WARNING deprecated key derivation used.

Using -iter or -pbkdf2 would be better.

bad decrypt

140269673760128:error:06065064:digital envelope routines:EVP_DecryptFinal ex:bad decrypt:../crypto/evp/evp _enc.c
:615:

— (sparks®LAPTOP-Sparks)-[/mnt/../pico2022/Misc/Operation Orchid/E{#fF3CMH:]
L¢ cat flag.txt
picoCTF{h4un71ng_p457_186cf0@da}

SideChannel

W EREE STy, HER pin R — AT — AN FAFELE R, AT DAL [E 3R EX pin

—(sparks&LAPTOP-Sparks)-[/mnt/../CTF/pic02022/Misc/SideChannel]
L¢ time (echo 48390513 ./pin_checker)

Please enter your 8-digit PIN code:

8
Checking PIN...

Access granted. You may use your PIN to log into the master server.

1.15s
1.06s
0.02s
94%

— (sparks@LAPTOP-Sparks)-[/mnt/../CTF/pico2022/Misc/SideChannel]
L¢ time (echo 00000000 ./pin_checker)

Please enter your 8-digit PIN code:

8
Checking PIN...
Access denied.

0.23s
0.14s
0.00s
62%

HE%N 48390513 MR, HRFFSE K oooeoeee , AANAA, FAFHHRMN, T& Shel X EH, BEEEREL LK H
M, RNET. o

AR T



character

for index in

minTime

anschar

for ch in character:
ans ans|[ :index] ch ans[index 1:]
command . (ans)
start = time.time()
for i in (1):
ex subprocess.Popen(command,
shell=True,
executable )
stdin=subprocess.PIPE,
stdout=subprocess.PIPE,
stderr=subprocess.STDOUT)
ex.communicate()
ex.wait()
end = time.time()
if (end - start) minTime:
minTime (end - start)
anschar ch

ans = ans[:index] anschar + ans[index + 1:]

print(ans[:index + 1])

Torrent Analyze
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