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HHIFRETH, fEstyle.cssHFE Nflag

Dimensions: Responsive ¥ 761 X 150% Y No throttling v

On Includes

Many programming languages and other computer files have a directive, often called include
(sometimes copy or import), that causes the contents of a second file to be inserted into the

o DevTools is now available in Chinese! FAUVEVEREI N T(THAENTTEL Y BV N oo (oI ER R a IZ Y Don't show again

Y ﬂ Elements Console Recorder & Sources Network Performance Memory Application Lighthouse
Search X @ O V¥ Q | Oprreservelog = O Disable cache Nothrotting v <% @ 4 ¥
Aa * C O I 10 ms 20 ms 30 ms 40 ms 50 ms 60 ms
Name X Headers Preview Response Initiator  Timing
[El saturn.picoctf.net 1 body {
style.css g background-color: lightblue;
scriptjs 4
5 /* picoCTF{1nclu51lvl7Zy_lof2_ */
6

3 requests | 180 B transferred | 1.2kBresoi {}

Console  Search Issues What's New X

2.Inspect HTML

HEEFARG

O~NO A WN =

N = = = o o
LW ~NoOOUPAWN-O O

21
22
23

<html lang="en”>

<head>
<{meta charset="UTF-8">
<{meta name="viewport” content="width=device-width, initial-scale=1.0">
<{meta http—equiv="X-UA—Compatible” content="ie=edge”>
{title>On Histiaeus</title>

</head>

<body>
<h1>0On Histiaeus</hl>

<{p>However, according to Herodotus, Histiaeus was unhappy having to stay in
Susa, and made plans to return to his position as King of Miletus by

instigating a revolt in Ionia. In 499 BC, he shaved the head of his
most trusted slave, tattooed a message on his head, and then waited

for

his hair to grow back. The slave was then sent to Aristagoras, who was
instructed to shave the slave’s head again and read the message, which

told him to revolt against the Persians. </p>
<br>
<{p» Source: Wikipedia on Histiaeus </p»
{1=-picoCTF {1n5p3t0r_0f h7ml b101a689} >
</body>
</html>

3.Local Authority
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Aa * C O 50 ms 100 ms 150 ms I I 200 ms

250 ms 300 ms
Name X Headers Preview Response Initiator  Timing
[El login.php 1
2
secure.js 3
4 function checkPassword(username, password)
54
6  if( username === 'admin' && password === 'strongPassword@98765' )
7
8 return true;
9 }
10 else
11
12 return false;
13
i ISERE-TA: 2
1/3requests | 998 B /998 B transferred {}
Console  Search Issues What's New X X
e - o R — morse_chal.wav - N e
— NN
Ctri+F 723X o — A — M R E Hflag
[x ﬂ Elements Console Recorder & Sources Network Performance Memory Application Lighthouse HackBar o] X
Search X @ O V¥ Q | Oprreservelog = O Disable cache Nothrotting v =% | # ¥ o
Aa ¢ C @I 50 ms 100 ms 150 ms 200 ms 250 ms 300 ms 350 ms 400 ms
Name X Headers Preview Response Initiator  Timing
. N ey pauulng: 15pX &opx;
[E saturn.picoctf.net 324 font-size: 16px;
bootstrap.min.css 325 color: #000;
X 326 line-height: 18px;
owl.carousel.min.css 327 }
style.css 328 /** banner_main \:pico:k:TF{lnsp3tiBn_0f_w3bpag’:’s_74784981}\ *x/
. 329 .carousel-indicators 1i {
responsive.css 330 width: 2@px;
font-awesome.min.css 331 height: 20px;
. 332 border-radius: 11px;
2key= 2
Jjs?key=AlzaSyA8eaHt9Dh5H57Zh0xVTgx. 333 background-color: #070000;
Jjquery.minjs 334}

<4
popper.min.js
bootstrap.bundle.min.js pico

28requests | 181Btransferred | 838kBres {} 39 characters selected
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5.Forbidden Paths

We know that the website files live in
and the flag is at
but the website is filtering absolute file paths. Can

you get past the filter to read the flag?
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6.Power Cookie

B #48% cookie

We apologize, but we have no guest services at the moment.

° DevTools is now available in Chinese! FATEYENEN N TICINEIEITLITERTY BTG R GRaIETE Don't show again

[x ﬂ Elements Console Recorder & Sources Network Performance Memory Application Lighthouse HackBar =1

Search X @ O V¥ Q | Orreservelog | O Disable cache Nothrotting v <% | £ ¥

A * C O I 50 ms 100 ms 150 ms 200 ms 250 ms 300 ms
Name X

Headers  Preview Response |Initiator Timing  Cookies

[E check.php

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,image/avif, image/webp,image/apng,*/*;q=0.8,applica

tion/signed-exchange;v=b3;g=0.9
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Cache-Control: max-age=0
Connection: keep-alive

Cookie: isAdmin=0

Host: saturn. picockq\et 163397

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.@ (Linux; Android 6.0; Nexus 5 Build/MRA58N) AppleWebKit/537.36 (KHTML, like Gecko) Chrom
1requests | 307 B transferred | 105 B resot

2/99 0 ARAA R2 Mnhile Safari/RR7 2%/

CSDN @a0a0331193

picoCTF{gr4d3_A _c00k13 87608ba8}

o DevTools is now available in Chinese! FAITEVEINEIC N ITNEERELTIELTY BWile W ol [eIER X e REEEY  Don't show again

[k ﬂ Elements Console Recorder & Sources Network Performance Memory Application Lighthouse HackBar B1
LOAD SPLIT EXECUTE TEST ~ sqQLl ~ XSS -~ LFI ~ SSTI ~ ENCODING ~ HASHING ~

URL
http://saturn.picoctf.net:63397/check.php

THEME

Enable POST ADD HEADER
Name Value
Cookie ¥ isAdmin=1

CSDN @aoa0331193

7.Roboto Sans



& robots.txt

< C A F %2 | saturn.picoctf.net:57329/robots.txt

@ flasksstitghT... ™ BUUCTFIEZIEM (1445355) ERROR... (20555) CSDN -... B & - Bugku CTF & PHP 2

User—agent
Disallow: /cgi—bin/
Think yvou have seen your flag or want to keep looking.

ZmxhZzEudHhO ; anMvbX1maW
anMvbX1maWx1LnR4dA==
svssshjweuiwl ;oiho. bsvdaslejg
Disallow: /wp—admin/

CSDN @aoaon331198

E 3 —17 ¥ B &base64 jn %

LPIIE: UHKTH > Base6A/RRSHED comiBFEERE TR BENENEFRRE
DES, AESEEXIFRIN 2R, MD S5/ A2 URLADEE IShn/wE= ISR ESCAPENN/#&% BASE64 Ealllis ME, R, BERURLANGRE
Jjs/myfile. txt anMvbXImaWxILnR4dA==

WE-F Base644%53 Base6AMRED AR

CSDN @2020331198

& C A T2 | saturn.picoctf.net:57329/js/myfile.txt

@ flaskzsstihiE.. s BUUCTFAELST (14554%) ERROR... (205%%) CSDN - B &7 - Bugku CTF - @) PHP #32 PHP #4112 | Za#0

picoCTF {Who_D03sN7_L1k5_90B0T5_87ccf72al

CSDN @aoan3311928

8.Secrets



AMMERIRBAT T

Home | About Contact

= Va
o DevTools is now available in Chinese! FAWNEYERNEN N IGTNERIERGIETTY BRI ER R  Don't show again bd
[w ﬂ Elements Console Recorder & Sources Network Performance ~ Memory  Application Lighthouse HackBar [ o ZEEI
Search X @ O V¥ Q | Opreservelog | O Disable cache Nothrotting v <% @ 2% ¥ E o]
Aa .* Search C o I 100 ms 200 ms 300 ms 400 ms 500 ms 600 ms 700 ms 800 ms 900 ms 1000 ms
| i
X Headers Preview Response Initiator Timing  Cookies
6 <t--¢ss -->
7 <link href="secret/assets/index.css" rel="stylesheet" />
© muscle.gifrw=1443&h=1443&crop=1 8  </head>
T — 9| <l-- dkkdkk Header Ared\Start *¥¥¥¥ __»
: 10 <div class="topnav">
11 <a href="index.html">Home</a>
12 <a class="active" href="about.html">About</a>
13 <a href="contact.html">Contact</a>
14 </div>
15
16 <body>
17 <div class="above">
4 »

3requests | 523 kB transferred = 523 kBres {}

Console  Search Issues What's New X

CSDN

& X A 2% | saturn.picoctf.net:49810/secret/
@ flasksstithios..  m BUUCTFZEZSTN (145

) ERROR... (202 ) CSDN-.. B &m-BugkuCTF & PHP#iEz @& PHP 32 | iz @ CTFtime.org / pic...

Dimensions: Responsive ¥ 150% ¥ Nothrottling v~ & :

Finally. You almost found me. you are doing well

= VA
° DevTools is now available in Chinese! Don't show again X
Y ﬂ Elements Console Recorder & Sources Network Performance Memory Application Lighthouse HackBar X
Search X @ O ¥ Q | Orreservelog | O Disable cache Nothrotting ¥ < @ 2 ¥ fed
Aa .* Search CcC © I 50 ms 100 ms 150 ms 200 ms 250 ms 300 ms 350 ms 40l|) ms 450 ms 500 ms 550 ms 600 ms 650 m

Name X Headers Preview Response Initiator Timing  Cookies
PP 2 <html>

I~ tenor.gif?itemid=4648337 3 <head>

file.css 4 <title></title>
5 <link rel="stylesheet" href="hidden/file.css" />
6 </head>
; f
8 <body>
9 <hl>Finally. You almost found me. you are doing well</h1>
10 <img src="https://medial.tenor.com/images/@abaffIf825af62c05adfbd75039¢cc7b/t
11 </body>
12 </html>

13




& c (A AZz4 | saturn.picoctf.net:49810/secret/hidden/

W Aaw k)R O

@ flaskzsstitBhGE.. ™ BUUCTFEESIT (144%541) ERROR... (20%555) CSDN ~... B &7 - Bugku CTF & PHP 302 PHP %2 | s2o#02 @ CTFtime.org / pic.. (184%5%) windo...

R Bi&R Y x 150% v BEETREty O

Login with Social Media or Manually

or
Login with Facebook Or sign in manually:
.

& o TE  B#l8  Recorder & BB Mg MEE  A7F WA Lighthouse  HackBar

b X @ O | VY Q | OfFEAS | OEREr BeRTmEt v S| 2 %
Aa . EZ c o somw 10m® 0= 2008 200%W 3008 3502 400TEY 450 B 500

AN

e

Y S0P 600 W

65C

BIR x iRk FUS BRI SalEE AYiE  Cookie
[E hidden/ 1 <!DOCTYPE html>
. 2 <html>

login.css 3 <heads
4 <title>LOGIN</title>
5 <!-- ¢css -->
6 <link href="superhidden/login.css" rel="stylesheet" />
7 </head>
8 <body> ,
9 <form>
10 <div class="container">
11 <form method="" action="/secret/assets/popup.js">
12 <div class="row">

2NER | CER4TKB | 42 BITAR || {} SR 120G

& C A F%=£ | saturn.picoctf.net:49810/secret/hidden/superhidden/ 3]

@ flasksstit¥hiE.. ™ BUUCTFESTN (144%3%%) ERROR... (2053

R@Emy [761 x| 166 | 1s0%v SpEEAERy O

Finally. You found me. But can you see me

x & JTE %8  Recorder & RS W% BB W KA Lighthouse  HackBar

R X @ O | VY Q OfEAs OFREr ceAmiEt v = | ¢ ¥
Aa * &R (¢] QI 100 2f» 200 Zfb 300 Z=F) 40? =t 500 Zfb 600 Zfb

CSDN @2020331193

Q@ 2 % » 0 a

2)CSDN -.. ¥ =% - Bugku CTF - & PHP #i2 PHP 3012 | 325302 @ CTFtime.org / pic... (18%3%%8) windo...

N

e

X
o3

700 B4 800 =% |
|

B X fRk PR WAL /SabEF AJE Cookie
B superhidden/ g </head>
mycss.css 8  <body>
9 <h1>Finally. You found me. But can you see me</hl>
10 <h3 class="flag">picoCTF{succ3ss_@gh3nlc@lon_08de8led}</h3>
11 </body>
12 </html>
13

2ANER | BEmer1e | 398BINAR | {}

e BN B What's New X

9.SQLiLite
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babyZ ! HISQLIEA

username: admin
password: 123
SQL query: SELECT * FROM users WHERE name=" admin’ AND password="123’

Login failed.

&b pr

TR

< C A &% | saturn.picoctf.net:55493/login.php & & r % » 0O
@ flaskZsstifhiGE... M BUUCTFAEZIEN (142%342) ERROR... (205552) CSDN -.. ‘@ B -Bugku CTF & PHP#iE &) PHP 32 | Zo#iz @ CTFtime.org / pic. (18&&5) windo...

username: admin
password: = or 1=1-—+
SQL query: SELECT #* FROM users WHERE name=" admin’ AND password="" or 1=1-—+

Logged in! But can you see the flag, it is in
plainsight.

Crypto
1.basic-mod1 & basic-mod2
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def extended euclid gcd(a: int, b: int)

Returns [gcd(a, b), x, y] where ax
s, old_s (%]
t, old t = 1,
Py ©le [P b,

0

while r

)

quotient old r

old r, r r, old r - quotient

old s, s s, old_s quotient

old t, t t, old_t quotient
return [old_r, old_ s, old_t]

modular_multiplicative inverse(a: int, n: int) int

Assumes that a n are co-prime, returns modular multiplicative inverse of a under n
# Find gcd using Extended Euclid's Algorithm
gcd, x, y = extended_euclid_gcd(a, n)
# In case x is negative, we handle it by adding extra n
# Because we know that modular multiplicative inverse of a in range n lies in the range [0, n-1]
if x < @
X

return x

if name
list=[186,249,356, 395, 303, 337, 190, 393, 146, 174, 446, 127, 385, 400, 420 ,226, 76, 294, 144 ,90 ,291 ,4
45,137 ]
for item in list
# print(item)
tmp=modular_multiplicative_inverse(item%41,41)
#print(tmp)
if tmp 1 tmp 26
print(chr(tmp+64),end
elif tmp>=27 tmp<=36
print(int(tmp-27),end
else
print( ,end

2.credstuff

Jettusername.tt K Blcultiris, RTE3781T, T RN FLI7Epassword.ixt 3R X} 57 2% 15

| usernames.txt - iCHA
XHHF) FRIE(E) A8U(0) EE(V) HBEH)
masculinesnobbish
foremastchiseled
pearsinvent
bowlerwithdraw
cresscalamitous
draftybroad
convolvulusknot
wrenglittering
spacesuitastronomer
earntosser
ceaselessease
digitalshock
oftenpeach
olliemessenger
jerkchocolaty
pleaserookery




porkchopclip
bossyflawless
awardstrange
juvenilenoteworthy
caftanwillow
lacefiber

rapidtalk
advocatetwisting
islandcontinue
producervolleyball
affectedruby
femininebouquet
cultiris
satisfieddecide
snowboardcompany
huskyevacuate
findfreethrow
observebilliards
trailequestrian

(B ™

b

537817, £97 100%

Wintowa@REE)1 19401

| passwords txt - iBZFEA
XHHF) FREEE) #B0) BAE(V) EEH)
xJvJku7Dzkkcybnu5cU8XNN5c
jQk5X6erQMnEpQqFknNdr6MsE
w2BUBK]jFJxptA3RpjzyFUrVEt
8tB4jV2rHFwFSv3R8G8Ak3wrF
nWaVvUrPdruru5nYvb8HtKdVr
MjyY4p7hXXjPEuNqgh2xMtfKP
aSKTHW453kTcRcemKx6x9ZTjc
Wc5kj3F5mPSVPFMHUebUbNDGV
ZYVRbYFqbUW7spZ5kFyABMPK7
HGY7ukrAeQNGggfEPcRMsJADG
fbeuUqcyqMKyQBZpF4u5TqC3y
KxrAZGpkhL8633TG5zuB3rPL6
XgENKXJhFSuh7RxdP3emcDgCh
apn59MtDu9BBUP7DFJZCbs6ZB
KRxZGvPe3LhdWfRQG6tEKzR4Bd
rh2XGp75kHMXPKK7VYu7zbsuX
kHP9a28mTHBBR49jy2srxGAgB
Ng3gnTdWnCZ9nSGUTEF588Ck9
XQTPcxYLSvLFGfMbDBDPURWUF
dusdXWTxJvSaRraRJwHCnC8qa
KhbHCTEM49MGPxL3nt5DEKDYG
ARKadGaCZBc3ue4BfB7Vjwx83
CSYbRFVpJZNQJ4)z3GmDsAa9Q
WTL8ITRNCkSYyGP5AFsG5gK52y
9jyG4W6EPNnsAVuyx8MJKHKYtXV
GJGMXmLjbTBVBZNFYkWHMQrQV
ue3Lz2w8nEn9EDX5nhrf2Nn29
WVJIN9KxE9Yz2X5rCpau3CrRn2
nxK5MgJcc5vYFJrsDGeKaSqLY
tF3YRPjcudyTalzNN3LNKpV3T
K8AcwY9Xg2jASjS38wqUeVSfA
uPUFRpre9pNZbLYynWm6eqmHZ
uCDyYLNMsBJau2nvyCXQ4jaLa
kfW3Zq7bCD2cXp4K5yhpbKYec

PPt i "75 ‘\\

$F37817, £175

100%  Unix (LF)

CSDNE=8:

cynbPGS {P7el§ 54135 7173}

fires 13

picoCTF{C7r1F_54V35 71M3}
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3.substitution0

B emng
W _bc++IA

using namespace std;

int main() {
char str[30]

char stri[30]

char q[]

char ch;

for(int i=0;i<strlen(q);i++){
char ch=q[i];
if(isupper(ch))
for(int j=0;j<=25;j++)
{
if(str[j]==ch)

cout<<stri[j];
}
else if(islower(ch)){
for(int j=0;7j<=25;j++){
if(str[j]==ch-32)
cout<<char(stri[j]+32);

else cout<<ch;

return 0;

4 transposition-trial



ENFERA—H, THRIRF

In [14]: M # %
m="heTfl g as iicpCTo {7F4NRPO51IN5 16 35P3X51N3 VE1A1D3D}B”
print (len (m))

o4

In [ 1: M

In [28]: M i=0

while 1<=53: ﬂ
print m[i+2], end="")
print m[i], end="")
print (m[i+1], end="")
i+=3

The flag is picoCTF {7R4N5P0O5ING_15_3XP3N51V3_AE131DBD}

In [ J: M
5.Vigenere
iR N A ]
6.Sum-O-Primes

RKKIRSAH , A — IR

(p-1)(9-1)=p*q-(p+q)+1

A


https://blog.csdn.net/roc1010/article/details/103223735

import gmpy2

import random

import hashlib

from hashlib import sha256
from Crypto.Util.number import

import os

X 0x1603fc8d929cb31edf62bcce2d06794f3efd@95acchl63e6f2b78941bd8c646d746369636a582aaac77c16a9486881a9e3db26d742
e48c4adcc417ef981310a0c5433ab077dd872530c3c3c77fe0c080d84154bfdb4c920df9617e986999104d9284516c7babc80dc53718d596
32aefdf41b9be53957deal3f00a386b2666d446e

n 0x75302ba292dc4bf47ffd690b8edc70eflfcca5el48b2b9c1b60227788afcfe77a0097929ed3789fe51ac661678c558244890a09aes
af3e7d098fd366alc859edabbff1c9e164d5354968798107ae8518fcaab3743de58al41ffd26clel6cb@9fedlf6b0d68536ec7fba744edl2)
Pfea8c3a7aclebfa55d664d2f321fb44e814650147a90311f3bfa8f69d87393c7d88976d28d147398a355020bcb8e561310b290628b77db710
e163cal019fd3c3a065465ea457adec45243¢c385d12d3alde3178f6ca05964be92e8b5bc24d420956de96ccc9ce39e70705660ebbb2f4e67
5aac7d6d7bad5c84223fc5819b37aa85beff13821f1c2¢c3b97603150130c17f7e674441

C 0x562888c70ce9a5c5ed9akbelb61961854ba2efcdb6ddef79319ee9e1142659190abbae67481eb0f6351445d3c9889da84639beb84 1
£7159dcf4d3a389873dc90163270d80dbb9503cbc32992cb592069ba5b3eb2bbe410a3121d658118e100F7bd878a25c27ab8c6c15b690fce
1ca43288163c544bfce344bcd@89a5f4733acc7dc4b6160718e3c627e81a581650281413bb5bf7bad5c15b00c5a2ef7dbe7ad44cce85ed5bl
becd5273a26453cb84d3272a04ad8783146d22d61b96c501515913ca88937475603437067ce9dc10d68efc3da282cd64acat8f1368c1c098
©0cb51f70f784bd0f94e067af541ae8d20ab7bfc5569e1213ccdf69d8a81c4746e90cl

d=gmpy2.invert(e,phi)
print(d)

m (c,d,n)
print(long_to_bytes(m))

7.rail-fence
WA B AL 0 25 R TWHL )

8.morse-code


https://blog.csdn.net/roc1010/article/details/89605693

4 NS BE /R B R RS, R hint BLTE A B4 T DL A, AT .

) Audacity (E%EHI) — O X
XD REE BEEQ WEY BEN HED £M0 FRO SRR IEO SEH
Hn - ®m 1« ¥ e 11X/ ﬂ% M e
ﬂﬂﬂ ﬂ?s 54 48 42 -3 -30 -24 -i8 -2 -§ 4
i Wi | KO ~~ &&[QQR[ ) e .
MME v 8 ERNIEE (Realtek(R) Audio) v 2 (i) ReIEE v o)) 1= (Realtek(R) Audio) v
Q20" L0

0 1.0 2.0 - - 6.0 7.0 0|'0 11|.0 12|.0 13|'0 14|.0 |
x‘mn_c]ul v 1.0 £
L [ n!+ 0.5
—0—

x = | 0.0

l—a—’u——

il |
-1.0

<
REFHEE (i) | RHE | | XSS v

24100 <] x@ - [00 8 00 4 00,000 # [00 B 00 4 00.866 = 00 #f 00 %> 00 F
BRI

CSDMN @aoan331198

FRAE LR S IR
TE L0 A0 R IR

9.diffie-hellman

DHZ 43 #: (Diffie—Hellman key exchange)
XE LR B, HREHNS, ENIURER AL
FEERNRXEEIMELRES-5, FESKFMBAL, MHEB/Elagh/NEF&



http://json365.com/morse
https://blog.csdn.net/zahuopuboss/article/details/8636722

(b[(b.find(i) - 5)

ans. lower()

10.Very Smooth

CTF-CYRPTO-RSA-Smooth



https://blog.csdn.net/zippo1234/article/details/109811874?utm_medium=distribute.pc_aggpage_search_result.none-task-blog-2~aggregatepage~first_rank_ecpm_v1~rank_v31_ecpm-1-109811874.pc_agg_new_rank&utm_term=rsa%20%25E5%2585%2589%25E6%25BB%2591%25E6%2595%25B0&spm=1000.2123.3001.4430
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