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1 html injection-reflected(get)
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<div id="main">
<h1>HTHL Injection — Reflected (GET)</hl>
{prEnter wour first and last name:<{/p>
<form| action="/LHAPP/inli get.php” Lg:hnd:

{pr<label for="firstnam=">First name:<{/label><{br />
{input type="text” id="firstname” name="firstname"></p>

<pr<label for="lastnam=">Last name=:</label><br />
{input type="text” id="lastname” name="1astname"></p>

<button type="submit” name="form” walue="submit">God/button>

</fForm>

|
U} bWAPP - HTML Injection % ‘ %

* 0 192.168.16.157/6WAPP/htmli_get.phg Mfirstname=18lastname=1&form=submit
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0x01:

LRETRMHFANIERT, BEARHTMLEN, BHMAEMAMEFRANERENSRIBEEIER: URIRT LIFA:
<script>alert('xss')</script> N\ J5 WS PATSRBEBPATHE: BEBIFED, HFEEXFBARER AR HHET
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€ | @ 192.168.16.157/BWAPP/hmE_get.philffirstname= <script=alertxss’) </script> &lastname=1&form=subemit

<br />
Welcome <secriptralert( xss’ )</script> 1
</dive

0x02:
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<ahref=http:/lIwww.mi.com>a FE—F, fRELAME</a> [& B RER ]
<ahref="http://www.mi.com" style="display:none;">G E—TF, fREMiE</a> [FiHAER]
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@ Lload URL  hitp://192.168.16.157/bWAPP/htmli_getphp

E : irstname= <a href=hitp:/fwww.mi.com> g2 40!s s [resys 302 BvellE</ax
Split URL &lastname=1

't Execute Bform=submif

http://192.168.16.157/bWAPP/htmli_get.php

Mirstname=<a href="http://www.mi.com" style="display:none;">EE—T , {FIFiE</a>
&lastname=1

&iform=submit

Welcome 1
BEFEALRIIEN:
<br />

Welcome <a href="http://we. mi. com” style="display:none; "»BE—T, {FEt30H</a> 1
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