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Firefox F #ffhackbarsk iR X postS#; wiE:

& Load URL  http://192.168.16.157/bWAPP/htmli_post.php
B split URL
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& Load URL  hittp://192.168.16.157/bWAPP/htmli_post.php
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/ HTML. Injection - Relecte

Enter your first and last name:

First name:
1

Last name:
1

Welcome 11

_@ Request to hitp:/192.168.16.157.80

l Forward J [ Drop J [ Intercept is on ] Action
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POST /BWAPP/htmli_ post._php HTTP/1l.1

Host: 192.168.1&8.157

User—-Agent: Mozilla/5. 0 (Windows NT &.1; WOWe4; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+txml, application/xml;gq=0_5,*/*;gq=0_8
Accept-Language: zh-CI,zh;gq=0_8,en-TU3;g=0_5,en;q=0_3

Accept-Encoding: gzip, deflate

Referer: http://1l52.1£8_ 1&.157/bWAPP/htmli_ post. php

Coockie: PHPSESSID=3afcb7&8lel2l228kele3TalSdefedsad; security lewel=0
Commnection: close

Tpgrade-Insecure—-Regquests: 1

Content-Type: application/x-www-form—urlencoded

Content-Length: 42

firstname=adminglastname=adning form=submit
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@ Load URL  http://192.168.16.157/bWAPP/hitmli_post.php
% split URL
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Enable Post data [ | Enable Referrer

Post data firstname=<a href=http;/fww.micom=-BE—T , {FHHAE</a=
&lastname=admin
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Enter your first and last name:

First name:

Last name:
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_@ Request to hitp:/192.168.16.157.80

l Forward J [ Drop J [ Intercept is on ] Action
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POST /BWAPP/htmli_ post._php HTTP/1l.1

Host: 192.168.1&8.157

User—-Agent: Mozilla/5. 0 (Windows NT &.1; WOWe4; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+txml, application/xml;gq=0_5,*/*;gq=0_8
Accept-Language: zh-CI,zh;gq=0_8,en-TU3;g=0_5,en;q=0_3

Accept-Encoding: gzip, deflate

Referer: http://1l52.1£8_ 1&.157/bWAPP/htmli_ post. php

Coockie: PHPSESSID=3afcb7&8lel2l228kele3TalSdefedsad; security lewel=0

Commnection: close

Tpgrade-Insecure—-Regquests: 1
Content-Type: application/x-www-form—urlencoded
Content-Length: 34

firstname=<a href="http: //www_baidu. con"*baidu</a>&lastname=1l&form=submit
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Enter your first and last name:

First name:

Last name:

Welcome baidu 1
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