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POST /ppc/sd.php HTTP/1.1

Host: ctfS.shiyanbar.com

User-Agent: Mozilla/S.0 (X11; Ubuntu; Linux x86_84; rv:62.0) Gecko/20100101 Firefox/62.0
Lccept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-CM,zh;g=0.8,zh-TwW;g=0.7,zh-HK;q=0.5,en-US; q=0.3,en;q=0.2
Lccept-Encoding: gzip, deflate

Referer: http://ctfS.shiyanbar.com/ppc/sd.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 41

Cookle: PHPSESSID=801b38jcvor3vghzhhlocSinmg

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache
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#coding=utf-8
import requests
import hashlib
import re

url="http://ctf5.shiyanbar.com/ppc/sd.php"
se=requests.Session()

sqlurl=se.get(url)

sqlurl.encoding="utf-8"

print sqlurl.text

hash = re.compile(r'color:red">(.*?)</div>"', re.DOTALL).findall(sqlurl.text)
hashl=hash[0]
print hashl

for i in range(90,100000):
k=str(i)
hashmd5 = hashlib.md5(k).hexdigest()
hashshal = hashlib.shal(hashmd5).hexdigest()
if hashshal == hashil:
post = {'inputNumber':i, 'submit’:'%E6%8F%90%E4%BA%A4" }
flag=se.post(url,data=post)
flag.encoding="utf-8'
print flag.text
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