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<?php
highlight_file(__ FILE_ );
class emmm

{
public static function checkFile(&$page)
{
$whitelist = ["source"=>"source.php","hint"=>"hint.php"];
if (! isset($page) || !is_string($page)) { #$page NELE A & F 1T &
echo "you can't see it";
return false;
}
if (in_array($page, $whitelist)) { #$pageFE T owhitelistHd
return true;
}
$_page = mb_substr($page,0,mb_strpos($page . '?', '?") #EE $pageH H R H I 2 Z 7 I H 4
)s
if (in_array($_page, $whitelist)) { HEMORBEET SwhitelistHA
return true;
}
$_page = urldecode($page); #xt$pagedtiTurl s
$_page = mb_substr($_page,0,mb_strpos($_page . '?', '?')); #EE $pageH H IR H I 2 Z 7T I H 4
if (in_array($_page, $whitelist)) { HZMO RBEET Swhitelistd
return true;
}
echo "you can't see it";
return false;
}
}

if (! empty($_REQUEST['file']) HEBEF1IleZXERBANT
&& is_string($_REQUEST['file']) #HBEfileXERBREMN R
&& emmm: :checkFile($_REQUEST['file']) #HAAKRER S checkFile()

) {
include $ REQUEST['file']; #E BT EH
exit;

} else {

echo "<br><img src=\"https://i.loli.net/2018/11/01/5bdb0d93dc794.jpg\" />";

?>
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(PHP 4, PHE 5, PHP 7)
include {EAEEFEITIEE .,

PARIESIE T require.
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ir (! emply(% REQUEST| rile’ )
Bk is siring($ REQUEST|' rile’ |)
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include § REQUEST| rile’ |:

exil:
Foelse |

scho “<hrsdimg sve Vhidps:s/S 0 Tali net/201
1

?» flag{25e7bceb6005c4e0c983Fh97297ac5e5a)


https://www.php.net/manual/zh/function.include.php

	【XCTF高手进阶区】 web7_warmup writeup（一）
	web7_warmup

